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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site

|Signature

|Device Action |Count]|

66. 249. 78. 97 | srael 147.237.77.170 naarachot . i df .i| TCP handshake viol ation, first packet not syn |drop 988
37.157. 32. 66 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il L4 Source or Dest Port Zero dr op 13
223.148. 24. 174 Chi na 147.237.76. 147 chinuch. aka.idf.il |B ock Udp All Nets drop 1
185. 130. 5. 224 147.237.76. 196 e svivaidf.il B ock_Udp Al Nets dr op 1
223.148.24.174 Chi na 147.237.76. 148 gocenter.aka.idf.il|B ock Udp All _Nets drop 1
185. 130. 5. 224 147.237.76. 199 e. nakchal .idf.il Bl ock_Up Al _Nets drop 1
223.148.24.174 Chi na 147.237. 76. 202 e halag.idf.il Bl ock_UWp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 42 refuah.idf.il B ock_Udp Al _Nets dr op 1
185. 130. 5. 224 147.237. 76. 200 eitan. aka.idf.il B ock Wdp Al Nets drop 1
185. 130. 5. 224 147.237.76. 147 chinuch. aka.idf.il |Block Wdp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |SlgnaIure Devi ce Action |Oount |
69. 30. 201. 98 Wited Sates 147.237.76.86  [navy.idf.il|Cl06: HITP. najestic bot B ock 1
198.50. 138.101  |Canada 147.237.72.166 |aka.idf.il |@25: HITP. access to admnistrator/index. php -> Quarantine Bl ock 1
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|Top Attackers In ID|

Attacker Address

| Target Address

Attacker Qountry

|Signature
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il |Tehila - Perl LWP with fake user agent
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘S’te ‘Signature Acti on ‘Count
40. 77. 167. 68 Lhited Sates 147. 237. 72. 166 |aka.i of . i | drop SAMrul e drop 120
78.111.185. 142 |kraine 147.237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 45
Sreaming Engine: TGP Invalid i i ssi
157.55.39.66  |lited Sates 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 30
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
207.46.13. 1 Wited Sates 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
185.32.179. 153 |Israel 147.237.77. 243 |nobil e. i df . 9 =g Invalid segnent retransmssion. 18
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.157.34.123 |United Ki ngdom 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.127.209. 155 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. 12
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
40.77.167.26  |wited Qates 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
Sreanmng Engine: TCP Invalid i i ssi
176.13.23.0  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19. 85. 76 I'sr ael 147.237.77. 243 |rvi e i1 |1 S NG Engi ne: TP Invalid finvalid segnent retransmissi on drop 9
Ret r ansmi ssi on Packet dropped.
158.58.172.238 |[italy 147. 237. 76. 198 |e. yohal an.i df .i|Geo- | ocat i on enf or cenent Geo-I ocat i on i nbound drop 9
enf or cenent
37.157. 32. 66 Uni ted Ki ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 8
Sreanming Engine: TCP Invalid i i ssi
66.249.78.170 |United Sates 147. 237. 76. 200 |ei tan. aka i f . i 9 =g Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
5.102.242. 25 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |7
2.54. 54,198 I srael 147.237.77.216|dover.idf.il |SYN Att ack rej ect 7
80.246.138.59 |Israel 147.237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
reamn ine: TCP Invali i i ssi
46.19. 85. 70 I srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransmissi on drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.3.63 I srael 147.237. 77. 243 |robi 1 e. i df . i | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
82. 205. 75. 247 glcissi':('ja” Territory 1147, 237. 77. 176 |nat pash.i of. i1 |SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor
2.54.54.198 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
213.57.42.100 | srael 147. 237. 76. 200 |ei tan. aka i df . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
194. 153. 113. 13 |Ger nany 147.237.77.74 |lawidf. il Bad TCP sequence SiNretransmt wth di fferent moni tor |4
wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
66.249.65. 122 |Lnited Sates 147. 237. 76. 200 |ei tan. aka i f . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
2.54.54.198 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nunier noni t or 4
reamn ine: TCP Invali i i ssi
94.230.86.36  |Israel 147. 23777, 243 |t 1 e i 11 | ! @M NG Engine: TGP alid finvalid segnent retransnissi on, drop 4
Ret r ansni ssi on Packet dropped.
o SWNretransnmit wth different .
213.57.42.100 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e nonitor |4
Sreaming Engine: TP Invalid i i ssi
217.132. 111. 155|I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.12.250 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 218. 193 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.26.18 I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
2.54.54.198 I sr ael 147.237.77. 216 |dover.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng BEngine: TCP Invalid i i ssi
77.127.87.202 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.178.48.70  |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
109. 65. 225. 205 |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.135.232  |israel 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
79.183. 141. 167 |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
141.8.132. 112 |Russian Federation  |147.237.72. 166 |aka.i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
62.219. 113. 136 I srael 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.180.11.156 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TGP Invalid i i ssi
2.54.20.108  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
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Target Address ‘ Ste

‘Signature

Sreanming Engine: TCP Invalid i i SSi

46.19. 85. 6 I srael 147.237.72. 166 |aka. i f . 9 =g Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109.67.8.206  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

84.110. 210. 142 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

5. 28. 150. 20 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi

79. 180. 246. 253 |l srael 147.237.72. 166 |aka. i f . 9 =g Invalid segnent retransmssion. |
Ret r ansni ssi on Packet dropped.

46. 19. 85. 18 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d AGK nunber alert
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.121.92.163 |[lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 51
77.125.142.138 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 26
190. 210. 186. 137|Argenti na 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 190. 210. 186. 137 B ock 5
208.115.113.88 |lLhited Sates |147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 208. 115. 113. 88 B ock 4
185. 32.179. 153 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 4
46.19. 86. 23 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 76 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 209. 91 |l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
2. 54. 158. 202 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 220. 90 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waww aka. i df.il/main/giyus/controls/atuda/ A |B ock 2
46. 19. 85. 170 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
79.180.11.156 I srael 147.237.72. 166 |aka. i df . i | m”;:;’_rii dﬁ?‘?lsﬁtﬂhﬂ? rggutf ot ACt S, &S ox Bok |2
66.249.78.146 |lsrael 147.237.72.166|aka. i df . i | Mil ti pl e Unaut horized URL Access from 66. 249. 78. 146 B ock
109. 253. 157. 91 |l srael 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock
Unknown Par anet er
46. 19. 86. 197 I srael 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 38$ct | 01%ct | 03%chl Questi on$ |None 1
3 in ww aka.idf.il/nain/giyus/questionnaire. aspx
37.237.208.46 |Irag 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on waw idf.il/arr/ Bl ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df . i/ 1503-en/ dover. aspx. B ock 1
71. 6. 158. 166 Whited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Dstributed Wauthorized URL Access on 147.237.76. 147/ B ock 1
208.115.113.89 |lhited Sates |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/894-en Bl ock 1
188.57.27.104  |Turkey 147.237.77. 216 |dover . i df . i | maﬁfri IT/yf§3;'1_ Z'nfl (;o‘\’/rérclt;sor?fmm ent A acetbl der 18t xtEnai | in Bock |1
66.249.64. 131 I srael 147. 237.72. 166 |aka. i df . i | e < [ffsctejrsa;; (i1 o5/ 3/ 62653, | pg Bock |1
Unknown Par anet er
109. 67. 181. 238 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wa aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
5.22.131. 68 I srael 147.237.72.166 |aka. i df . i | :JL'rigaSl/ i?’tageescf’idsngpggg‘;zgti;kﬁ f/ el v kapat 2/ res Bock |1
Unknown Paraneter q in
79.179.10.227 |Israel 147.237.72. 166 |aka. i df . i | wiw aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ mast er/ f avi con. gi [None 1
f
207.46.13. 1 Lhited Sates |147.237.72. 166aka.idf.il Unhaut hori zed URL Access to v aka. i df.il/mai n/rabanut/61998 Bl ock 1
66.249. 66. 136 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 1/ 3141. j pg |B ock 1
141.212.122. 177|Wited Sates |147.237.76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to 147.237.76. 147/ B ock 1
40.77. 167. 26 Lhited Sates |147.237.72. 166aka.idf.il Unaut hori zed URL Access to ww aka. i df.il/matash Bl ock 1
Unaut hori zed URL Access to
95. 86.93. 17 I srael 147.237.77. 216 |dover.i df .| vy i df . i1/ 1133-20144- he/ i df gdover . aspx&a=u&ved=0ahukew ggbkfj vl [B ock 1
kahxbi ywkhabxdbqqf ggpnaO&usg=af gqj cneqq3gl j b8l 2| vz6zk6zk1lywkt ecw
213.57.42.100 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
66.249. 64.229 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
109. 160. 253. 2101 srael 147.237.72. 166 |aka. i df . i | MDM;;;L:“: gf. iﬂa#;h:/r; ;fﬁarﬁn ;;ﬁ?d on Bock |1
46.19.85.216  |Israel 147.237.77. 234 |hal ag. i df . i | ?4? r2'33”t7§d2317:‘;:3:;2%%@?75; 1‘?; . Bock |1
37.23.188. 158 gz::;”i o [147.237.77.74 [lawidf i Wf'ﬁif.r dfT?'ipf/ t\AercT’Lf‘t at'g; get' ﬁ’\fffg;”ﬁ Lo, aspx Bock |1
207. 46. 13. 58 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/ vi ew pi ctures. asp B ock 1
57.66.175.8 Eur ope 147.237.77.216|dover. i df . il Paraneter Type Mol ation SearchText in wawidf.il/1065-en/ dover. aspx B ock 1
141.212.122. 177|Wnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
105.28.98.212  [Mwritius 147.237.77.216|dover . i df . i Ostributed PHP Attenpt B ock 1
40.77.167. 26 Lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter docid in aka.idf.il/giyus/ qanda/ def aul t. asp None 1
78.188. 129. 143 [Turkey 147. 237.77. 216 |dover . i df . i | ma??ferl Jyfggg'fgﬁ;sgrfgs%g%m ent Al acetbl der 1t xt Content in Bok |1
190. 210. 186. 137 |Argenti na 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-adm n/ Bl ock
66. 249. 65. 223 |Israel 147.237.77.216|dover . i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1362- he/ dover . aspx B ock 1
37.23.188. 158 :3::;’} o [147.237.77.74 [lawidf i Z‘;‘rwa:f\t,velr dfT?’ipf’/t\'{eg:Dlat ati o égtffoffg/tge;t' ftlel"e” ::spx Bock |1
79.181.178.18 |Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
66.249.78.146 | srael 147.237.72. 166 |aka. i df . i | m“;grii jfe_o: Iﬁg‘f‘jﬁ tnj’hare i i 2, aspx Bock |1
57.66.175.8 Eur ope 147.237.77. 216 |dover.i df . il Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
184.105. 247. 195|Uhited Sates |147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
105.28.98.212  |Mwritius 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wa i df.il/xnmrpc. php B ock 1
79. 105. 139. 220 :Zg::t”i on 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to wawidf.il/mazi'a=0 B ock 1
194. 153. 113. 13 |Ger nany 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
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