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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature

Device Action [Count|

66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 244
103. 1. 92. 135 Nepal 147.237.76. 31 nakchal .idf.il |L4 Source or Dest Port Zero dr op 2
115.230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
188. 93. 234. 208 Port ugal 147.237.76. 177 ncore.idf.il B ock Np Al Net drop 1




02-12-2016-11:04:09 to 02-12-2016-12:04:09

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

52.1.90.117 Lhited Sates 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

Devi ce

‘Count

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

176.13.11.139 |l srael 147.237.77. 243 |mobil e.idf .i 1 Ret 1 ansii Ssi on Packet dr opped. drop 24
41.33.231.90 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
46. 19. 86.8 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 10
208.54.80.176 |Uhited Sates 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
77.127.133. 131 |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g Invalid segnent retransmssion. | ., 9
Ret r ansmi ssi on Packet dropped.
5.22.135. 156 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |9
Sreaning Engine: TQP Invalid i i ssi
79.181.50.122 | srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19. 86. 62 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
41. 33.232. 66 Egypt 147. 237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor |6
Sreaning Engine: TQP Invalid i i ssi
66.249.78.177 |nited Sates 147. 237. 76. 200 |ei tan. aka.i of i 9 =9 Invalid segnent retransmssion. |y ., 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 174 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
109. 66.153. 65 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
37.26.149.186 |Israel 147.237.77. 243 |nobil e. i f .| 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 128. 1291 sr ael 147. 237.77. 243 |mbi le. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
46.19. 85. 53 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
66.249.78.252 |Uited Qates 147.237.0.19 |madimatal.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 174 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber nonitor |6
46.19. 85. 110 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 110 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
46. 19. 86. 131 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber monitor |5
46. 19. 86. 216 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 67.124.10 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 5
46. 19. 86. 64 I 'srael 147.237.0.15 |kosher-kravi.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 4
reamn ine: TCP Invali i i ssi
176.228.35.20 |Israel 147.237.76.31 |nekehar ior. i1 |2 €M NG Engine: TCP Invalid|invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
91.200. 12. 143  |lkrai ne 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data |nonitor (4
91.200.12. 143 |Ukraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
188. 161. 64. 190 g";'cis;i'géa” Tertitory,fy 47 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Timeout |reject |4
Sreaning Engine: TGP Invalid i i ssi
31.168. 144. 207 |israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
185.3.147.149 [israel 147.237.72. 166 |aka. i df . Streaming Engi ne: TCP Invalid|invalid segnent retransnissi on, drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.182. 182. 173 | srael 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 67. 124. 118 | srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid|invalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
93.172. 253.102 |Israel 147.237.77. 243 |nubi le.i o . i1 9 =9 Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
130.193.51.92 [Russian Federation |147.237.0.34 |tikshuv.idf.il g =g Invalid segnent retransmssion. | ., 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.144.56  |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
79.177.232.180 |israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | ., 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 66. 118. 225 |Israel 147.237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. | ., 3
Ret r ansni ssi on Packet dropped.
31.210.187.181 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |3
Sreaning Engine: TGP Invalid i i ssi
149.78.35.235 |Israel 147. 237.72. 166 |aka. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.23.90 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.16.41  |Israel 147.237.72. 166 |aka.i df .i 9 =g Invalid segnent retransmssion. | . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 65. 3. 66 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
82.81.13. 65 I srael 147. 237.72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 86. 48 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3




02-12-2016-11:04:09 to 02-12-2016-12:04:09

Attacker Address |Attacker Qountry Target Address |Ste Signature
Sreaning Engine: TCP Invalid i i ssi

79.178.109. 232 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 253. 208. 72 | srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | o, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

109. 66. 146. 170 | srael 147.237.72. 166 |aka. i df .| g =g Invalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
31. 154. 166. 254 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 359
31.154. 166. 254 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 178
46.19. 86. 192 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 131
31. 154. 166. 254 |l srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Sane Response Code (403) B ock 45
- - - Too Many of the Sane Response Code (404) in Session from
109. 160. 234. 61 |l srael 147.237.0.34 |tikshuv.idf.il 109. 160. 234. 61 B ock 38
2.54.189. 53 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 34
46. 19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Too Many of the Sane Response Code (404) B ock 29
46.117. 214. 253 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
176.13.2.79 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
. . ; Dstributed Paraneter Type Mol ation on
79.181.50. 122 | srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df . i |/sachar/changepassword par anet er NewPassword B ock 9
109. 253. 128. 129]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 64. 189. 225 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
176.13. 23. 10 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 31 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77.74 |lawidf.il Mil tiple Wauthorized URL Access from 46. 118. 155. 216 B ock 3
46. 19. 85. 232 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 164 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.180.54.41  [israel 147.237.72. 166 |aka. i df . | Distributed thaut hori zed URL Access on B ock 2
wn aka. i df . i |/ mai n/ sachar/ undef i ned
66.249. 65. 224 [Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66. 249. 65. 224 B ock
84.229.167. 147 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wantikshuv.idf.il B ock
. . . Unaut hori zed URL Access to
176.13.11.139 [Israel 147.237.77.243|nobi | e. i df . i | nobi | .1 df i 1/ cat eqor yt enpl at e/ i st chi | dsubcat egor | es/ 1423 Bl ock 2
169. 229. 3. 91 Uited Sates [147.237.76.31 |nakchal .idf.il I11egal Byte Gode Character in Mthod B ock 1
. . . Unaut hori zed URL Access to
66.249.78.170 |Israel 147.237.76.200|ei tan. aka. i df . i | v el tan. aka i df i 1/t enpl at es/ si t enapy si t enap. aspx Bl ock 1
46.19.86.192  |israel 147.237.0.19 |nadimatal.idf.il Too My of the Sane Response Cbde (403) in Session from g o0 1
46. 19. 86. 192
169.229. 3. 91 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Abnorrmal |y Long Request net hod B ock 1
84.108. 136. 252 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka.idf.il/xmrpc. php B ock 1
169.229.3.91  |Uited Sates  147.237.76.39 [nobi | e. mei tav. idf il [ oo M verston ALl Bock |1
. . Unaut h_ori zed URL Access to
66. 249. 64. 108 |l srael 147.237.77.74 |lawidf.il 147.237. 7. 74/ si p_storagel f11 es/ 0/ 310. pf Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.166|aka.idf .il Mitiple Illegal Byte Code Character in Mthod from169. 229. 3. 91 B ock 1
Russi an . . Paraneter Type Molation | in
109.188. 126. 67 Federation 147.237.77. 216 [dover . i df . i | wwy i df . i1/tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bock !
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |uUnknown HTTP Request Method A€[[#18]1A© in URL B ock 1
Russi an m ny- kosher - kr avi . i d|unaut hori zed URL Access to
85.233.76.49 Federation 147.237.0.17 foil wawe m ny- kosher - kravi . i df . i 1/1 anguage/ en- gb/ en- gb. xm B ock !
169. 229. 3. 91 Wited Sates [147.237.76.31 |nakchal .idf.il NULL Character in Method B ock 1
169. 229. 3. 91 Uited Sates [147.237.0.15 |kosher-kravi.idf.il I11egal Byte Gode Character in Mthod B ock 1
45.43.8.110 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Code B ock 1
. . . Paranet er Type M ol ation ctl 00$Cont ent Pl acetbl der 1%t xt Capt cha
176. 13. 23. 10 I srael 147.237.0.19 |nadimatal .idf.il in nadimatal i df.il/nobilellogin. aspx B ock 1
109. 66. 207. 21 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 1
84.108. 136. 252 |[lIsrael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt Bl ock 1
! . . . . Il egal Paraneter Encoding x?Vx! % [ #19] ] A-4€3,CAEAE RS>
169.229.3.91  [lhited Sates [147.237.76.39 [nobile.neitav.idf.il x2360" ] [ #31] ][ [#20]]%3[ in None 1
169. 229. 3. 91 Lhited Sates |147.237.72.166|aka.idf.il Unknown HTTP Request Method A-1LgAAZA3[bAD in URL B ock 1
. - - Unaut hori zed URL Access to
66. 249. 65. 82 I srael 147.237.76.200|ei tan. aka. i df . i | eitan aka i df .i 1/ tenpl at es/ searchresul tsi df/ sear chresul tsi df . aspx B ock 1
46.19. 86. 186 I srael 147.237.77.243|nobi | e.i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.22.135. 156 I 'srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | Il1egal Byte Gode Character in Mthod B ock 1
87.69.190.81  |Israel 147.237. 72. 156 |anan. i df . i | Wnauthori zed URL Access to B ock 1
vy anan. i df . il /https:/vww anan. idf.il/
169. 229. 3. 91 Lhited Sates [147.237.76.39 [nobile.neitav.idf.il |Illegal Byte Qode Character in Header Nane B ock
46.118. 155. 216 |Wkrai ne 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock
) m ny- kosher -kravi . id ) )
169. 229. 3. 91 Lhited Sates 147.237.0. 17 £l Mitiple Illegal Byte Gode Character in Method from169. 229. 3. 91 |B ock 1
109. 160. 234. 61 |l srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
176. 13. 23. 10 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
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