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02-12-2016-10:04:00 to 02-12-2016-11:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action [Count|
66. 249. 78. 97 | srael 147.237.77.170 naar achot . i df . il | TGP handshake viol ation, first packet not syn |drop 624
81.218. 241. 26 | srael 147.237.72. 156 anan.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 105

2.0.0.0 Russi an Federation 147.237. 76. 42 refuah.idf.il Invalid L4 Header Length drop 1




02-12-2016-10:04:00 to 02-12-2016-11:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

151. 80. 31. 103 Italy 147.237.77. 216 dover.idf.il 28: HITP.  AhrefBot craw er B ock 1




02-12-2016-10:04:00 to 02-12-2016-11:04:00

|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



02-12-2016-10:04:00 to 02-12-2016-11:04:00

|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

reamn ine: TCP Invali i i ssi
109. 65. 110. 107 |I srael 147. 237, 76. 200 |ei tan. aka. i o 11| €2 g Engine P lnvalid nval i d segnent retransmssi on. drop 27
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.168 | srael 147. 237, 77. 243 |robi 1 e. i of . i | 9 =g Inval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
46.19.86.18  |Israel 147.237.77. 203\ e.i o i1 |2 €M NG Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 21
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.86.190 | srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 18
Ret r ansmi ssi on Packet dropped.
50.250.236.71 |Lhited Sates |147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 14
218. 65. 149. 155 [Chi na 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 13
Sreaning Engine: TGP Invalid i i ssi
31.210. 186. 251 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
41.33.231.90 |Egypt 147.237.77. 216 [dover.i df i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12
81.218.241.26 |Israel 147.237. 72. 156 |aman.i df .i | drop First packet isn't SYN drop 12
reaming BEngine: TCP Invali i i ssi
77.125. 142. 138 |I srael 147.237.77. 203 |obi e i o 11 |2 €M NG Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
212.18.43.70 |Yovenia 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid sequence nunber noni t or 9
46. 19. 85. 59 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 7
2.52.28. 157 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
2.52.28.157 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 7
2.52.28. 157 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 7
2.52.28. 157 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 7
2.52.28. 157 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46.19.85.109 [israel 147. 237. 72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
reamn ine: TCP Invali i i ssi
79.177.200.15 |israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TCP alid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.127. 209. 155 |I srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.52. 39, 44 I srael 147.237. 77, 243 |t 1 e i o 11 | €AM NG Engi ne: TCP aid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
143.127.2.4  |wited Sates |147.237.72. 166 |aka idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
94.230.86.36 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
46.19. 85. 10 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66  |Egypt 147.237.77. 216 |dover.i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
46.19.85.109 [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 5
213.57.243.96 |Israel 147.237.72. 166 |aka. i df.il drop First packet isn't SN drop 4
2.52.28. 157 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.52.182.150 |[lIsrael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.100 [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
5.102. 254. 140 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 4
2.54.145.219  |[lIsrael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or 4
194.171.51.8 |Netherlands  [147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
2.54.31.63 | srael 147.237.72. 166 |aka.idf . il SYN Attack rej ect 4
reaming BEngine: TCP Invali i i ssi
91. 135, 102. 186 |I srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.54.53.157  |Israel 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
185. 120. 126. 36 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
5.29.191. 79 I srael 147.237.77. 170 |naarachot . i df .1 1{Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
176.13.19.16 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157.55.39.201 |Wited Sates |147.237.77. 243 |mobile.idf.il 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
31.210. 186. 251 |l srael 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning BEngine: TCP Invalid i i SSi
46.19.85.161 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
80.230.92.21 |[Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i SSi
109. 67. 139. 221 |I srael 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
194.90.37.69 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
2.54.22.176 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.178.15. 216 |Israel 147.237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
213.57.243.96 |[lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 3




02-12-2016-10:04:00 to 02-12-2016-11:04:00

|Top Attackers In V\AF|

Attacker Address

A tacker

‘Tar get Address |Site

Sgnature

Devi ce

‘Count

Country Action
109. 65. 80. 253 [Israel 147.237.0.34 |tikshuv.idf.il Igg' “g?ygé’.fzége Sane Response (bde (404) in Session from B ock 348
46.19. 85. 143 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 130
46. 19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 94
176.13.2.79 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 79
46. 19. 86. 35 I srael 147.237.0.19 |nadimatal .idf.il Zgélgf%ogfsthe Sane Response (bde (404) in Session from Bl ock 44
218. 65. 149. 155 |Chi na 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 218. 65. 149. 155 B ock 17
176.13.2.79 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
109. 253. 199. 101 |l srael 147.237.77. 243 |nobi | e. i df . i | fblaf:t o Tf'f’fszc‘;;ra} Lﬁ;‘ngi‘éz;jo"‘f;d in B ock 12
176.13.0. 164 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
46. 19. 86. 70 I srael 147.237.77. 243 |nobi | e. i df . i | fbﬁtt ?&T?’?fs\gcﬂa";‘t/icﬂ;nggaifﬁsjwd in B ock 6
46. 19. 86. 87 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 6
210. 172. 183. 48 |Japan 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthori zed URL Access from 210. 172. 183. 48 B ock 5
77.125.142.138 [Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 4
218. 65. 149. 155 |Chi na 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Uhaut horized URL Access from 218. 65. 149. 155 B ock 4
46.19. 86. 192 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
218. 65. 149. 155 |Chi na 147.237.0.15 |kosher-kravi.idf.il [Miltiple Unauthorized URL Access from 218.65. 149. 155 B ock 3
218.65.149. 155 |[China 147.237.76.86 [navy.idf.il Mil tipl e Unhaut hori zed URL Access from 218. 65. 149. 155 Bl ock 3
46.19. 86. 198 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2

Unknown Par anet er
89. 138. 165. 193 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 2
ion$26 in aka.idf.il/nain/giyus/questionnaire. aspx

157.55.39.200 |Wited Sates |147.237.77. 216 |dover. i df .i | D st puted Hhau hor /ZV?ZNE?;Xff;sepSS on Bock |2
218. 65. 149. 155 |Chi na 147.237.72. 166 |aka. i df . i | Ml tipl e Uhauthorized URL Access from 218. 65. 149. 155 B ock
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 65. 224 B ock
176.13.6. 221 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
141.212.122. 177|Wited Sates |147.237.0.17 g;nlyl kosher-kravi i |, i horized URL Access to 147.237.0.17/ B ock 1
218.65. 149. 155 [Chi na 147.237.77.233|atal .idf .il Mil tipl e Unaut hori zed LRL Access from 218. 65. 149. 155 B ock 1
2.50. 216. 172 g:;deﬁ”ab 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
81.218.116.129 |[Israel 147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock
180. 178. 147. 216 |Paki stan 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock
66.249.78.146 [l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/niluin B ock 1
66.249.64.118 | srael 147.237.77.74 |lawidf.il ﬂ?_‘“zg;’_”?;_e%g?‘pfcstcgsasgél‘;i | e/ 71 1457 pcl Bl ock 1
169.229.3.91  |Uited Sates [147.237.0.34 |[tikshuv.idf.il ;L/%?;Az[t F#f;ﬁ ﬁ;rﬁt[i;z]i ]nAL“[Et[ZOZdZ]F]{g:A atal B ock 1
218. 65. 149. 155 [Chi na 147.237.77.74 [lawidf.il Mil tipl e Unhaut horized LRL Access from 218. 65. 149. 155 B ock 1
85. 95. 253. 157  |Turkey 147.237.77.216|dover. i df . i | D stributed Suspici ous Response Gode B ock 1
190. 95.113. 119 |Giile 147.237.77. 74 |lawidf.il Dstributed PHP Attenpt B ock 1
66.249.66. 191 [ srael 147.237.76.42 |refuah.idf.il ﬂ?”tzg;’”?gefzf‘p fsctco";zz et/‘]fi | es/ 212662, pg Bock |1
149.78.42.250  |israel 147.237.0.19 |nadimatal .idf.il gdf';e;earj .-Ii-yd'fi\lﬁlflo; 'nogss)t(' 00$Cont ent A acetbl der 18txt Gpteha in gy oy |y
218. 65. 149. 155 [Chi na 147.237.77.233|atal .idf.il Uhaut hori zed LRL Access to atal .idf.il/tenpl ates/ honepage/ u B ock 1
5.28.173. 106 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/gius B ock 1
218. 65. 149. 155 |Chi na 147.237.0.34 |tikshuv.idf.il Ml tipl e Uhauthorized URL Access from 218. 65. 149. 155 B ock 1
84.108. 136. 252 |[Israel 147.237.76. 42 |refuah.idf.il PHP Att enpt B ock 1
180. 178. 147. 216|Paki stan 147.237.77.216|dover. i df .i | Distributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
66.249.78.177 |[Israel 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to ww ei tan. aka.idf.il/894-he B ock 1
66.249.64.234 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1398- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Illegal Byte Gode Character in LR #AS[[#19]] A« B ock 1
218. 65. 149. 155 |Chi na 147.237.77. 176 |nat pash. i df . i | Mil tiple Unauthorized URL Access from 218. 65. 149. 155 B ock 1
77.125.142.138 [Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
190. 95. 113. 119 |Qiile 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waww | aw i df.il/xmrpc. php Bl ock 1
66.249.73.219 |Israel 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df.i1/894-en B ock 1
64.237.45.116 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
40.77. 167. 26 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/nan/sachar/klali.aspx None 1
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