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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf . il B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 148 gacenter.aka. idf.il |Bock Np All_Net drop 2
123. 151. 42. 61 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under Attack Con Udp drop 2
5.249. 139. 184 Italy 147.237.76. 38 e.e.neitav.idf.il Invalid L4 Header Length drop 2
139. 129. 96. 25 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 2
83. 169. 202. 180 Russi an Federation 147.237.8. 24 elifestyle.idf.il Invalid TGP H ags drop 1
123. 151. 42. 61 Chi na 147.237.76. 177 ncore.idf.il ock Udp Al _Nets_Con Limt drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action

62.210. 90. 118 France 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
77.127.209. 155 |israel 147. 237. 72. 166 |aka. i df . | Strean 9 Er?g e T Invalid |invalid segnent retransnission. drop 12
Ret ransm ssi on Packet dropped.
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 12
77.125.78.162 I srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SN retransmt wih different monitor |10
w ndow scal e
46.19. 85. 117 I srael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreanming Engine: TGP Invalid i i ssi
37.26.146.223 |israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.
128.194. 131. 136|Wnited Sates [147.237. 72. 166 |aka. i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
reamng BEngine: TCP Invali i i ssi
79.183. 233. 247 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
149.78. 169. 227 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
2.54.54.2 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |invalid segnent retransnission. | 6
Ret ransnm ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi
109. 253. 222. 64 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransnm ssi on Packet dropped.
; . . SYNretransmt wth different .
128.194. 131. 136|Lhited Sates |147.237. 72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 6
212.179. 159. 253l sr ael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.178. 48. 180 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |5
109. 64. 106. 2 I sr ael 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
reamn ine: TCP Invali i i ssi
213.151. 32. 163 [l srael 147.237.77. 243 |nobi l e.i df . | Stream g Engine P Invalid finvalid segnent retransnission. drop 4
Ret ransm ssi on Packet dropped.
130. 203. 136. 75 |lhited Sates |147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
Sreamng Engine: TCP Invalid i i ssi
109. 64.36. 165  |Israel 147. 237. 77. 243 |mubi 1 e.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
185.3.146. 248 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
31.210. 187. 106 |lsrael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invali d ACK nunber nonitor |3
46. 19. 85. 167 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |3
reamng BEngine: TCP Invali i i ssi
109. 253. 137. 122|i srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
185.120. 126. 12 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. o 3
Ret ransn ssi on Packet dropped.
reamng BEngine: TCP Invali i i ssi
80. 246. 136. 217 |Israel 147. 237. 77. 243 |nobi | e. i of . | Streaning Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
5.22.131.75  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
46.19.85.167  |[israel 147.237.77. 226 [} chanatz.aka.1df 1paq TCP sequence Invalid ACK nunber aert 3
Sreamng Engine: TCP Invalid i i ssi
109. 253. 215, 1251 srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransn ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.142.254.97 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
87.69. 124. 53 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreanming Engine: TGP Invalid i i ssi
46.19.86.235  |Israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 64.174.36  |Israel 147. 237.72. 166 |aka. i f .11 9 =g Invalid segent retransmssion. | 3
Ret ransm ssi on Packet dropped.
46.19.85.167  |israel 147.237.77. 226 ['" chanatz. aka. 10f 1pq TOP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
79.180.68.68  |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segent retransmssion. | 3
Ret ransm ssi on Packet dropped.
2.52.151. 12 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TQP Invalid i i SSi
81.218.177. 103 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.148.59 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansn ssi on Packet dropped.
79.181.120.26 |Israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
46. 19. 85. 167 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 3
Sreanming Engine: TGP Invalid i i ssi
109. 66.18.90  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
37.26.149.182 |israel 147. 237. 72. 166 |aka.i f . i | Bad TCP sequence nonitor |2
5.22.131. 75 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
79.178.48.180 |[lIsrael 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
2.54.191.73 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 169 | srael 147.237.72. 167 |ishurimaka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
79.180.28.201 |Israel 147.237.77. 233 [atal i f il Bad TCP sequence SNretransmt wth different oo |2
w ndow scal e
2.54.191.73 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invali d sequence nunier noni t or
192. 0. 81. 57 Lhited Sates [147.237. 77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
2.52.44.12 I srael 147.237.0.19 |nadimatal .idf.il ;0(5’2'\‘1? 1°2f the Same Response Code (404) in Session from Bl ock 270
2.52.44.12 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 143
62.90.143.173  |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock 89
2 52 4412 | srael 147.237.0.19 |madimatal .idf.il ;’ogzl\/iﬂy 1021‘ the Sane Response Code (403) in Session from 8 ock 63
218. 65. 149. 155 |Chi na 147.237.77. 226 }I\M:Al/ chamat z. aka. i d Mul tiple Whauthorized URL Access from 218. 65. 149. 155 B ock 6
87.69.196.116 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
2.54.38. 221 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock
2.54.54.2 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Gode B ock
149.88.101. 173 |l srael 147. 237.72. 166 |aka. i df . i | m“;k?ri idfzidl /"':;i r:]‘/’gazfiﬁ\; Z:,\paysl . asp Bl ock 3
46.19. 86. 235 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspicious Response Code B ock 3
109. 64. 36. 165 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.143.36.81 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/sip_storagel/files/8/ B ock 2
2.52.151.12 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.182. 97. 99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
210. 172. 183. 48 |Japan 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
66. 249. 78. 65 I srael 147.237.77. 170 |naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /fil es/ 5/ 112925. pdf |B ock 1
149. 78. 169. 227 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
91. 196. 50. 33 Pol and 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to test p4. pospr. waw pl /t est proxy. php B ock 1
218. 65. 149. 155 [Chi na 147.237.72. 156 [anan. i df . i | Ml ti pl e Unaut hori zed URL Access from 218. 65. 149. 155 B ock 1
79.178.48.180 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
66.249.66. 131 [ srael 147.237.76.42 |refuah.idf.il ﬂ?_“tzg?_ri?éefz?p f;coersazglcf’i L es/ 12271, | pg Bock |1
177.185.192. 77 |Brazil 147.237.72. 166 [aka. i df . i | Mil tipl e signatures from177.185.192. 77 B ock 1
109. 253. 209. 165]l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to v navy.idf.il/cportal /wifi_conf B ock 1
212.143.36.81 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 212. 143, 36. 81 B ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka. i df.il/mai n/rabanut/ 62312 B ock 1
66. 249. 64. 13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
93.123.0. 72 Bul garia 147.237.77. 216 |dover.idf .il Ostributed PHP A tenpt B ock 1
79.180.28.201 |[Israel 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
218. 65. 149. 155 |Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/nai n/kapatz/u B ock 1
66.249. 66. 191 I srael 147.237.76.42 |refuah.idf.il ﬂ?_‘“zgg_r'?g_efzkg‘p :’;C;Sasg;/cf’i | es/ 61 3416, pg B ock 1
185. 25.151. 159 |Pol and 147.237.0. 17 (rjnf niyl- kosher - kravi . i Lhaut hori zed URL Access to testp5. miel no. | ubin. pl/testproxy. php Bl ock 1
128. 194. 131. 136 ;h;:ee: 147.237.72. 156 |aman. i df . i | Uhaut hori zed LR. Access to list.ips.gov.il/robots. txt Bl ock 1
14.139.227.147 |india 147.237.77. 176 [nat pash. i df . i | D stributed PP Attenpt Bl ock 1
Unknown Par anet er
87.69. 241. 92 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP aceHbl der $ct | 13%ct | 01%ct | 03$chl Quest i o [None 1
n$42 in aka.idf.il/nain/giyus/ questionnaire. aspx
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter pop in ww aka. i df.il/main/ hone/ None 1
66. 249. 64. 48 I srael 147.237.77. 170 |n@aar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robots. t xt B ock 1
175.139.50. 9 Ml aysi a 147.237. 77. 176 |nat paSh idf.il Dstributed PHP At enpt B ock 1
93.123.0.72 Bul garia 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
66. 249. 78. 51 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 3/ 109703. pdf |B ock 1
185.49.14.190 |Pol and 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed UR. Access to testp5. niel no. | ubin. pl/testproxy. php B ock 1
139.193.88.15 |l ndonesi a 147.237.76. 42 |refuah.idf.il Ostributed PHP A tenpt B ock 1
14. 139. 227. 147 |india 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnirpc. php B ock 1
91. 196. 50. 33 Pol and 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php B ock 1
213.8.204. 18 I srael 147.237.77.74 [lawidf.il Ostributed PHP A tenpt B ock 1
66.249.78.170 I srael 147.237.76. 200 [ei t an. aka. i df .i | onknown Paraneror SSoLor i asox None |1
66. 249. 64. 53 I srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 4/ 110634. pdf |B ock 1
175. 139. 50. 9 Ml aysi a 147.237.77. 176 |mat pash. i df . i | Dstributed Unhauthorized URL Access on ww cogat . i df.il/xmrpc. php [B ock 1
2.54.22.176 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Cpen Mde None 1
95. 86.106. 171 |l srael 147.237.76.86 |navy.idf.il Unhaut hori zed URL Access to ww navy.idf.il/sip_storagel files/7/2497 |B ock 1
84.94. 20. 189 I srael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
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