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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Signature

Device Action

Count

|Attacker Country

|Target Address

74.91. 28. 59 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-traf 1 drop 1
178. 63. 22. 141 Ger many 147.237.76. 31 nakchal .idf.il Invalid L4 Header Length dr op 1
85. 31. 186. 131 Ger many 147.237. 8. 28 e.nobil e-ks.idf.il Invalid L4 Header Length drop 1
178. 63. 22. 141 Cer nany 147.237. 8. 28 e.nobil e-ks.idf.il Invalid L4 Header Length drop 1
178. 63. 22. 141 Cer nany 147.237. 8. 28 e.nobil e-ks.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Slgnalure Devi ce Action ‘Count
216. 201. 148. 210 Lhited Sates 147. 237. 72. 166 aka.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
96. 47.2.10 Lhited Sates 147.237. 72. 166 aka.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
103. 21. 58. 191 I ndi a 147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 1
123. 126. 113. 80 Chi na 147. 237. 72. 166 aka.idf.il |ClL03: HTTP. User Agent Sogou+web+spi der B ock 1
184. 106. 114. 136 Lhited Sates 147.237.77.74 lawidf.il |5670: HTTP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 6
96.47.2.10 147.237.72.166|Wnited Sates |aka.idf.il SQ Injection - Select From 3
184. 106. 114. 136(147. 237. 77.74 |Whited Sates [lawidf.il SQ Injection - Select From 3
216. 201. 148. 210|147. 237. 72. 166 |Uhited Sates [aka idf.il S Injection - Select From 3
103.21.58.191 |147.237.77.74 |india lawidf.il SQ Injection - Select From 3
o ET DC5 Large anmount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
109. 253. 193. 116|147. 237. 77. 233 |l sr ael atal.idf.il 2
attack
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
121.201.27.61 |147.237. 76. 148 |Chi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
109. 235. 254. 181|147. 237. 77. 227 [Tur key e. hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
, _ .. |ET SCAN Behavi oral lhusual | y fast inbound Tel net Gonnecti ons,
201. 187. 74. 95 147.237.8. 28 Ciile e.nobi | e-ks.idf.il . 1
Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
201.173.72.139 |(147.237.76. 176 [Mexi co test.ncore.idf.il ) 1
Potential Scan or Brute Force
80. 82. 78. 66 147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 76. 176 |Sweden test.ncore.idf.il |[ET SCAN NMAP -sS w ndow 1024 1
185.130.5.174 |147.237.76. 148 gacenter. aka. i df .i |[ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76. 176 [Chi na test.ncore.idf.il |ET SCAN Potential SSH Scan 1
121.201.27.61 |147.237.76. 44 [China e.refuah.idf.il ET SCAN Potential SSH Scan 1
. o ET SCAN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons,
201.173.72.139 |147.237.76. 196 |Mexi co e.svivaidf.il ) 1
Potential Scan or Brute Force
80. 82. 78. 66 147. 237. 76. 147 |Net her | ands chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
, e SERVER APACHE Apache nod_ssl non-SSL connection to SSL port
66.249.78.158 [147.237.72.166 |hited Sates |aka.idf.il ) . - 1
deni al of service attenpt
185.130.5. 174 |147.237.76. 198 eyonalanidf.il |ET SCAN Potential SSH Scan 1
36.72.228.72 147. 237. 77. 179 |l ndonesi a e nazi.idf.il ET SCAN NVAP -sS w ndow 4096 1
185.130.5.174 |147.237.72.14 dover.idf.il(od) |[ET SCAN Potential SSH Scan 1
128.199. 61. 237 |147.237.77. 74 |9 ngapore lawidf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor 12
2.52.181.90 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 10
109. 253. 193. 1161 sr ael 147.237.77. 233 |atal i df il Bad TCP sequence SNretransmt with different monitor |10
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
46.19.85.181  |israel 147. 237.77. 243 |mubi l e, i f . i1 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
109. 253. 193. 116|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
109. 253. 193. 116|l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 86. 23 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.196  |Israel 147.237.77. 243 |nobi le. i o . i1 9 =9 Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
219.92.117.121 |\l aysia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
2.52.59.192 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.142.167.63 |lIsrael 147.237.72. 166 |aka i df .i | Bad TCP sequence nonitor |5
219.92.117.121 |Mil aysia 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber monitor |5
195.34.150.18 |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data |[monitor |4
37.46.39.81 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
219.92.117.121 |Mil aysia 147.237.77. 216 |dover.idf. il Bad TCP sequence nonitor |4
. . . SYN+ACKK retransmt wth .
219.92.117.121 |Milaysia 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal noni t or 4
219.92.117. 121 |Mlaysia 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 4
31.210. 186. 252 |l srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
130. 203.136. 75 |[Uhited States |147.237.77. 216 |dover.idf.il drop SAMrule drop 4
185.3.147.214  |Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
46.19. 86. 105 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.22.128 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreamng Engine: TCP Invalid i i ssi
46.19.85.238  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.211.25 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.147. 214 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.224  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
2.52.22.128 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 86. 23 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
37.46.41.233 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.178.97.214 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
2.52.22.128 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber nonitor |3
31.210. 186. 157 |Israel 147.237.77. 226 Wi"l"'“ha”atz' aka.1dl |gad TCP sequence Inval i d ACK nurber moni tor |3
5.29. 130. 227 I srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.22.128 I srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d sequence nuniber noni t or
Sreaning Engine: TCP Invalid i i ssi
46.19. 86. 73 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 86 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransni ssi on Packet dropped.
2.52.22.128 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect
31.210.188.39 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
77.127.44.184 |israel 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 209. 1481 sr ael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
46. 19. 85. 155 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.111.161. 246 |Israel 147.237.72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
: s SN retransmit wth different .
128. 194. 131. 136|Uhited Sates |147. 237. 72. 156 |anan. i df .il Bad TCP sequence vi ndow scal e moni tor |2
128.194. 131. 136|Uhited Sates |147.237. 72. 166 [aka.i of .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [noni tor
46.19. 85. 42 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
37.142.201.70 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. . 2
Ret ransni ssi on Packet dropped.
82.102. 169. 113 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
37.26.146.223 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 42
208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tiple Unhauthorized URL Access from 208. 115. 113. 88 B ock 7
2.54.181. 65 I srael 147.237.0.19 |madi matal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 86. 149 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspici ous Response Code B ock 2
46.19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
157.55.39.209 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/ mai n. asp Bl ock 1
77.127.127. 111 |lsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed PHP At enpt B ock 1
66.249. 65. 224 |1 srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
41.196.196. 110 |Egypt 147.237.77.74 [lawidf.il PHP Attenpt Bl ock 1
109. 253. 193. 116! srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
77.127.127.111 |Israel 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
46.121.94. 24 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
23. 88. 38. 158 Wited Sates [147.237.77.216|dover.idf.il Enail collector robots 14 B ock 1
207. 46.13. 31 Lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed URL Access to wwidf.il/894-he B ock 1
77.127.127.111 [israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wwu chi nuch. aka. i df.il/xnmrpc. php Bl ock 1
66.249. 66. 131 | srael 147.237.76.42 |refuah.idf.il ﬂ?fjtzggri?éefz?p :’;Cf;et/?i | e/ 3 2413 pa Bl ock 1
41.196.196. 110 |Egypt 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/xmrpc. php B ock

109. 253. 209. 1481 sr ael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
77.127.127. 111 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to www nakhal .idf.il/xmrpc. php B ock 1
51. 255. 127. 25 LKTir:;gom 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/site/general.aspx |B ock 1
23. 88. 38. 158 Wited Sates [147.237.77.216|dover.idf.il eMi | Hoarding B ock 1
82.80.196.44 | srael 147.237.72. 166 |aka. i df . i | ?‘:'Otniq’gze. gg.' 'lgﬁ‘.jﬂm fuidth tnicode Encoding on UR/Paraneter (+) g o0 1
66.249.78.158 | srael 147. 237.72. 166 |aka. i df . i | (SE‘SLUJ mag_fﬁi‘:ﬁ_'f& Protocol violation None 1
46.19. 85. 196 I srael 147.237.77. 243 |nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
128.194.131. 136|Uhited Sates [147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
77.127.127. 111 |Israel 147.237.76.42 |refuah.idf.il Dstributed PHP At tenpt B ock 1
65.55.210.106 |lLnited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/tenplates/article/ylcebown67a |B ock 1
208.115.113.88 |lhited Sates [147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/listpage/ Bl ock 1
91.226.212.39 |Wkraine 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66.249.78.198 |[Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df . i|/894-he Bl ock 1
157. 55. 39. 39 Lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw i df.il/1523-en/ dover. aspx+i df bl og |B ock 1
77.127.127.111 |lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to ww refua. atal .idf.il/xnirpc. php B ock 1
66.249. 64.181 | srael 147.237.77.74 |lawidf.il me?iw?éfﬁtfggiﬁipg Zsaefrggi’“ in None 1
40.77.167. 68 Lhited Sates |147.237.72.166|aka.idf.il Uhknown Paraneter docid in aka.idf.il/main/sachar/klali.aspx None 1
216.77.62.44  |lhited Sates |147.237.77. 176 |mat pash. i df . i | m”é:g";tiﬁ?_ ﬂsipsfsfifa;‘;m | es/ 6/ 4615, pg Bl ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Uhaut hori zed LRL Access to waw i df.il/newsite/english Bl ock 1
68.180.228.175 |Uited Sates [147.237.76.42 [refuah.idf.il o 200 R Aoeess 10 b aspx Bl ock 1
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