02-12-2016-06:04:03 to 02-12-2016-07:04:03

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da|ly RepOrt

[Top Targets |

M dover.idf.il

M nat pash. i df . i |

W aka.idf.il

M nadi matal .idf.il
Numoer M navy.idf.il
Att(z\cks M nobi le.idf.il

[ refuah.idf.il
M tikshuv.idf.il
hi nush. i df . i |
B chinuch. aka. i df . i

Top Tar get

[Top Attackers |

364

Il 41.33.231.90

99. 237.104. 94
18+ ¥ 154. 103. 202. 214
79. 183. 160. 50

" gber Ml 195. 34. 150. 18
Attacks M 112. 168. 26. 199

I 41. 33.232.66

W 54.91. 14. 69
130. 203. 136. 75

Il 81.10. 94. 220

Top Attackers



|Top Attackers | n DDoS- Def ence |

02-12-2016-06:04:03 to 02-12-2016-07:04:03

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237.76. 86 navy.idf.il B ock Np Al _Net drop 2
185. 130. 5. 224 147.237.76. 86 navy.idf.il B ock_Udp All _Nets dr op 1
115. 239. 228. 10 Chi na 147.237. 76. 200 eitan. aka.idf.il JLM Under Attack Con Htp drop 1
185. 130. 5. 224 147.237.76.198 e.yohal an.idf.il B ock_Udp Al Nets drop 1
185.94.111.1 147.237.76. 38 eeneitav.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 39 nobi | e. nei tav.idf.il ock Wdp Al _Nets drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
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Attacker Address

Target Address ‘

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
41.33.231. 90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249. 65. 224  |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 2
198. 12. 82. 58 147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 79. 104 147.237.76. 176 |Net her | ands test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.148.66. 73 147. 237. 76. 177 |France ncore.idf.il ET SCAN NVAP -sS wi ndow 3072 1
187. 95. 18. 51 147.237.77. 205 |Rrazi | prisha.idf.il ET SCAN Potential SSH Scan 1
112.196. 49. 101 |147.237.77. 243 |Indi a nobi | e.idf.il ET SCAN NVAP -sS w ndow 3072 1
112.196. 49. 101 |147.237.77.243|Indi a nobi | e.idf.il ET SCAN NVAP -f -sS 1
112.168.26. 199 |147. 237. 76. 44 okfrea’ RepUBI I C o\ ot Lah. i f i ET SCAN Potential SSH Scan 1
112.168. 26. 199 |147.237.0.35 Okfrea Republ i C | v, i of i ET SCAN Potential SSH Scan 1
112. 168. 26. 199 |147.237.0. 16 okfrea’ Republic |0 | osher-kravi.idf.i1 |ET SCAN Potential SSH Scan 1
, , L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
218.161.31.82 |147.237.76.30 |Taiwan hi nush. i df . i | . 1
Potential Scan or Brute Force
94.102. 48.193  |147.237.77. 179 |Net her | ands e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 12. 82. 58 147.237.8.24 |wited Sates [e.lifestyle.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.148.66. 73 147. 237. 76. 177 |France ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
187. 95. 18. 51 147.237.77. 212 |Brazil e.dover.idf.il ET SCAN Potential SSH Scan 1
115. 28. 247. 220 |147.237.0.34 |[China tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
i ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
14.54.113.150 |147.237.8.28 [FOrea Republic | o e ks idh il ) y 1
of Potential Scan or Brute Force

112.196. 49. 101 |147.237.77. 243 |Indi a nobi | e. i df . il ET SCAN NVAP -sS w ndow 2048 1
112. 168. 26. 199 |147. 237. 76. 196 Okfrea RepubliC 1 cvivaidh il ET SCAN Potential SSH Scan 1
112.168.26. 199 |147. 237. 76. 42 okfrea’ RepUBI I C ot o i i i ET SCAN Potential SSH Scan 1
112. 168. 26. 199 [147.237.0. 33 Okfrea Republic f; ¢ | ET SCAN Potential SSH Scan

104. 128. 144. 131|147. 237. 72. 217 |Canada eidf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
41.33.231.90 Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 32
154, 103. 202. 214|Sudan 147.237. 77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |28
99.237.104.94 |Canada 147. 237.77. 216 |dover i df . Bad TCP sequence mﬁsg;treansmt wthdifferent | onitor |19
99.237.104.94 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 17
79.183.160.50 |[lIsrael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 11
79. 183. 160. 50 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 7
41.33.232.66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Gonpl i ant Fai | ed to handl e connection data [noni tor 6
195. 34. 150.18 |Austria 147. 237. 77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
54.244.22.103 |wnited Sates [147.237.77. 176 |natpash.idf.il drop First packet isn't SN drop 4
130.203.136.75 |Whited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
181. 197. 160. 142|Pananma 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
2.54.141.244  |israel 147. 237. 72. 166 |aka. i o . i Streaning Engine: TCP Invalid |invalid segnent retramsnission. 3
Ret ransm ssi on Packet dropped.
141.8.132. 112 :Z:::t”i o 147.237.72. 166 |aka i df . ;I ?Z:S?g SES?g(;:e: TP Invalid :}o'z‘éakj;td dsreog;sg; retransmssion. g o, 3
79.178.55.178 | srael 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid |invalid segnent retramsnission. 3
Ret ransm ssi on Packet dropped.
154. 103. 202. 214|Sudan 147.237.77.176 |nat pash.idf . il dr op First packet isn't SYN drop 3
46.19.85.243  |israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP | nvalid - finvalid segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
84.94.36.208  |Israel 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 2
Ret ransni ssi on Packet dr opped.
184.170. 76. 234 |Uhited Sates  |147.237.77. 216 |dover.idf.i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
54.91. 14. 69 Wited Sates |147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
41.33.231.90 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
76.127.35.216 |Wited Sates  |147.237.77. 216 |dover.idf. il Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 2
Ret ransm ssi on Packet dropped.
54.91. 14. 69 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
115. 230. 124. 164|chi na 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.78 |Wnited Sates |147.237.76.199 |e. nakchal .idf.il  |Geo-1 ocation enf or cenent gﬁ?;'rzgiinfn  nbound drop 1
74.82. 47. 44 Whited Sates  [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 224|Whited Sates  |147.237.0.15  |kosher-kravi.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
50.19.185.198 |Uhited Sates  |147.237.72. 166 |aka.idf. il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
134.170.12.185 |Wited States  |147. 237. 72. 156 |anan. i df .i Bad TCP sequence mﬁsgreansmt wthdifferent | onitor |1
77.237.138.202 |Czech Republic |147.237.77.234|halag.idf.il Bl ock HTTP Non Gonpl i ant Response out of state noni t or 1
54.163.91.231 |lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
182.118.21.232 |china 147. 237. 77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
123.126.113.80 |China 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber alert 1
218.22.211.69 |China 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
74.82. 47.50 Whited Sates [147.237.0.33 |idf.il drop drop 1
184.105. 247. 232|tnited Sates [|147.237.0.19 [nadimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54. 82. 30. 209 Lhited Sates |147.237.72.166 |aka. idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
24.196.156.27 |Wited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
198.1.101.123 |Uhited Sates  [147.237.77. 176 |nat pash.idf.il Bl ock HTTP Non Gonpl i ant Fai | ed to handl e connection data [noni tor 1
184.105.139.75 [tnited Sates [147.237.0.34 [tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
42.62.74.74 Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
123.126.113.80 |China 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |1
218.22.211.69 |China 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN ACK -> Ti meout rej ect 1
74.82. 47.50 Wited Sates  [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.170. 76. 234 |Uhited Sates  |147.237.77. 176 |rmat pash. i df . | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
54. 82. 30. 209 Lhited Sates |147.237.77.216|dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 1
24.196.156.27 |Wited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
109. 253. 217. 218|I srael 147.237. 76. 147 |chinuch. aka. i of .i1 |Bad TCP sequence I'nval i d AGK nunber alert 1
79.182.11.117 |israel 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
198.1.101.123 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
154. 103. 202. 214|Sudan 147.237.77. 176 [mat pash. i df .i| |Miltiple Unauthorized UR Access from 154.103. 202. 214 Bl ock 3
37.26.148.168 |[Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
46.19. 86. 85 I srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 3
46.120.199.79 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
81. 10. 94. 220 Egypt 147.237.77. 176 |mat pash. i df .i|  [PHP Attenpt B ock 2
207.46.13. 31 Uited Sates |147.237.77.216|dover.idf.il Ml tiple Unauthorized URL Access from 207.46.13. 31 B ock 2
81. 10. 94. 220 Egypt 147.237.77. 176 |mat pash. i df . i|  [Waut hori zed URL Access to wmw cogat . i df.il/xnirpc. php Bl ock 2
54.91. 14. 69 Wited Sates [147.237.72.166|aka.idf.il Distributed thauthorized Method for Known URL on Bl ock 1

ww aka. i df . il/brothers/skira/defaul t.asp
Unhaut hori zed URL Access to

207.46.13.123 [Wited Sates [147.237.77.216|dover.idf .i| 147, 237.77. 216/ 1133- 19748~ he/ i df gdover . aspx Bl ock 1
40.77. 167. 68 Lhited Sates [147.237.72.166|aka.idf.il Uhknown Paraneter catid in aka. idf.il/main/sachar/fag. aspx None 1
123.126.113.80 |China 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ f ag. aspx B ock 1
66. 249. 65.223 |l srael 147.237.77. 216 |dover.i df .l Lhaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
184.105. 247. 196|thited Sates [147.237.0.19 |madi matal.idf.i|Wauthorized URL Access to 147.237.0. 19/ B ock 1
79.182.108.92 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df.il/mai n/ sachar/ mas. aspx B ock 1
54.91. 14. 69 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod HEAD for ww aka. i df.il/brothers/skira/default.asp [B ock 1
207.46.13.152 |hited Sates |147.237.72.166|aka.idf .il Uhknown Paraneter sorderby in aka idf.il/iturintasp/displayal | sol diers.asp |None 1
41.130.180.60 |Egypt 147.237.76.30 |hinush.idf.il PHP At t enpt B ock 1
66. 249. 65.224 |l srael 147.237.77. 216 |dover. i df.i Lhaut hori zed URL Access to wawn idf.il/error.htm Bl ock 1
50.10.185.198 [lhited Sates |147.237.72.166|aka.idf.il Distributed thauthorized Method for Known URL on Bl ock 1

ww aka. i df . il/brothers/skiral/defaul t.asp
. . . Uhaut hori zed URL Access to
195.138.85. 250 |Ukrai ne 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !

D stributed Uhaut hori zed URL Access on

66.102. 9. 91 Lhited Sates |147.237.77.216|dover.idf.il v i df i1/ 1294-en/ v i o i 1/ engl i sh B ock 1
208.113.198. 103|thited Sates |147.237.0.34 |tikshuv.idf.il |Unhauthorized URL Access to tikshuv.idf.il/bl og/wp-adnmn/ B ock 1
41.130.180.60 |Egypt 147.237.76.30 |hinush.idf.il Unaut hori zed URL Access to ww chi nush. atal .idf.il/xmrpc. php Bl ock 1
. . Uhaut hori zed URL Access to
154. 103. 202. 214 |Sudan 147.237.77.176 |nat pash. idf . il | cogat i df .|/ shar edl user cont r ol s/ header upper / Bl ock 1
. . Uhaut hori zed URL Access to
66.249.65.230 |Israel 147.237.77.216|dover . i df . i 147. 237. 77. 216/ 1133- 17802- he/ dover . aspx B ock 1
50. 62. 176. 35 Uhited Sates |147.237.0.34 |tikshuv.idf.il [Uhauthorized URL Access to tikshuv.idf.il/ol d/wp-adm n/ B ock 1
66.102. 9. 101 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1294-en/wan i df.il/english B ock 1
213. 8.204.18 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
45.55. 42. 203 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
157.55.39.209 |lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/i zkor/vi ew pi ctures. asp B ock 1
66.249.66.191 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 9/3249.jpg [B ock 1
54.82.30.209  [lhited Sates |147.237.72.166|aka. idf.il Distributed thauthorized Method for Known URL on Bl ock 1

ww aka. i df . il/brothers/skiral/defaul t.asp

207.46.13.58  |Lhited Sates |147.237.77.216|dover.idf.il &sa=x&ei ~oed5t - 1 | mi- 1 - gbgp8hkbgaved=0cc0qf j ag B ock 1
83.169.10. 185  |CGer many 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df.il/shared/ usercontrol s/ header upper/ |Bl ock 1
66.249.64.181 |[Israel 147.237.77.74 [lawidf.il Ill1egal Paraneter Encodi ng searchText in vwwlawidf.il/275-hel pat zar. aspx [None 1
213. 8.204.18 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnhrpc. php B ock 1
182. 118. 21. 250 |Chi na 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.237.138. 202 g&%ric 147.237.77. 234 |hal ag. i df . i | Uhaut hori zed LRL Access to / B ock 1
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