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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
142. 54. 160. 211 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |block-sp-trafl drop 1
185. 35. 62. 164 Sntzerl and 147. 237. 76. 42 refuah.idf.il Block_Udp All _Nets drop 1
185. 35. 62. 166 Sntzerl and 147.237. 76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1
185. 130. 5. 200 147.237.76. 34 yohal an. i df .i | Bl ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnat ure Devi ce Action |Oount

106. 120. 173. 159 Chi na 147.237.77.233 atal .idf.il [Cl03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
91.201.236. 114 |147.237.76.44 |lkraine e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
74.122.192.101 |[147.237.76.196|lnited Sates e svivaidf.il ET SCAN Potential SSH Scan 1
74.122.192.101 [147.237.76.38 |[Lhited Sates |e.eneitav.idf.il ET SCAN Potential SSH Scan 1
74.122.192.101 |[147.237.0.17 |Wited Sates |mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 74 |China lawidf.il ET SCAN NVAP -sS w ndow 1024 1
1. 54. 210. 107 147. 237. 77. 234 |\ et nam hal ag. i df.il ET SCAN NVAP -sS w ndow 4096 1
193. 105. 134. 220(147. 237.8.14  |Sweden e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
168. 63. 200. 101 |147.237. 76. 147 |United Sates [chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
74.122.192.101 |147.237.76.201|lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
74.122.192.101 |147.237.76.86 |Lhited Sates |navy.idf.il ET SCAN Potential SSH Scan 1
74.122.192.101 [147.237.0.35 |[Lhited Sates [akavs.idf.il ET SCAN Potential SSH Scan 1
14.113.221. 50 1147 237 850 |chi na o tikshuv. i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
198. 20. 69. 74 147.237.77.19 |Whited Sates |lawforumidf.il ET DRCOP DBshield B ock Listed Source 1
1.54. 210. 107 147. 237. 77. 234 |M et nam hal ag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
193. 105. 134. 220|147. 237. 76. 200 |Sweden eitan aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
168. 63. 200. 101 |147.237.76. 200 [Lited Sates |eitan aka. idf.il ET SCAN Potential SSH Scan 1
168. 63. 200. 101 [147.237.76.30 |Lhited Sates |hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i| drop SAMrule drop 34
Sreaning Engi ne: TCP
109. 65. 71. 121 |l srael 147.237.76.200 |eitan. aka.idf.il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 12
Inval i d Retransm ssi on
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Lhited L Sreaning Engi ne: TCP , o
66. 249. 64. 250 147.237.77. 234 |hal ag.idf .il . .. Invalid segnent retransmssion. Packet dropped. |drop 6
Sates Invalid Retransnissi on
Lhited . o Sream ng Engi ne: TCP ) o
66. 249. 78. 177 147.237.76. 200 |ei tan. aka. i df .i | . .. Invalid segnent retransmssion. Packet dropped. |drop 6
Sates Inval i d Retransnission
o Bl ock HTTP Non _ . i
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |5
Conpl i ant
o Sream ng Engi ne: TCP _ -
47.33.31. 212 Canada 147.237. 77. 216 |dover.idf.il . .. Invalid segnent retransmssion. Packet dropped. |drop 4
Inval i d Retransnission
. L Bl ock HTTP Non _ . i
195. 34.150.18 |Austria 147.237.77. 216 |dover.idf.il . Fail ed to handl e connection data nonitor |4
Conpl i ant
o Sreamng Engi ne: TCP _ -
173.183. 52. 172 |Canada 147.237.76.86 |navy.idf.il . .. Invalid segnent retransmssion. Packet dropped. |drop 4
Inval i d Retransmnission
Lhited L Sreaning Engi ne: TCP , o
66. 249. 64. 139 147.237.77. 234 |hal ag.idf .il . .. Invalid segnent retransmssion. Packet dropped. |drop 4
Sates Invalid Retransnissi on
130. 203. 136. 75 g];::: 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreaning Engi ne: TCP
212.143.76.217 |lsrael 147.237.72.166 |aka.idf .il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransnission
o Sreamng Engi ne: TCP _ -
77.127.193.91 | srael 147.237.72. 166 |aka. i df .i . .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransnission
Lhited S
157. 55. 39. 92 Sates 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 3
94.159.178.5 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
S ream ng Engi ne: TCP
31. 168. 206. 96 | srael 147.237.72.166 |aka.idf .il . 9 9 .. Invalid segnent retransmssion. Packet dropped. |drop 3
Inval i d Retransni ssion
208. 115. 113. 89 g"mt:: 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber monitor |2
46. 19. 86. 77 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence I'nvalid ACK nunber monitor |2
Lhited L Sreaning Engi ne: TCP , o
66. 249. 64. 133 147.237.77.234 |hal ag.idf.il . .. Invalid segnent retransmssion. Packet dropped. |dro 2
Sates ag Invalid Retransnm ssi on & o P
74.82.47.30 g‘;ttee: 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 239 I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 114 g"altee: 147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Lhited m ny- kosher -kravi . i :
141.212.122.128| 5 o 147.237.0.17 | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
2.54.133. 206 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber aert 1
216. 218. 206. 96 g;g: 147. 237. 8. 45 eeitan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Lhited - Bl ock HTTP Non . . .
198. 1. 101. 123 147.237.77.176 |nat pash.idf . il . Fail ed to handl e connection data monitor |1
Sates Conpl i ant
) o Geo- 1 ocati on o
37.187.114. 171 |FRance 147.237.76. 197 |e. hi nush. i df . il Geo- | ocati on i nbound enf or cenent drop 1
enf or cenent
141. 212. 122. 143 ;“;Itee: 147.237.0.17 g"ﬁ’l kosher-kravi. T ovn At t ack SYN -> SYN-ACK -> RST reject |1
141. 212. 122. 69 g;g: 147.237.77.61 |e.cogat.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted - Geo-1 ocati on o
74.82.47. 36 147.237.0.200 [mdu.idf.il Geo- | ocation i nbound enf or cenent drop 1
Sates enf or cenent
184. 105. 247. 231 g;g: 147.237.77.234 |hal ag.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
2.54.133. 206 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |1
i Geo-1 ocati on
141.212.122.128 Wi ted 147.237.8.50 |e.tikshuv.idf.il Geo- | ocation i nbound enf or cenent drop 1
Sates enf or cenent
122.3.152.159  |Philippines |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
198. 20. 69. 74 g"altee: 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
o Bl ock HTTP Non _ . i
154. 103. 202. 214|Sudan 147.237.77. 176 |nat pash. i df . il . Fai |l ed to handl e connection data nonitor |1
Conpl i ant
141.212.122. 70 g"altee: 147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 239 g“;:s 147. 237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
Non- conpl i ant TCP packets coming from
Sreamng Engi ne: TCP i i
2.54.173.133  |Israel 147. 237.72. 166 |aka i of . i | 9 =g mitiple external sources vere detected. This 1
anormal y det ect ed nmay result frompotential network configuration
pr obl em
Lhited : S Geo-1 ocati on o
141.212.122. 129 147.237.8.50 |e.tikshuv.idf.il Geo- | ocation i nbound enf or cenent drop 1
Sates enf or cenent
123.125.71. 106 |Chi na 147.237.77.74 |(lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
201. 141. 15. 185 |Mexi co 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
66. 249. 85. 170 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 1
i Geo-1 ocati on
141, 212. 122, 75 |Uted 147. 237.77. 227 |e. hanaz. i df . i | Geo- ocat i on i nbound enf or cerent drop 1
Sates enf or cenent
216. 218. 206. 74 ;h;:ee: 147. 237.77. 176 |nat pash. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
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Signature

i Geo-1 ocati on
141. 212. 122, 137|U ted 147.237.8.27 |e.nadimatal .idf.il Geo-1 ocati on i nbound enf or cerent drop
Sates enf or cenent
124.124.48.38 |india 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber noni t or
74.82.47.19 g‘;tt:g 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
208. 115. 113. 89 LSh;tteesd 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert
41.218.223.38 |Ghana 147.237.77. 216 [dover. i df . il Header Rejection header rejection pattern found in request noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site S gnature Action ‘Count

46. 118. 155. 216 |lkrai ne 147.237.76.42 |refuah.idf.il Mil tipl e Waut hori zed URL Access from 46. 118. 155. 216 B ock 2
92. 240. 253. 126 |9 ovakia 147.237.0.34 |tikshuv.idf.i|l [Uhauthorized LRL Access to tikshuv.idf.il/wp-adnmin/ B ock 1
41.218.223.38 |Ghana 147.237.77. 216 |dover.i df .i | eMai | Hoar di ng Bl ock 1
218. 65. 149. 155 |Chi na 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 218. 65. 149. 155 B ock 1
157.55.30.66  |Lhited Sates  |147.237.72. 166 |aka. i df .i | mn:kmg iZ?r. ?Tf;;’nllsfrfeﬁi?ahrt.aspx None 1
66. 249, 64. 191 |Israel 147.237.77.74 |lawidf il %e?zjw'?aéﬁﬁtzg‘ﬁﬁ;f;:&” in None 1
37.142.68.19  |Israel 147.237.77. 176 |mat pash. i df . i| |Unauthorized URL Access to wwn cogat.idf.il/xnirpc. php B ock 1
213.8.204.18 |Israel 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
93. 115. 108. 210 [Rormani a 147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/test/wp-admn/ B ock 1
46.118. 155. 216 |krai ne 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
218. 65. 149. 155 |thi na 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www idf.il/tenpl at es/ honepage/ u+ Bl ock 1
157.55.39.209 |lited Sates 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to ww idf.il/navy/htni/tool fs. asp B ock 1
66. 249. 66. 136 | srael 147.237.76.42 |refuah.idf.il ﬂ?_“tzg?_ri?géfz?p f;c;sazglcf’i e/ 1 2401 | pg Bl ock 1
40.77.167.17 [lhited Sates  |147.237.77. 176 |matpash.i df .i| [Wauthorized URL Access to 147.237.77.176/ robots. t xt Bl ock

213.8.204.18 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed UR. Access on www aka. i df . i|/xnbrpc. php Bl ock 1
142. 167. 135. 21 |Canada 147.237.77. 216 |dover.i df .i | O stributed PHP At tenpt B ock 1
46. 118. 155. 216 |Wkrai ne 147.237.76.42 |refuah.idf.il |20 d@?g;ﬂ?};;?pﬁhg“ess on Bl ock 1
198.20.69.74 |lhited Sates 147.237.77.19 |l awforumi df . i l|Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
68.180.230.29 |wited Sates  [147.237.77. 176 |nat pash. i df . i | \;P:rwa'g;‘; e Moaon Czagg:t'\_“a”;:): Bl ock 1
40.77.167.32 |Uited Sates 147.237.72. 166 |aka. i df . i | Lhknown Paraneter catid in aka.idf.il/chanatz/kurs/defaul t.asp None 1
213.8.204.18 |Israel 147.237.77. 216 |dover.i df .i | O stributed PHP At tenpt B ock 1
142. 167. 135. 21 |Canada 147.237.77.216|dover.i df .i | D stributed Waut hori zed URL Access on waw i df . il /xmrpc. php Bl ock 1
207.46.13.31 |Whited Sates 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 207.46. 13. 31 Bl ock 1
68. 180. 230. 244 |Lhited Sates 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
41.218.223.38 |CGhana 147.237.77.216|dover . i df . i | Enail collector robots 14 B ock 1
213.8.204.18 |[Israel 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on www i df.il/xnrpc. php Bl ock 1
157.55.39.39 |thited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwwvidf.il/atal 1/izkor/viewpictures.asp  |B ock 1
46.118. 155. 216 |Wkrai ne 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to v refua. atal .idf.il/blog/ B ock 1
37.142.68.19 |[Israel 147.237.77. 176 |mat pash. i df .i| |Dstributed PHP Attenpt Bl ock 1
207.46.13.31 |thited Sates 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to waw i df.il/shared usercontrol s/trajector/ |B ock 1
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