02-12-2016-04:04:08 to 02-12-2016-05:04:08

1"PT SwNn .’
gov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

M aka.idf.il

M navy.idf.il

M refuah.idf.il
Nummber M tikshuv.idf.il
Att(g\cks M yohal an.idf.il

M nat pash.idf.il

M chi nuch. aka.idf.il
nobi le.neitav.idf.i

M nobi le.idf.il

Top Tar get

[Top Attackers |

364

2741
W 41.33.231.90
83. 149. 47. 12
184 W 208. 115. 113. 88
185. 89. 217. 235
N”gber M 41. 33. 232. 66
At t acks M 190. 50. 52. 107

[ 197. 53. 165. 45

Il 82. 145. 221. 239
212. 143. 142. 56

Il 91. 200. 12. 106

Top Attackers



02-12-2016-04:04:08 to 02-12-2016-05:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
66. 249. 78. 215 | srael 147.237.0. 15 kosher-kravi.idf.il | TGP handshake viol ation, first packet not syn |drop 1181
222.186. 34. 37 Chi na 147.237.76. 86 navy.idf.il JLM Under _Attack_Con_Tcp drop 2

185. 130. 5. 246 147.237. 76. 196 e.sviva.idf.il Bock Np Al Net drop 1

158. 130. 6. 191 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Up Al Nets drop 1
42.117.64.73 Vi et nam 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1

185. 130. 5. 246 147.237.76. 39 nobi | e.neitav.idf.il|B ock Np Al_Net drop 1
42.117.64.73 M et nam 147.237.76. 177 ncore.idf.il B ock_UWp Al _Nets drop 1

185. 130. 5. 246 147.237.76. 42 refuah.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .il drop SAMrul e drop 34
185. 89. 217. 235 147.237.72. 166 |aka. i df .il drop Frst packet isn't SYN drop 8
190. 50. 52. 107  |Argentina 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 6
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonit or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
82.145. 221. 239 |Europe 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
91.200.12.106 |lkrai ne 147.237.77. 216 |dover.idf. il drop SAMrul e drop 4
185. 89. 217. 230 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf. i1 Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |4
27.55.27. 104 Thai | and 147.237.76.86 [navy.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 4
86. 104. 167. 220 |Romani a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
66.249.65.14  |Wnited Sates |147.237.77. 243 |nobile.idf.il Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
2.54.173.133  |israel 147. 237. 72. 166 |aka. i f . i Streaning Engine: TCP Invalid invalid segnent retramsmission |, ) 3
Ret r ansni ssi on Packet dr opped.
130. 193. 37. 16 :Z:::t”i o 147.237.0.34 |tikshuv.idf.il ;; fzr:sr:]? SEsr;g(;:e: TP Invalid Lg‘(’zijeitd dsrec?g;:;. retransmssion. g o, 3
130. 193. 51. 66 gjziion 147. 237. 76. 147 |chi nuch. aka. i df . i ;; ?ZT;E Slir:g;:e: T Invalid ng\éakjejtd dsreggggg retransmssion. g o 3
109. 64. 227. 253 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid imvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
130.203.136. 75 |[lLhited States  |147.237.77.216 |dover.idf.il drop SAMrule drop 3
185. 89. 217. 227 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
46. 19. 85. 121 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
185. 89. 217. 228 147.237.72. 166 |aka. i df .i drop First packet isn't SW drop 2
68. 180. 229. 239 |Whited Sates 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop 2
136. 243. 67. 234 |Ger many 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |2
104. 219. 200. 105 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |2
219.149.55.42 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
185. 89. 217. 231 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 2
185. 89. 217. 226 147.237.72. 166 |aka. i df .i drop First packet isn't SW drop 2
185. 89. 217. 234 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 2
54.172. 46. 44 Lhited Sates  |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |2
134.170.12.188 |[hited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
207.46.13.31 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
141.212.122. 146|Wnited Sates  |147.237.77. 176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 64 |Wnited Sates |147.237.72. 167 [ishurimaka idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.79 |China 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
180. 115. 126. 218|Chi na 147.237.77. 176 |nat pash. i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  |nonitor 1
37.187.77.104 |Rance 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
141.212.122.79 |wited Sates |147.237.76.38 [e.e.nmeitav.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
134.170.12.188 |Whited States  |147. 237. 72. 156 |anan.i of . Bad TCP sequence mﬁsﬁl rea”S”“ wthdifferent | onitor |1
46.19. 86. 113 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 147|Wnited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
141.212.122.78 |Wnited Sates |147.237.72. 166 |aka idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
180. 115. 126. 218|Chi na 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 1
141.212.122. 128|wnited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
218.22.211.69 |China 147.237.0.15  |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 86. 113 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 148|wnited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
23.123.124.165 |Lhited Sates  |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122.78 |wited Sates |147.237.76.38 [e.e.nmeitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
190.50. 52. 107  |Argentina 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.12 Lhited Sates |147.237.8.24 [e.lifestyle.idf.il |Geo-1 ocation enf or cenent f;?olrggi'nfn I nbound drop 1
184.105.139. 96 |[Lnited Sates  |147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

ount ry ‘Target Address |[Site Sgnature Action ‘Count
208.115.113.88 |Lhited Sates 147.237.76.86 [navy. idf.il Ml tipl e Uhaut hori zed URL Access from 208. 115. 113. 88 Bl ock 10
83. 149. 47. 12 gj::;”l o 147.237.72. 166 |aka. i df . i | PHP At enpt H ock 6
83. 149. 47. 12 RF;; :I”i o 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 83.149. 47. 12 B ock 5
2.54.145.1 I srael 147.237.0.19 |nadi matal . idf.i |Suspicious Response Code B ock 2
Unknown Par anet er
217.132.125. 79 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chbl Questi on$7 [None 1
1in aka idf.il/nain/giyus/questionnaire.aspx

195. 154. 226. 90 |France 147.237.77. 216 |dover . i df . i | Illegal HITP \ersion HITH B ock 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storagel/ fil es/ 8/3338.jpg |H ock 1
197. 53. 165. 45 |Egypt 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
197. 53. 165. 45 |Egypt 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
66.249. 66. 191 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76.42/sip_storage/files/9/2389.jpg |B ock 1
197. 53. 165. 45 |Egypt 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to ww i df.il/xmrpc. php B ock 1
83.149. 47.12 gzz::tnl on 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/main/giyus/index. php B ock 1
8.37.71.79 Uited Sates  |147.237.77.216|dover . i df .il muf Z?rll f?ioghgfjiisert.ca)lspstgzal kj r hi gkvj z3duegzpt dr f 61hj p- | gguw Bl ock !
197. 53. 165. 45 |Egypt 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock 1
72.167.232.200 |Lhited Sates |147.237.77.216|dover.idf.il Drectory Traversal (In WR) B ock 1
157.55.39.39 |thited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
40.77.167.32 |thited Sates [147.237.72.166|aka.idf.il Lhknown Par anet er 4f 9c0c80 i n waw aka. i df . il/mai n/ hone/ defaul t.aspx  [None 1
197. 53. 165. 45 |Egypt 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
72.167.232.200 |Lhited Sates |147.237.77.216|dover.idf.i | Drectory Traversal - 16 B ock 1
208.115.113. 88 |Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/mnai n/ hone/ pni ot . aspx Bl ock 1
157.55.39.200 |Wited Sates |147.237.77. 216 |dover. i df .i | miréfbfi”ﬁit:ﬁt:g: /Zv?‘lwﬁxff’;gss on B ock 1
66. 249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 3/ 3493.jpg |B ock
197.53. 165. 45 |Egypt 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to wan refua. atal .idf.il/xnirpc. php B ock
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