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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
204. 42. 253. 2 Lhited Sates 147.237. 76. 38 e.e.neitav.idf.il B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 30 hi nush.idf.il B ock Np All _Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237. 76. 39 nobi | e.nei tav.idf.il Bock Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal . i df .i | Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Np Al Net drop 2
158. 130. 6. 191 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1
58.97.111.9 Thai | and 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
142.54. 160. 213 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 dr op 1
1.199.115. 141 Chi na 147.237. 76. 38 eeneitav.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 246 147.237. 76. 38 e.eneitav.idf.il Bock Np Al Net drop 1
58.97.111. 10 Thai | and 147.237. 76. 86 navy.idf.il Invalid TGP H ags drop 1
142. 54. 160. 214 Lhited Sates 147.237. 76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1
1.199. 115. 141 Chi na 147.237. 76. 39 nobi | e.nei tav.idf.il B ock_ Wp Al _Nets drop 1
185. 130. 5. 246 147.237.76. 201 e.atal.idf.il B ock Np All _Net dr op 1
74.91. 28. 59 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
142.54. 160. 214 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 drop 1
1.199. 115. 141 Chi na 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 246 147. 237. 76. 202 e.halag.idf.il Block Np Al Net drop 1
88. 150. 177. 186 United Ki ngdom 147.237.76. 176 test.ncore.idf.il B ock_ Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
85. 248. 227. 164 9 ovakia 147. 237.77. 216 dover.idf.il 21073: HTTP. Fareit/Pony Loader User-Agent B ock 1
188. 165. 15. 211 France 147.237.76. 30 himush.idf.il |28 HITP. AwrefBot craw er B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data [noni tor
Sreamng Engine: TCP Invalid i i SSi
157.55.12.92  |wited Sates  |147.237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. | o 4
Ret ransm ssi on Packet dropped.
31.210.187. 236 |l srael 147.237.77. 170 |naarachot.idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or
130.203.136. 75 |Lnited Sates |147.237.77. 216 |dover.idf.il drop SMrule drop
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df i | Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data |nonitor
Russi an . s Sreamng Engine: TCP Invalid |invalid segnent retransnissi on.
130. 193. 37. 16 eration 147.237.0.34 |tikshuv.idf.il Ret r ansmi ssi on Packet dr opped. drop 3
Russi an ) o Streaning Engine: TCP Invalid |invaid segnent retransmission.
130. 193. 51. 91 eration 147. 237.76. 200 |ei tan. aka. i df . il Ret 1 ansm ssi on Packet dr opped. drop 3
46. 19. 85. 146 I srael 147.237.77. 216 |dover.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.idf.il |dr op SAMrul e drop 2
54.160.159.53 |lhited Sates  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |2
37.26.149.244  |lsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |2
67.220.158.56 [lLited Sates  [147.237.77.216|dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
208.115.111.73 |Lhited Sates [147.237.72.166 |aka.idf.il drop SAMrule drop 2
37.26.149.244 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence alert 2
91.200.12. 106  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreamng Engine: TCP Invalid i i ssi
68.180. 228. 112 |Uited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
141.212.122. 135|Wited Sates  |147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
139. 162. 200. 97 |Net her| ands 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
208. 115.111. 73 |lhited Sates 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
184. 105. 139. 106|Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
s SYNVACK retransmt wth different .
46.116.179. 250 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal e noni t or 1
141.212.122. 154|Wnited Sates  [147.237.8.24 |elifestyleidf.il |Geo-10cation enforcenent Geo-1 ocati on i nbound drop 1
enf or cenent
37.26.149. 244  |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
141.212.122. 72 |wited Sates |147.237.76.176 |test.ncore.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
108.16.231. 44 |[Wnited Sates  |147.237.77. 212 e dover.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
105.62.53. 168 |USSI &N 147.237.8.24 |e.lifestyle.idf.il |Geo- | ocation enf or cement Geo-I ocat i on i nbound dro 1
T Federation ) e ) yie.ra. enf or cenent P
71.6.135.131  |Wnited Sates |147.237.8.24 |elifestyleidf.il |Geo-1 ocation enforcenent Geo-| ocati on i nbound drop 1
enf or cenent
146. 185, 239, 102|USSI & 147.237.72. 217 |e.i f i Geo- | ocati on enf or cenent Geo-I ocat i on i nbound dro 1
) ) ) Federati on ) T o enf or cenent P
141.212.122. 136|Wited Sates  |147.237.72. 217 [e.idf. il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
31.210. 186. 100 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
141.212.122. 71 |Wnited Sates |147.237.0.15 |kosher-kravi.idf.il|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |Lhited Sates |147.237.77.74 [lawidf.il drop SMMrule drop 1
184. 105. 139. 106|thited Sates  |147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 154|Wnited Sates  [147.237.77. 121 |e navy. i df .i1 Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212.122. 73 |Uhited Sates |147.237.76. 176 |test.ncore.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197. 231. 221. 211|Li beria 147.237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow rmoni t or 1
74.82.47. 40 Lhited Sates [147.237.77.61 [e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 106 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
141. 212. 122. 140|United Sates |147.237.8.46 |e.chinuch.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 71 |lhited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208. 115.111. 73 |lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .i df il drop SAMrul e drop 1
184. 105. 247. 224|lhited Sates  |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
54.191.164. 152 |thited Sates  [147.237.77. 176 |natpash.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
141.212. 122, 155|wnited Sates  [147.237.77. 121 [e. navy. i of .1 Geo- | ocati on enf or cenent Sﬁfolggﬁ;'mon  nbound drop 1
37.26.149.244 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid sequence nunber noni t or 1
141.212. 122, 134|Wited Sates |147.237.8.24 |elifestyleidf.il [Geo-1ocation enf or cenent gﬁ?olrggi'mo” i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
80. 70. 69. 213 kr ai ne 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/main/giyus/ru Bl ock 2
54.183.1.75 Lhited Sates [147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock

197. 231. 221. 211|Liberia 147.237.77. 216 |dover . i df .i | mﬁ;;_ﬁe\é,ﬁ;e@;mggﬂi pts/jquery/jquery-1.4.2.nin.js Bl ock 1
68.180.228.112 [lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/english/news/ grapheat.stn) |B ock 1
41.130.180.60 |Egypt 147.237.0.15 |kosher-kravi.idf.il|{PHP At tenpt B ock 1
160. 177. 249. 184 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to ww refua atal .idf.il/xnrpc. php Bl ock 1
54.183.1.75 Uited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to ww nag. i df.il/wp-1ogin. php Bl ock 1
207. 46. 13. 58 Uhited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 207.46.13.58 B ock 1
68.180. 230. 224 |[Lhited Sates |147.237.76.31 |nakchal .idf.il muazz[];fef dfu'}ll /Aggs;; ;/ocore/ doc myr/ doc. rur. asp Bl ock 1
41.130.180.60 |Egypt 147.237.0.15 |kosher-kravi . i df.i||unaut horized URL Access to kosher-kravi.idf.il/xnrpc. php B ock 1
162.243.175.76 |Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/1294-en/vww i df.il/english [B ock 1
62. 0. 103. 156 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
207. 46. 13. 88 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1
52.53.245. 71 Lhited Sates [147.237.72.166|aka.idf.il Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
184.105.139. 70 |lhited Sates |[147.237.76.39 Irmb| le.neitav.idf. i Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
66. 249. 65. 223  [Israel 147.237.77.216|dover.idf .l Unaut hori zed URL Access to 147.237.77.216/ 1381- he/ dover. aspx  |Bl ock 1
92.113.138.36 |lkraine 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il/mai n/kapat z/ undefined |B ock 1
54. 67.22. 27 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
184. 105. 247. 196|Wnited Sates |[147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
68.180.228. 112 [lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
160. 177. 249. 184 147.237.76.42 |refuah.idf.il PHP Attenpt Bl ock 1
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