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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action |Count
185. 130. 5. 246 147. 237. 76. 199 e.nakchal .idf.il Block Np Al Net drop 1
142.54.160. 211 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 dr op 1
185. 130. 5. 246 147.237. 76. 86 navy.idf.il Bock Np Al Net drop 1
185. 130. 5. 246 147. 237. 76. 200 eitan. aka.idf.il Block Np All Nt drop 1
185.94.111.1 147.237.76. 198 e.yohal an.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 246 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il Bl ock_UWp Al _Nets drop 1
185. 130. 5. 246 147.237.76. 177 ncore.idf.il B ock Np Al Net dr op 1
74.91. 28. 58 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf . il bl ock-sp-trafl forward 1
185. 130. 5. 246 147. 237.76. 30 hi mush. i df . i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count

5.9.87.111 Ger many 147.237.77. 226 wwn chanat z. aka. i df . i | Cl06: HITP. maj estic bot Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?ca\t/ii (;i
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46.137.81.122 [ireland 147.237.72. 166 |aka. i of . i Bad TCP sequence mdﬁr:cn;rit wth different moni tor |15
46.116.179. 250 |Israel 147.237. 72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
212.143.142.56 |Israel 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop
66.249.65.18  |Wited Sates |147.237.77. 243 |nobile.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
200. 217. 108. 243 |@r azil 147. 237. 77. 216 |dover . i df .i Bad TCP sequence mﬁsrczt;ansm wthdifferent |oonitor |6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
168. 187. 116. 186 |Kuvai t 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
91.200.12.141 |Wraine 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 4
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
107.167.103.82 |[lhited Sates  [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4
149.78.22.73  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
31.154.160.13 [ srael 147. 237.72. 166 |aka. i of .| Sreamng Engine: TCP [nvalTd - fimvalid segrent retrammission |}, o 3
Ret r ansni ssi on Packet dropped.
46.19.86.142  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
85. 233. 76. 49 gj::;”i o 147, 237.76. 200 |ei tan. aka. i df . ‘:e; ?jr:nsr:r? sEs?ch:e: TeP Invalid Lg‘éak';td ;eggsgé_ retransmssion. g o, 3
199.201. 64. 132 |Wnited Sates  |147.237.72. 166 |aka idf .l Streaning Engine: TCP Invalid invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dr opped.
84.94.164.87  |israel 147.237.77. 203\t e i1 |2 €M NG Engine: TCP Invalid finvalid segnent retransnissi on. drop 2
Ret r ansni ssi on Packet dropped.
200. 217. 108. 243|Brazi | 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 2
169.237.145.68 |Lhited Sates  |147.237.76.86 |navy.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data  [nonitor 2
91.200.12. 106  |krai ne 147.237.72. 166 |aka. i df .i | drop SAMrul e drop 2
185. 32.179. 165 |l srael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
46.116.179. 250 |israel 147.237.72. 166 |aka i df . i Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | oonitor |2
91.200.12.106 |kraine 147.237.76. 200 |ei tan. aka.idf.il [drop SAMrul e drop 2
46.137.81.122 |irel and 147.237.72. 166 |aka i df i Bad TCP sequence V?':dﬁr;”;”lt wth different dert 2
2.54. 63. 102 I sr ael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
81.169. 237. 146 |Ger many 147.237.77. 179 |e.nazi .idf .i | drop SAMrul e drop 2
91.200.12. 106 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
141.212.122. 138|lhited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
130.203. 136. 75 |lLhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
184.32.210.61 |[lhited Sates |147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 143|tnited Sates |147.237.76. 176 |test. ncore.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.73 |thited Sates [147.237.0.33 |[idf.il drop drop 1
37.187.131. 217 |Fance 147.237.72. 14 |dover.idf.il (ol d) [drop SAMrul e drop 1
141.212.122. 139|lhited Sates 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141.212.122.64 [thited Sates [147.237.76.200(eitan aka. idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 3. 144. 120 |l srael 147.237. 72. 156 [aman. i df . i Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 148|lhited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141.212.122.74 |thited Sates [147.237.0.33 |[idf.il drop drop 1
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 1
37.187.131.217 |France 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 1
141.212.122. 141 |thited Sates  [147.237.76.31 |nakchal .idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141,212.122.65 [thited Sates [147.237.76.200|eitan aka. idf.il |SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122. 149|lhited Sates 147.237.77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent |dr op 1
141.212.122. 133|thited Sates  [147.237.72. 167 |i shurimaka. i of .il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 1
176.13.22.76 I sr ael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invali d ACK nunber noni t or 1
141.212.122. 142|thited Sates  [147.237.76.31 |nakchal.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.68 |Uited Sates |[147.237.8.28 |e.nobile-ks.idf.illGeo-1 ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |dr op 1
146. 185. 239. 102 :Z::;”ion 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action
. . Unaut hori zed URL Access to
213. 251. 182. 103|France 147.237.77. 176 |mat pash. i df . i | v cogat i df i 1/si p._storagelfi1 es/ O/ si 7e220x0/ 3410, j pg. St C Bl ock 3
109. 253. 215. 92 |I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock
66.249. 65. 224 |l srael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to v idf.il/error. htm B ock
. . Unaut hori zed URL Access to
66.249. 66. 131 |l srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel fi | es/ 9/ 2969 | pg B ock 1
185. 120. 126. 201 147.237.77. 216 |dover.idf.il Distributed Wnaut hori zed URL Access on v idf.il/xmrpc.php  |B ock 1
68. 180. 229. 239 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to ww aka.idf.il/defaul t.asp B ock 1
46.137.81.122 |ireland 147.237.72. 166 |aka. i df . i | MBSQ Deta Retrieval with Inplicit  Qnversion Erors None 1
213. 8. 204. 32 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
84.108. 136. 252 |l srael 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on waw idf.il/xmrpc. php  |B ock 1
66.249. 66. 191  |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
wawv, chamat z. aka. i df . , _
185.120. 126. 201 147.237.77. 226 i Mul tiple Waut hori zed URL Access from 185. 120. 126. 201 B ock 1
m ny- kosher-kravi .id
74.91. 28. 58 Lhited Sates |147.237.0.17 f inly Unaut hori zed URL Access to ww. 1916wh. cond B ock 1
46.137.81.122 |ireland 147.237.72. 166 [aka. i df . i | Mil tipl e signatures froma46.137.81. 122 B ock 1
100. 6. 0. 249 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
m ny- kosher-kravi .id j i
66.249.78.80 | srael 147.237.0.17 | llegal Paraneter Encoding rnd in . None 1
foil m ny- kosher - kravi . i df.i1/aj ax/ cr eat ecapt chai nage. aspx
ww, chamat z. aka. i df .
185.120. 126. 201 147.237.77. 226 i PHP Att enpt B ock 1
84.108. 136. 252 |l srael 147.237.77. 170 |maar achot . i df . i | Ostributed PHP Attenpt B ock 1
66. 249. 65. 18 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
68.180. 228. 175 |Wnited Sates |147.237.77.74 |lawidf.il tnaut hori zed URL Access to B ock 1
waw mag. i df . i1/ consol e/ core/ doc_ngr/doc_ngr. asp
41.130.180.60 |Egypt 147.237.77. 176 |nat pash. i df . i | Ostributed PHP At tenpt B ock 1
. . Unaut hori zed URL Access to
194.187. 168. 215|Pol and 147.237.77. 216 |dover . i df . i | wwy i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
84.108. 136. 252 |l srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed LRL Access to maarachot.idf.il/xnirpc. php B ock
185. 120. 126. 201 147.237.77. 216 |dover.idf.il Ostributed PHP At tenpt B ock
] A . Unaut hori zed URL Access to
68.180.229.94 |Uhited Sates [147.237.0.15  |Kosher-kravi.idf.il kosher-kravi . i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
41.130.180.60 |Egypt 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xmirpc. php B ock
207. 46. 13. 58 Uited Sates [147.237.77.216|dover.idf.il Ml tipl e Unauthorized URL Access from 207.46.13.58 B ock
84.108. 136. 252 |l srael 147.237.77.216|dover. i df . il Dstributed PHP Attenpt B ock 1
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