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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
82. 145. 220. 44 Eur ope 147.237. 76. 86 navy.idf.il B ock_Ip V¢b_In drop 5
79. 180. 22. 229 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets dr op 3
159. 203. 15. 149 Lhited Sates 147.237.76. 176 test.ncore.idf.il B ock Wp Al Nets drop 1
159. 203. 71. 54 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il Invalid TGP H ags drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 179 147.237. 76. 86 navy.idf.il B ock Wp Al _Nets drop 1
142. 54. 160. 212 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site

|S gnature Devi ce Action |Count
188. 165. 15. 211 France 147.237.72. 167 ishurimaka.idf.il 28: HITP.  AnrefBot craw er B ock 1
198. 50. 134. 71 Canada 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address
195. 34. 150. 18

| Target Address

147.237.77. 216

Attacker Qountry
Austria

dover.idf.il

Signature
Tehila - Perl LW with fake user agent

66. 249. 64. 133
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Lhited Sates

atal.idf.il

ET SCAN NVAP - sA (2)

51. 254. 23. 230

147.237. 8. 28

United Ki ngdom

e.nobi | e-ks.idf.il

ET SCAN Potential SSH Scan

193. 105. 134. 220

147.237.77. 233

Sweden

atal.idf.il

ET SCAN NVAP -sS wi ndow 1024

[y =y I\




02-12-2016-01:06:11 to 02-12-2016-02:06:11

|Top Attackers In FW |

Attacker Address étuiikre; Target Address |Ste Signature /?z\t/ii((:;
64.237.47.24  |Wited Sates |147.237.72. 156 [anan.idf. i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 56
64.237.47.24 Lhited Sates |147.237.76. 147 |chi nuch. aka.idf .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 56
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.177.112. 236 |Israel 147. 237. 77. 243 |robi l e i df . i Streaning Engi ne: TCP Inval id finvalid segnent retransmssi on. drop 21
Ret r ansni ssi on Packet dropped.
200. 217. 108. 243 |@razi| 147. 237.77. 216 |dover i df .1 | Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor |19
200. 217. 108. 243 |Brazil 147.237. 77. 216 |dover . i df .i | SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 17
108.61.90.177 |thited Sates [147.237. 72. 156 |aman.idf .il SYN At tack SYN -> SYN-ACK -> Timeout |reject 15
108.61.90.177 |wited Sates [147.237. 76. 147 |chi nuch. aka.i df . SYN At t ack SYN -> SYN-ACK -> Timeout |reject 15
109. 65. 208. 143 [Israel 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 12
188. 120. 148. 94 |l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber noni tor |11
84.228. 254. 148 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST d ert
84.228.254. 148 |Israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54.185.136  |Israel 147.237.76. 200 |6 tan. aka. i of . i Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 6
Ret r ansni ssi on Packet dropped.
141.8.132. 112 gz::;”ion 147. 237. 72. 166 |aka i df .1 ;; ?2?5':;? Si?g('):e: TeP Invalid g‘fkj;td;eg;::i retransmssion. |y o, 6
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
46.19. 85. 213 I 'srael 147.237.72. 167 |i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or
66.249.65.18  |Wnited Sates |147.237.77.243 |nobile.idf.il Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 254 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
50.118.197.42 |tnited Sates |147.237.77.226 ‘.“:"I’W‘:ha"atz'aka'idf drop First packet isn't SWN drop 5
46. 19. 85. 254 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 5
188. 120. 148. 94 |Israel 147. 237.77. 243 |nobi l e.i f . | Stream ng Engl ne: TCP Invalid |invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
71.118.241.94 |wiited Sates [147.237.77. 216 |dover.idf. il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
195. 34.150.18 |Austria 147.237.77. 216 |dover.i df .il B ock HTTP Non Conpli ant Fai | ed to handl e connection data [monitor  [4
188.120.148.94 [Israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |4
213. 8.204. 33 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout alert 4
213.8.204.33  |israel 147.237.0.34  |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 4
213.8.204.33 [ srael 147.237.0.34  |tikshwv.idf.il Bad TCP sequence wﬁtrs\:;ﬁl;gth moni tor |4
108.61.2.225  |wited Sates [147.237. 72. 156 |aman.idf .il SYN At tack SYN -> SYN-ACK -> Timeout |reject 4
108.61.2.225  [Wnited Sates |147.237.76. 147 [chi nuch. aka. i df .il SYN At tack SYN -> SYN-ACK -> Tineout |reject
169.237.145.68 |Wited Sates |147.237.76.86 [navy.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
149.78.22.73  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP I nval i d invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
31.154. 147. 166 |l srael 147. 237.77. 243 |mobi l e. i . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
79.181.102.2  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP I nval i d invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
172.56.41.40  [Wnited Sates |147.237.77. 216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 3
79.183. 112. 217 |Israel 147.237.72. 166 |aka. i df . Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
188.120.148.94 |[Israel 147.237.77. 243 nobi | e i df .| Bad TCP sequence I'nvalid ACK nunber monitor (3
177.17.33.160 |Brazil 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
54.244.22.103 |nited Sates |147.237.77. 176 |nat pash. i df .il drop First packet isn't SN drop 2
208.115.111. 73 |Wited Sates |147.237.72. 166 |aka idf.il drop SAM rul e drop 2
94. 230. 86. 52 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
62. 210. 206. 180 |France 147.237.72. 217 |e i cf . i Geo- | ocati on enf or cenent (effolrg‘e:ﬁ;'mon i nbound drop 2
77.163.84.205  [Netherl ands 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |2
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
141.212.122.76 |wited Sates [147.237.77. 179 |e. nezi i of . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.163.84.205  [Netherl ands 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 1
159.121.166.99 |Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |1
141. 212. 122. 153|Wited Sates  [147. 237. 76. 200 |ei tan. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
213.8.204.33  |israel 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |alert 1
37.46.38.23 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
2.54. 63. 43 I'srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from g 15
2.54.63. 43
. - Unaut hori zed URL Access to
84.108. 106. 108 |l srael 147.237.72. 166 |aka. i df . i | vw aka i o i 1/ nai 1V scri pt s/ css3pi e ht B ock 4
109. 253. 215. 92 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.54. 63. 43 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
185. 120. 126. 201 147.237.77.216|dover.idf .il D stributed Wnauthorized URL Access on waw i df .i|/xnrpc. php [B ock 1
157. 55. 39. 39 Lhited Sates 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/l eft.asp B ock 1
. . Unaut hori zed URL Access to
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ O/ 3480. | pg B ock 1
207.46.13.58  |United Sates 147. 237.77. 216 |dover . i df . i | tnauthori zed URL Access to o Bock |1
ww i df . i |/ shared/ user control s/ navnenu/ nazi .i df.i |
Pal esti ni an . - . . .
46. 60. 83. 119 Territory, Gecupi ed 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to www i df.il/894-ar B ock 1
185. 120. 126. 201 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to ww refua. atal .idf.il/xmirpc.php  [B ock
54.183.1.75 Lited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to v | aw i df . il/wp-1 ogin. php Bl ock
www. chamat z. aka. i , _
185. 120. 126. 201 147.237.77. 226 df il Mul tiple Waut hori zed URL Access from 185. 120. 126. 201 B ock 1
157. 55. 39. 209 Lhited Sates 147.237.77.216|dover. i df . il Mul tiple Whaut horized URL Access from 157. 55. 39. 209 B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ 5/ 2975. | pg B ock 1
46.118. 155. 216 |Ukrai ne 147.237.77.216|dover . i df . il D stributed PHP A tenpt B ock
185. 120. 126. 201 147.237.76.86 |navy.idf.il Mil ti pl e Lhaut hori zed URL Access from 185. 120. 126. 201 B ock
. . Unaut hori zed URL Access to
66.249.64.229 |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1396- hel at al . aspx Bl ock 1
40.77.167. 32 Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/main/snalinihtn/1 asp [B ock 1
www, chanat z. aka. i
185.120. 126. 201 147.237.77. 226 df il PHP At t enpt B ock 1
) ny- kosher - kravi . i df ) o
157.55.39.233 |lhited Sates 147.237.0. 16 O Uhaut hori zed URL Access to ww ny-kosher-kravi.idf.il/ B ock 1
. . Unaut hori zed URL Access to
66.249.66. 191  [Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ 6/ 2726. | pg B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover.idf.il D stributed Wauthori zed URL Access on waw i df .i|/xnrpc. php [B ock 1
185. 120. 126. 201 147.237.76.86 |navy.idf.il PHP Att enpt B ock 1
141. 165. 60. 183 |United Sates 147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . i|/894-en/idf gdover. aspx [B ock 1
66. 249. 65. 18 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock 1
186. 193. 132. 145|Brazi 147.237.77.216|dover. i df.i |l Ostributed PHP At tenpt Bl ock 1
41. 44. 4. 237 Egypt 147.237.77.216|dover.idf.il Dstributed PHP At tenpt B ock 1
185.32.179. 254 |Israel 147.237.72. 166 |aka. i df . i | Paraneter Fead Qily Molation in . None 1
ww aka. i df. i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx
. . Mil tipl e Lhtraceabl e SSL Sessi ons from79. 182. 123. 50 (Pr ot ocol
79.182.123.50 |Israel 147.237.77.216|dover . i df . i viol ation (SSL_OONN APPLI CATI ON DATA EXCHANGE)) None 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover.idf.il Ml ti pl e Unaut horized URL Access from 46. 118. 155. 216 B ock 1
185. 120. 126. 201 147.237.77.216|dover . i df . i Dstributed PHP A tenpt B ock 1
157. 55. 39. 39 Lhited Sates 147.237.77.216|dover. i df .i |l Mil ti pl e Unauthorized URL Access from 157.55. 39. 39 B ock 1
66. 249. 65. 224 |l srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df .il/1133-23131- he/ B ock 1
186. 193. 132. 145|Brazil 147.237.77. 216 |dover.idf.i |l D stributed Waut hori zed URL Access on waw i df .i|/xnrpc. php [B ock 1
41.44. 4. 237 Egypt 147.237.77.216|dover. i df .i |l D stributed WUnhaut hori zed LRL Access on waw i df .il/xnrpc. php |B ock 1
185. 120. 126. 201 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
. . S Untraceabl e Gonnection - Protocol violation
79.182.123.50 |l srael 147.237.77. 216 |dover. i df .i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
54.183.1.75 Lhited Sates 147.237.77.74 |lawidf .il PHP At t enpt B ock 1
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