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|Top Attackers | n DDoS- Def ence |

Attacker Address

Target Address

Signature

Device Action

Count

|Attacker Country

212.179. 54. 237 | srael 147.237. 72. 167 ishurimaka.idf.il ock Wp Al _Nets drop 3
185. 130. 5. 228 147.237.76. 30 hi nush. i df . i | ock_Udp All _Nets drop 1
185.94.111.1 147.237.76. 38 eeneitav.idf.il Bl ock Wp Al Nets drop 1
185. 130. 5. 179 147.237.76. 42 refuah.idf.il Bl ock_Udp All _Nets drop 1
185. 130. 5. 179 147. 237. 76. 200 eitan. aka.idf.il Bl ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount
69. 30. 215. 122 Lhited Sates 147.237.77. 216 dover.idf.il |Cl06: HITP. majestic bot B ock 1
88. 150. 221. 26 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il |0008: HITP. Xenu User Agent B ock 1

157. 55. 39. 39 Lhited Sates 147.237.77. 216 dover.idf.il |Ci158: HITR(S): Hacked in the Payl oad B ock 1




02-12-2016-00:04:06 to 02-12-2016-01:04:06

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

115. 236. 75. 201

147.237.76. 176

Chi na

test.ncore.idf.il

ET SCAN Potential SSH Scan

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

101. 109. 146. 252|147. 237. 76. 30 |Thai |l and hi nush.idf.il Potential Scan or Brute Force
66.240. 192. 138 [147.237.76.42 |[Wited Sates |[refuah.idf.il ET SCAN NMAP -sS w ndow 1024
62.215. 34. 14 147.237.76.86 |Kuwait navy.idf.il ET SCAN Potential SSH Scan
62.215.34. 14 147.237.8.45 |[Kuvai t e.eitanidf.il ET SCAN Potential SSH Scan

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
62.215. 34. 14 147.237.72.14 |Kuvai t dover.idf.il(od) |ET SCAN Potential SSH Scan 2
62. 215. 34. 14 147.237.8.14 |Kuvai t e.orchot.idf.il ET SCAN Potential SSH Scan 1
L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
212. 156. 218. 109[147. 237. 76. 31 |Turkey nakchal .idf.il . 1
Potential Scan or Brute Force

62. 215. 34. 14 147.237.0.34 |Kuvai t tikshuv. idf.il ET SCAN Potential SSH Scan 1
183. 60. 252. 84  |147.237.77.61 [China e.cogat.idf.il ET SCAN NMAP -sS w ndow 3072 1
51.254.23.230 |147. 237.76. 197 E;Ir:;cci]om ehimshid.il |ET SCAN Potential SSH Scan 1
115. 236. 75. 201 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
115. 236. 75. 201 [147.237.0.19 |China nadi matal.idf.il |ET SCAN Potential SSH Scan 1
80. 82. 64. 68 147.237.0.15 |Netherl ands kosher-kravi.idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
62.215. 34. 14 147. 237. 76. 148 |Kuvai t gacenter. aka i of .i |ET SCAN Potential SSH Scan 1
62.215. 34. 14 147.237.8.24 |Kuvait elifestyle.idf.il |ET SCAN Potential SSH Scan 1
62.215. 34. 14 147.237.0.35 |Kuwait akaws. i df . i | ET SCAN Potential SSH Scan 1
62. 215. 34. 14 147.237.0.33  |Kuvai t idf.il ET SCAN Potential SSH Scan 1
157. 55. 39. 39 147.237.77.216|Wited Sates |dover.idf.il Tehi | a def acenent attenpt (-Hacked By- sent to Vb Server) 1
51.254.23.230 |147.237.8.46 LKJ?';:gom e.chinuch.idf.il |ET SCAN NMAP -sS w ndow 1024 1
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1

1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i(c:)i
108. 61. 2. 225 Lhited Sates 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 79
108. 61. 2. 225 Lited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 77
46. 244, 68. 59 ga:lcis;i':éa” Territony s 47 237.77. 176 |mat pash. i of . i 1 drop First packet isn't SN dr op 47
41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . i | drop SAMrul e drop 30
109. 65. 208. 143 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [reject 24
S reaming Engi ne: TCP i i ssi
37.26.148.214 |israel 147. 237.77. 243 |mobi l e. i . i mng tngine. 1 Invalid segnent retransmssion. |, 15
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.181.38.2  |Israel 147.237.72. 167 |i shuri maka. i f . i1 mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransni ssi on Packet dr opped.
. ) SYNtAXK retransmt with .
185. 32.179. 146 |Israel 147.237.72.166 |aka. i df il Bad TCP sequence di Fferent wi ndow scal e noni t or 7
41.33.232.66  |Egypt 147.237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant g:;;ed to handie comection 1 i g
S reamng Engi ne: TCP i i ssi
109. 253. 216. 126 i srael 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
87.68.76.216  |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
109. 253. 156. 157 i srael 147.237.72. 167 |i shuri maka. i of .| mng thgine. Invalid segnent retransmssion. | ., 6
Invalid Retransnission Packet dr opped.
84.228.44.160 |Israel 147.237.0.34  |tikshuv.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 6
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i Bl ock HTTP Non Conpl i ant ZZ’ILed to hand e connection  Jopnitor |
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
109. 67.121. 157 |Israel 147.237.77. 233 |atal i .l Bad TCP sequence SN retransmt with different oo |a
w ndow scal e
Sreamng BEngi ne: TCP i i ssi
109. 66. 216. 106 | srael 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
185. 120. 126. 201 147.237.72. 166 |aka.i df . i mng thgine. Invalid segnent retransmssion. | ., 3
Invalid Retransnission Packet dr opped.
S reaming Engi ne: TCP i issi
79.176.61.121 |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
84.109.212.47 |israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
62.114.167.92  |Egypt 147.237.76. 42 |refuah.idf.il drop SMMrul e drop 3
Sreamng BEngi ne: TCP i i ssi
109. 67. 48.235 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46. 19. 85. 33 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber nonitor |3
S reanming Engi ne: TCP i i ssi
2.54.166.247  |israel 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
46.19.85.189  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
77.126.190. 185 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
195.16.111.82 |Russian Federation |147.237.72. 166 |aka.idf.il mng tngihe- 1 Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng BEngi ne: TCP i i Ssi
79.181. 130. 206 |Israel 147.237.72. 166 |aka.i df . mng thgine. Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i issi
109.66.7.125  |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 3
Inval i d Retransnission Packet dr opped.
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
109. 253. 132. 152|i srael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
108. 61. 2. 225 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack rej ect
S reanming Engi ne: TCP i i ssi
157.55.39.66  |Wited Sates 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 2
Inval i d Retransnission Packet dr opped.
136. 243. 67. 234 |Ger many 147. 237. 77. 176 |nat pash. i of . i | Bl ock HTTP Non Conpl i ant ZZ’ILed to handie comection oo |2
Sreamng BEngi ne: TCP i i Ssi
66.249.78.239 |lhited Sates 147. 237. 76. 200 |ei tan. aka. i df . mng tngine. 1 Invalid segnent retransmssion. | . 2
Inval i d Retransnission Packet dr opped.
165. 215.209. 15 |Uhited Sates 147. 237. 77. 216 |dover.i df .i 1 drop SAMrul e drop 2
5.22.130. 246 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
85. 186. 96. 226 |Romani a 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 1
5.22.135. 205 I srael 147.237. 77. 170 |naar achot . i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212. 122. 131 |Wited Sates 147. 237.76. 196 |e. sviva i df . Geo-l ocation enforcement  |C0-!ocation inbound drop 1
enf or cenent
79.121.224. 145 |United K ngdom 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
46.19. 86. 172 | srael 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.210.187. 225 |Israel 147.237.72. 166 |aka i of .i | Bad TCP sequence I'nval i d ACK nunber noni tor |1
84.109.96.253 | srael 147. 237.77. 226 "‘i‘"l”“ha"“tz'aka"df Bad TCP sequence Inval i d ACK nunber moni tor |1
141.212.122. 151 |United Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
2.52.21.124 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |1
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Attacker Address |Attacker Qountry Target Address |Jte Signature

80. 82. 64. 68 Net her | ands 147.237.0.15 |kosher-kravi.idf.il drop SAMrul e drop 1
109. 253. 210. 180! srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni tor |1
54.163.91.231 |[Uited Sates 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant g:i!,fd to hand e comection oo |1
85.186. 96.226  |Romani a 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Country Action

208.115.113. 88 [Lhited Qates |147.237.76.86 |navy.idf.il ﬁi;t ihgfr.i izle/dgiL)J/?J_s/'icocreusr‘Tsj ats‘;/ show or umasp Bock |6
2.54.158. 8 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
2.54.63.35 I srael 147.237.0.19 |nadimatal .idf.il |Ostributed Suspicious Response Qode B ock 3
46.19. 86. 172 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
37.26.148.214 |[israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
201.14.93.232 |Brazil 147.237.77. 216 |dover . i df . i | O stributed PHP A tenpt B ock 2
79.182.197.104 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
109. 67.57. 112 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df . il |Uhknown Paraneter SortDir in eitan. aka.idf.il/938 en/ eitan. aspx None 1
197. 166. 69. 48  |Egypt 147.237.77.216|dover.i df .i | Dstributed Unaut hori zed LRL Access on v i df.il/xnrpc. php B ock 1
180.76.15. 155  |Chi na 147.237.76.42 [refuah.idf il 1U2$m223r I7;.e22/l':qe_rrpplcgte z:/ ;r?ar ed/ user cont r ol s/ header upper / Bl ock !
93. 169. 119. 169 |Ronani a 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 1
207.46.13.58  [Lhited Sates |147.237.77.216 |dover.idf.il multdfhorl il ,ngtéf?atff;;sj o g cont et asp Bock |1
86. 97. 144. 89 ;:ii]::tdesﬁ’ab 147.237.77. 216 |dover.i df .i | O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
185. 120. 126. 201 147.237.77. 170 |m@arachot . i df . il |Ostributed PHP Attenpt B ock 1
109. 67. 121. 157 |Israel 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock

87.69.130.233 |[Israel 147.237.77. 216 |dover.i df .i | Distributed PHP Attenpt B ock

213.57.153.188 |l srael 147.237.72.166 |aka. i df . i | muiiriidﬁ‘??l ﬁ; f;;erf; e Lsertype. asp Bock |1
68.180.228.175 |lnited Sates [147.237.76.42 |refuah.idf.il Ml tipl e Unauthorized URL Access from 68. 180. 228. 175 Bl ock 1
198. 20. 69. 74 Lhited Sates |147.237.0.15 kosher - kravi . i df . i|uhaut hori zed URL Access to 147.237.0. 15/ B ock 1
185. 120. 126. 23 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 1
93.169. 119. 169 [Romani a 147.237.77.216|dover.i df . i | D stributed Waut hori zed URL Access on www i df .il/xmrpc. php Bl ock 1
87.69.130.233 |[lIsrael 147.237.77.74 [lawidf.il Ostributed PP Attenpt B ock 1
46.121.232.50 |Israel 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
185. 120. 126. 201 147.237.77. 170 |maarachot . i df . i| |Ostributed Unaut hori zed URL Access on nmaarachot.idf.il/xnrpc. php B ock 1
157.55.39.209 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
87.69.130.233 [Israel 147.237.77. 216 |dover.i df .i | D stributed Waut horized URL Access on vww i df . il/xmrpc. php B ock 1
68.180.229.239 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df.il/main/rabanut /62312 Bl ock 1
185. 120. 126. 23 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to ww nakhal .idf.il/xmrpc. php B ock 1
37.187.201.30 |Poland 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock 1

Unknown Par anet er
93.173.15.58 I srael 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acerbl der $ct | 13$ct | 01%$ct | 03$chl Questi on |None 1
$7 in aka.idf.il/nai n/giyus/ questionnaire. aspx

208.115.113.89 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/english/news/jeninkilled stn B ock 1
87.69.130.233 |[Israel 147.237.77.74 |lawidf .il D stributed Unhaut hori zed LRL Access on waw | aw i df . i|/xmhrpc. php B ock

46.121.238.73 |Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Untraceabl e SSL Sessions from46.121.238.73 (Qpen Mde) None

193.225.36.84 |Hingary 147.237.77. 216 |dover . i df . i | mﬂt::riil7?gfﬁﬁccctisrist/ﬁasata/thum).j o B ock 1
162.243.38.196 |Uhited Sates |(147.237.77.74 |lawidf.il Ml ti pl e Unaut horized URL Access from 162. 243. 38. 196 B ock 1
91. 148. 83. 219 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
201.14.93.232 |Razil 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on waw i df.il/xmrpc. php B ock 1
185. 120. 126. 201 147.237.77.74 [lawidf.il Dstributed PHP At tenpt B ock 1
40.77.167. 26 Lhited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/main/nil ui midefaul t.aspx Bl ock 1
95. 86. 114. 29 I srael 147.237.72. 166 [aka. i df . i | Uhknown Paranet er ved in ww aka. i df.il/main/rabanut/general . aspx None 1
87.69.130.233 |Israel 147.237.77. 176 [nat pash. i df . i | Distributed PH? Attenpt Bl ock 1
212.199. 115. 209]l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for ww aka. i df . il/mai n/ gi yus/ general . aspx |B ock 1
66.249.64.181 |l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to ww | aw i df . il/589-he/ pat zar . aspx= B ock 1
197. 166. 69. 48  |Egypt 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt B ock 1
162.243.38.196 |lhited Sates |[147.237.77.74 |lawidf.il Unaut hori zed URL Access to www nag. i df.il/14-he Bl ock 1
91. 148. 83. 219 147.237.77. 176 |nat pash. i df . i | D stributed Whaut horized URL Access on www cogat.idf.il/xmrpc. php  |B ock 1
201.14.93.232 |Razil 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.i|/xmrpc. php B ock 1
86. 97. 144. 89 E:;::&Nab 147.237.77. 216 |dover . i df . i | Distributed PP At enpt Bock |1
185. 120. 126. 201 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to www | aw i df.il/xnmrpc. php B ock 1
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