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|Top Attackers | n DDoS- Def ence |

Attacker Address
79.177.107. 133

|Attacker Country
| srael

Target Address
147.237.72. 166

Signature

Device Action

Count

aka.idf.il ock Wp Al _Nets drop 3
185. 130. 5. 224 147.237.76.176 test.ncore.idf.il Bl ock_Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

206. 180. 246. 167 Canada 147.237.77. 176 nat pash. i df . i | Q008: HTTP: Xenu User Agent B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
91. 201. 236. 114 147.237.76.31  |lkraine nakchal .idf .il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
84.2.100. 21 147. 237.76. 38 Hungary eenmeitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0.33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
51. 254. 23. 230 147.237.76. 34 United Kingdom  [yohal an.idf.il ET SCAN Potential SSH Scan 1
218. 201. 61. 82 147.237.0. 35 Chi na akavs. i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 160 147.237.8. 27 e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76.147 |China chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131 |147.237.77.226 [Canada waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
94. 102. 48. 193 147.237.72.167 |[Netherl ands i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 114 147.237.76. 31 krai ne nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
84.2.100. 21 147.237.76.201 |Hungary eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.201. 61. 82 147.237.76.148 [China gocenter. aka. i df .i | ET SCAN Potential SSH Scan 1
51. 254. 23. 230 147. 237. 0. 200 United Kingdom  |rdu.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.177 |China ncore.idf.il ET SCAN Potential SSH Scan 1
123. 59. 53. 219 147. 237.76. 30 Chi na hi nush. i df . il ET SCAN Potential SSH Scan 1
94. 102. 48. 193 147.237.72.217 |[Netherl ands eidf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 193 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
213.57.42.100 [ srael 147.237.77.233|atal .idf.il  |Bad TOP sequence SNretransmt with different monitor  [188
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
195. 239. 16. 53 RJSS::t”ion 147.237.77.74 |lawidf.il  |Block HTTP Non Conpl i ant Failed to handl e connection data  [monitor |26
195. 239. 16. 40 stls;;”i o 147.237.77.74 \lawidf.il  |Block HTTP Non Conpl i ant Failed to handl e connection data  [monitor |26
109.65.21.131  [Israel 147.237.77.233|atal .idf.il  |Bad TOP sequence SN retransnit with different monitor |25
w ndow scal e
46. 19. 85. 88 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 17
Sreanming Engine: TGP Invalid i i ssi
5.29.220.169 | srael 147.237.76.31 |nakchal .idf.il 9 =g Invalid segment retransmssion. drop 16
Ret ransn ssi on Packet dropped.
91.200.12.106 |Wkrai ne 147.237.77. 216 |dover.idf.il |drop SAMrule drop 10
87.69. 26. 129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 10
reamng BEngi ne: TCP Invali i i ssi
89.138.31.190 |Israel 147.237.77. 243 ot e i or. 1 [ SAMNG Engine: TP Invalid  finvalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
74.105.32.99  |nited Sates  |147. 237. 76. 200 [ei tan. aka i df . i 9 =g Inval i d segnent retransnission drop 8
Ret ransm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
85.130. 210. 138 |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
reamng BEngi ne: TCP Invali i i ssi
46.19.85.187  |Israel 147.237.72. 166 |aka icr.i | SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 6
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.182.2.185  |Israel 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 6
Sreaning Engine: TCP Invalid i i ssi
87.68.61.114  |israel 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79.179.161.77 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
37.26.149.192  |israel 147. 237. 77. 243 |mubi 1 e.i df . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
84.110. 176. 234 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 185 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
91.200. 12. 106 |lkrai ne 147.237.0.34 [tikshuv.idf.il |[drop SAMrul e drop 6
87. 69. 26. 129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
87.69. 26. 129 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 239 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber alert 5
87.69. 26. 129 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't SN drop 5
84.109.113.67 |[lIsrael 147.237.77.234|hdl ag.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
87. 69. 26. 129 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber alert 5
217.132.45. 115 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 4
46. 19. 85. 88 I srael 147.237.76.86 |navy.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
79. 182. 64. 67 I srael 147.237.72.156 |aman.idf.il  |SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 170 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TCP Invalid i i ssi
66.249.78.170 |Wnited Sates  |147.237.76. 200 [ei tan. aka. i of .i 9 =g Invalid segnent retransnssion. drop 4
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.178. 182. 247 | srael 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
84.228.132. 206 |Israel 147.237.72. 166 |akaicr.i1 | SAM NG Engine: TP Invalid  finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 253. 132. 34 |Israel 147.237.77. 243 |nubi l e.i df .i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66.98.44  |Israel 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.17.114 |israel 147.237.72. 166 |aka i f . i 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 161. 241 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
166.170.50.56 |Wited Sates  |147.237. 77. 243 |nobil e.i df il 9 =g Inval i d segnent retransnission drop 3
Ret ransm ssi on Packet dropped.
46.19. 85. 192 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
109. 67. 181. 223 |Israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 85. 51 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
79.176.170.30 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 160. 254. 150|i srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 185 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
79.179.179.56 | srael 147. 237.72. 166 |aka i f .1 9 =g Inval i d segnent retransnission. drop 3
Ret ransm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
176.13.18.252 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
79.177.104.60 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 12
46.19.85.3 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.228.23.6 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
178.137.17.196 |Wkraine 147.237.77. 216 |dover . i df .i | Dstributed Unauthorized URL Access on waw i df.il/nazi/ B ock 3
176.13. 4. 143 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
178.137.93. 235 |lkrai ne 147.237.77. 216 |dover . i df . i | O stributed Unauthorized URL Access on waw idf.il/nazi/ Bl ock 2
92.195. 75. 88 Ger many 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/ger man/ B ock 2
185. 120. 126. 201 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 1
66. 249. 64. 153  |Israel 147. 237.77. 226 mlchamt z.aka. i muiﬁgrr‘;tz;datf‘i (’;‘:Cﬁslst ;n‘;l ot es/ nevs neve. i . aspx B ock 1
109. 65.21. 131 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
Unknown Par arret er
84.111.138.67 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01$ct | 03%chl Questi o [None 1
n$42 in aka.idf.il/nai n/giyus/ questionnaire. aspx

207.46.13.123 |thited Sates [147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
66. 249. 65. 122 |l srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to v ei tan. aka. i df.il/894-he B ock 1
41.130.12.190 |Egypt 147.237.77.216|dover.idf .l Distributed Wauthori zed URL Access on v i df . i|/xnrpc. php B ock 1
87.69.130.233 |lsrael 147.237.77.233|atal .idf.il PHP Att enpt B ock 1
66.249.78.184 I srael 147. 237.76.200 [ei tan. aka. i df . i | shknown Paranet er searelext 10 aspx None 1
185. 120. 126. 201 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php B ock 1
66.249.64.190 |[lsrael 147.237.72. 166 |aka. i df . i | Unhknown Paraneter anp; in ww aka.idf.il/giyus/general /default.asp |None 1
157.55.39.209 |Uited Sates [147.237.77. 216|dover.idf .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/view pictures.asp |B ock 1
87.69.130.233 |Israel 147.237.76.86 |[navy.idf.il PHP Att enpt B ock 1
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/gi yus/ general Bl ock 1
208.115.113.82 |thited Sates |147. 237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/894-he B ock 1
87.69.130.233 [Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to waw atal . idf.il/xnirpc. php B ock 1
68.180.228.175 |lLhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
191.101.55.60 [Satzerland [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/nazi'a=0 B ock 1
66.249.65.14  |Israel 147.237.77. 243 |nobi | e. i df . i | thauit hori zed LRL Access to Bock |1

nobi | e. i df.il/categorytenpl at es/ | i stchil ddocunent s/ 1764

: . . . D stributed Unaut hori zed URL Access on
173.252.74.108 |[thited Sates |147.237.0.34 |ti kshuv.idf.il 147.237.0. 34/ si p_storage/ fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1

87.69.130.233 [Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
Unknown Par anet er anp; docid in

66.249.78.146 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/ chi nuchv ki al i/ def aul t . asp None 1
213.57.42.100 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx B ock 1
46.121.238.73 |Israel 147.237.77.216|dover. i df .il SSL Uhtraceabl e Connection - (pen Mde None 1
89.138.31.190 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
207. 46. 13. 64 Uhited Sates [147.237.0.15 |kosher-kravi.idf.il |Mitiple Unauthorized URL Access from 207.46.13. 64 B ock 1
66. 249. 65. 18 | srael 147.237.77.243|mobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 66.249. 65. 18 B ock 1
37.142.191. 160 |[lIsrael 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wwidf.il/https:/vwwidf.il/ B ock 1
] . . . Unhaut hori zed URL Access to
173.252.120.98 |Wited Sates [147.237.0.34 |[ti kshuv.idf.il 147.237.0. 34/ si p._stor agel fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1
87.69.130.233 |[lIsrael 147.237.77. 170 |maar achot . i df . i | Dstributed PHP Attenpt B ock
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Par aneter anp; si deScrol | in vww aka. i df.il/giyus/ general / None 1
wWww. chamat z. aka. i ) )
66. 249. 64. 153 | srael 147.237.77. 226 df il Ml tipl e Unauthori zed URL Access from 66. 249. 64. 153 B ock 1
80. 230. 37. 69 I srael 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
] P . Unhaut hori zed URL Access to
207.46.13.64  Lhited Sates [147.237.0.15  |kosher-kravi.idf.il | o " o o U /'t enpl at es/ honepage/ honepage. aspx Bl ock 1
] ] . Unhaut hori zed URL Access to
66. 249. 65. 22 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1874 Bl ock !
41.130.12.190 |Egypt 147.237.77.216|dover.idf .l Dstributed PHP Attenpt B ock 1
87.69.130.233 |[Israel 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xnrpc. php B ock 1
66.249.78.170 | srael 147.237.76. 200 |ei tan. aka. i df . i | tnknown Par anet er _sear chext in None 1

Wy ei tan. aka. i df.i1/982-en/ ei tan. aspx
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