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Attacker Address
185.94.111. 1

|Attacker Country

Target Address

147.237.76. 30

hi nush. i df .i |

Signature

Device Action

Count

B ock Np Al _Net drop 1
142.54. 160. 214 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1
159. 203. 15. 149 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Wp Al Nets drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Gount ry

Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249. 64. 171 |[147.237.77.233|tWhited Sates  |atal .idf.il ET SCAN NVAP -sA (2) 4
84.2.100. 21 147.237.76.86 [Hungary navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.246.0.97 [147.237.0.35 |China akaws. i df i ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237. 77. 170 [Net her | ands maarachot.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
198. 154. 60. 27 [147.237.77.216|Wited Sates dover.idf.il ET SCAN Potential SSH Scan 1
66.249. 78. 158 |147.237.72.166 |Lhited Sates aka.idf.il SER\E APAO—E.Apache mod_ss| non- S connection to SSL port 1
deni al of service attenpt
185. 130. 5. 187 [147. 237. 76. 201 e.ata.idf.il ET SCAN Potential SSH Scan 1
51.254.23.230 [147.237.76.200|united Kingdom |eitan. aka.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
180. 97. 106. 162 |147. 237. 77. 216 [Chi na dover.idf.il ET SCAN Potential SSH Scan 1
51.254.23.230 |147.237.76.44 |United K ngdom |e.refuah.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 36 |147. 237. 77. 170 |Chi na maarachot.idf.il [ET SCAN Potential SSH Scan 1
46. 101. 225. 201 |147. 237. 8. 24 :Z:::;on elifestyleidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
151.11.201.3 |147.237.8.14 [italy e.orchot.idf.il ET SCAN NVAP -sS w ndow 3072 1
110, 181, 249. 25 |147 237 76.42 |hi na refuahid i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.2.100. 21 147. 237. 76. 197 [Hungar y e. hinush. i df . il ET SCAN NVAP -sS w ndow 1024 1
84.2.100. 21 147.237.76.39 |Hungary nobi | e.nei tav. i df.i |[ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 [147.237.0.33 |[China idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.76.30 |Netherl ands hi mush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 187 [147. 237. 76. 199 e.nakchal .idf.il [ET SCAN Potential SSH Scan 1
51.254.23.230 |147.237.76.177 |United Ki ngdom |ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
180. 97. 106. 161 |147. 237. 76. 196 [Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
51.254.23.230 |147.237.76.30 |United Ki ngdom |hinush.idf.il ET SCAN Potential SSH Scan 1
175. 6.228. 149 [147.237.77.61 |China e.cogat .idf.il ET SCAN Rapi d PGP3 (onnections - Possibl e Brute Force Attack 1
151.11.201.3 |147.237.8.14 [italy e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102. 48.193 [147.237.0.200 [Netherlands rdu. i df il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address [Ste Signature Action ‘Count
41.33.231.90  |Egypt 147. 237. 77. 216 |dover.i df .l drop SAMrul e drop 30
Sreaning Engine: TCP Invalid i i ssi
77.127.209. 155 |israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 30
Ret r ansm ssi on Packet dr opped.
192.198. 151. 43 |Europe 147.237.77. 226 "‘?"IWCha”mZ' aka. 1d 14 op First packet ismt SN drop 10
- S reaming Engi ne: TCP TCP segnent out of maxi num
84.2.100. 21 Hungary 147.237.76.86 [navy.idf.il Segment Linit Enforcenent all oved sequence. Packet dr opped. drop 9
reaming BEngine: TCP Invali i i ssi
85. 64. 113. 145 | srael 147. 237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalidjinvalid segnent retransnission dr op 8
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
94.230.86.36  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 nval i d segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.68.78.177  |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalidjinvalid segnent retransnission drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TP Invalid i i ssi
185.3.146.250 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.105.15.131  |Pol and 147. 237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalidjinvalid segnent retransnission dr op 6
Ret r ansm ssi on Packet dr opped.
91.200.12.141 |Wkraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
192. 0. 80. 167 g];::: 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data nonitor |6
31.210. 187. 105 [Israel 147. 237.72. 166 |aka.i df .i | Bad TCP sequence I'nvalid ACK nunber nonitor |6
Sreamng Engine: TGP Invalid i i ssi
77.126.106. 217 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
93.173.43.242  [israel 147.237.76.42 |refuah.idf.il Bad TCP sequence :;;e”ansm't with different wndow | oivor |6
109. 160. 146. 152|I srael 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreaning Engine: TGP Invalid i i ssi
77.127.187.24  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssi on. dr op 6
Ret r ansni ssi on Packet dr opped.
i Sreaning Engine: TCP Invalid i i sSi
66.249.78.12  |dited 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. dr op 6
Sates Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
2.54.141. 36 I srael 147. 237. 77. 243 |nobi l e.i df .i g =g Ivalid segnent retransnssion. drop 6
Ret r ansni ssi on Packet dr opped.
91. 200. 12. 106  |Wkrai ne 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 254 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber noni tor |5
89. 139. 133. 106 [l srael 147.237.0.34  |tikshuv.iof.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |4
46. 19. 85. 254 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Invalid AGK nunber aert 4
192. 0. 81. 57 g];::: 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
188. 120. 154. 2021 srael 147. 237.72. 166 |aka.i of .i | Bad TCP sequence I'nvalid ACK nunber monitor |4
Sreaming Engine: TCP Invalid i i ssi
37.26.148.136 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
79.177.106.62 |Israel 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alidjinval i d segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
79.181.201. 159 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
84.229.133.40 |Israel 147.237.72. 166 |aka.i df . i1 Streamng Engi ne: TGP alidlinvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dr opped.
31.210.187.19 [Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval i d ACK nunber monitor |3
reaming BEngine: TCP Invali i i ssi
77.126.8.83 I srael 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalidjinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 65. 212. 184 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
37.26.149. 144 | srael 147. 237.77. 243 |nobi l e. i f . i Streaning Engi ne: TCP Invalidjinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.55.178 | srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 67. 168. 110 |Israel 147. 237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalidjinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185. 120. 126. 205 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
176.13.17.66 | srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.53  |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
79.183.232. 203 |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 66.127.30 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.178.209. 149 |israel 147.237.77. 243 |robi | e. i of . i1 g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TP Invalid i i ssi
5.29.252.173  |Israel 147.237.0.19  |nadi matal i df il 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
109. 64.167.35  |Israel 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
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109. 66. 160. 112
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A tacker
Count ry

I srael

Target Address

147.237.72. 166

Ste

aka.idf.i

Signature

S reaning Engi ne:

Ret r ansm ssi on

TP Invalid

Inval i d segnent

Packet dr opped.

ret ransnissi on.

79.178.217.192

| srael

147.237.72. 166

aka.idf.il

Sreaning Engi ne:

Ret ransm ssi on

TGP Invalid

Inval i d segnent

Packet dr opped.

r et ransm ssi on.

84.110. 210. 111

I srael

147.237.72. 166

aka.idf.i

S reaning Engi ne:

Ret r ansm ssi on

TP Invalid

Inval i d segnent

Packet dr opped.

ret ransnissi on.

81. 218. 186. 245

| srael

147.237.72. 166

aka.idf.il

Sreaning Engi ne:

Ret ransm ssi on

TGP Invalid

Inval i d segnent

Packet dr opped.

r et ransm ssi on.

drop

109. 65. 36. 127

I srael

147.237.72. 166

aka.idf.i

S reaning Engi ne:

Ret r ansm ssi on

TP Invalid

Inval i d segnent

Packet dr opped.

ret ransnissi on.

drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.252.173 | srael 147.237.0.19 |madimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 275
5.29. 252. 173 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 187
176.13.18.252 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
5.29.252.173  |israel 147.237.0.19 |nadimatal .idf.il  [[°0 MY of the Sane Response Code (403) in Session from Bock |9
5.29. 252, 173
178.137.17.196 |lkraine 147.237.77.216|dover. i df . il D stributed Unauthorized URL Access on wa i df .il/nmazi/ B ock 4
178.137.93. 235 |lkraine 147.237.77.216|dover.idf . il Distributed Whaut hori zed LRL Access on ww i df . i/ nazi/ B ock 3
178.137.93. 235 |lkraine 147.237.77. 216 |dover.idf.i Uhaut hori zed LRL Access to wawidf.il/mazi/ B ock 3
134.249.65.86 |kraine 147.237.77.216|dover. i df . il D stributed Unauthorized URL Access on wa i df .il/nmazi/ B ock 3
46.118. 114. 111 |Wrai ne 147.237.77.216|dover.idf . il D stributed Whaut hori zed LRL Access on www i df . i/ nazi/ B ock 3
. . . Paraneter Type Mol ation lang in
85.95.254. 241  |Turkey 147.237.0.34 |tikshuv.idf.il vaw ti kshuv. i o i 1/ modul es/ f or uns/ f or uns! | st . aspx Bl ock 2
46.19.85. 15 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspici ous Response Code B ock
66.249. 65.224 |lIsrael 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wawnidf.il/error. htm B ock
: . . Unaut hori zed URL Access to
149. 50. 105. 148 |Uited Sates |147.237.72. 166 |aka. i df.i | wiww aka, i o i 1/ i nV gi yus/ cont rol s/ at udal A Bl ock 2
. . - Lhknown Par anet er searchText in
66.249.78.170 |Israel 147.237.76. 200 (ei tan. aka. i df . i | voww i tan. aka i df .|/ 1028-en/ ei t an. aspx None 1
109. 64. 167.35 |l srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
93.173.158.30 [Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/xmrpc. php B ock 1
66.249. 64.229 |lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robot s. t xt Bl ock 1
192. 115. 100. 190|1 sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka.idf.il/iturimasp/wars.asp |B ock 1
. . . . Unaut hori zed URL Access to
61.135.190.69  [China 147.237.0.34  [ti kshuv.idf.il 147.237.0. 34/ shared/ cl i ent scri pts/j query/j query.nyronodal -1.6. 2. s Bl ock !
; ] ] Too Many of the Sane Response Code (404) in Session from
109. 253. 209. 233|l srael 147.237.0.34 |tikshuv.idf.il 109. 253. 209. 233 Bl ock 1
wwv. chamat z. aka. i ) o
79.176.227. 141 |l srael 147.237.77. 226 df il Unaut hori zed URL Access to waw chanat z. aka. i df . il/xmrpc. php B ock 1
207.46. 13. 31 Lhited Sates |[147.237.77.233|atal .idf.il Lhaut hori zed URL Access to 147.237. 77. 233/ 1360- he/ at al . aspx B ock 1
95. 86. 73. 155 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 95. 86. 73. 155 B ock 1
. - Uhknown Paraneter catid in
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vawn aka. i df i |/ mai v r abanut/ gener al . asp None 1
. . . . Unaut hori zed URL Access to
61. 135. 190. 198 [Chi na 147.237.0.34 |tikshuv.idf.il 147, 237. 0. 34/ shar edl cl | ent scri pt s/ | query/ expand. | s Bl ock 1
188. 162. 186. 26 RJSIS:;ni on 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/404. aspx' B ock 1
93.173.158.30 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua atal.idf.il/xnrpc. php B ock 1
84.2.100. 21 Hungary 147.237.76.86 |navy.idf.il Mal formed URL towar ds B ock 1
41.202.86.129 |te Dlvoire |[147.237.77.216|dover.idf.il D stributed Waut hori zed LRL Access on ww i df.il/xnrpc. php B ock 1
157. 55. 39. 47 Wited Sates |147.237.72.166(aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin ww i df . il/1133- he/ dover. aspx |Bl ock 1
Unknown Par anet er
109. 66. 168. 102 |l srael 147.237.72. 166 [aka. i df . i | ct1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chbl Questi |None 1
on$117 in aka.idf.il/nai n/gi yus/ questi onnai re. aspx
93.173.158.30 |Israel 147.237.77.216|dover. i df . il Dstributed PHP At enpt B ock 1
. . . Unaut hori zed URL Access to
66. 249. 65. 18 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . | |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1769 Bl ock 1
197.117.28.110 |Ageria 147.237.77.216|dover. i df . il Admi n Bl ocki ng Bl ock 1
Unknown Par anet er
87. 69. 81. 147 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acebbl der $ct | 13$ct | 01$ct | 03$chl Questi |None 1
on$4l in aka.idf.il/nai n/gi yus/ questi onnai re. aspx
61.135.190.71 |[China 147.237.0.19 |[nadimatal .idf.il Unaut hori zed URL Access to 147.237.0. 19/ B ock 1
31.200.17.248  |Turkey 147.237.77. 176 |nat pash. i df . i | Ostributed PHP Attenpt B ock 1
128.194.3.195 |Uhited Sates [147.237.72.156|aman. i df.il Lhaut hori zed UR. Access to list.ips.gov.il/robots. txt B ock 1
79.181. 53. 55 I srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
. . Unknown Paraneter utm mediumin
66.249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df i |/ rai r/ r abanut / gener al . aspx None 1
218. 65. 149. 155 |Chi na 147.237.77.216|dover.i df . i Ml tiple Unhauthorized URL Access from 218. 65. 149. 155 B ock 1
Unaut hori zed URL Access to
95. 86. 73. 155 I srael 147.237.72. 166 |aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ &a=u8ved=0ahukewj | 0j eowdkahvdvni kh [B ock 1
bobdsyqf gguman&usg=af gj cnhcvyyg7wlcqg- yhd5_ammrzoyodt wa
61. 135. 190. 200 [Chi na 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237.0. 34/ styl e/ shar ed/ nav. css B ock 1
188. 162. 186. 26 R‘Sf;:t”i o 147.237.77. 216 |dover . i df . i | Mil ti pl e naut hori zed URL Access from 188. 162. 186. 26 B ock 1
93.173.158.30 |[Israel 147.237.76. 147 |chi nuch. aka. i df .i| |PHP Attenpt B ock 1
. . Mil tiple Uhtraceabl e SSL Sessi ons from 85. 65. 220. 186 ( Pr ot ocol
85. 65. 220. 186 |l srael 147.237.72. 166 [aka. i df . i | vi ol ati on (SSL_CONN APPLI CATI ON DATA EXCHANGE) ) None 1
157. 55. 39. 66 Lhited Sates |147.237.72.166aka.idf.il Unknown Paraneter docid in aka.idf.il/chanatz/klali/default.asp None 1
79.176. 227. 141 |Israel 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
Unknown Par anet er
109. 66. 168. 102 |Israel 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acebbl der $ct | 13$ct | 01$ct | 03$chbl Questi |None 1

on$7 in aka.idf.il/nain/giyus/ questionnaire. aspx
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