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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
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|Target Address

Site

Signature

Device Action |Count |

123. 151. 42. 61 Chi na 147.237.76. 30 hi nush. i df . i | ock Udp Al _Nets_Con Limt drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
185.94.111.1 147.237.76. 177 ncore.idf.il Bock Np All Net drop 1
141.212.122. 217 Lhited Sates 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
142.54. 160. 210 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forvard 1
46. 174. 50. 30 Russi an Federation 147.237.76. 42 refuah.idf.il Bl ock_Ulp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnature Devi ce Action ‘Count

162. 250. 190. 142 Canada 147.237.77. 216 dover.idf.il Q008: HITP. Xenu User Agent B ock 1
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|Top Attackers In |D|

‘ Target Address

At acker
Gountry

Signature
ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos

213.151. 32. 163 [147. 237. 77. 233 [l srael atal.idf.il 5
attack
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
198.12.82.58 [147.237.0.15 |lhited Sates |kosher-kravi.idf.i|[ET SCAN NMVAP -sS wi ndow 1024 1
185. 130. 5. 240 [147.237.77. 235 sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 27. 106. 48 [147.237. 72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
180. 97. 106. 161 [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
89, 248. 162. 167 |147 237 77. 212 |net her | ands o dover i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 82. 64. 68 147. 237. 76. 147 |Net her | ands chinuch. aka.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
46 121 73. 84 |147 237 77 233 sr el atal idh il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
204.151.15.32 |147.237.76.202|Whited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
198.12.82.58 |147.237.76.148|thited Sates |gqcenter.aka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
185. 130. 5. 240 [147.237.72. 166 aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
180. 97. 106. 162 [147.237.8.14 [China e.orchot.idf.il ET SCAN Potential SSH Scan 1
175. 6.228. 149 [147.237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Rapi d POP3 Gonnections - Possible Brute Force Attack 1
80.82.79.104 |147.237.72. 166 [Net her | ands aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.72.14 |Nether| ands dover.idf.il(od) |ET SCAN NVAP -sS wi ndow 1024 1
204.151.15.32 [147.237.76.198|thited Sates [e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
185.3.144.115 |Israel 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 42
212.76.127.219 |l srael 147.237.77. 233 |atal .idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 39
Russi an s -
193. 124. 248. 181 Federat i on 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SN drop 38
Sreaning Engine: TCP Invalid i i ssi
176.13.2.221  |israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. drop 36
Ret r ansm ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 34
r N ine: TCP Invali i i ssi
46.121. 156. 188 |Israel 147,237, 72. 166 |aka i of i1 | €M 9 Er?g e T Invalid Invalid segment retransmssion. drop 24
Ret r ansm ssi on Packet dropped.
185. 32, 179. 189 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 23
141.0.15.1 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
185.32.179. 111 |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nval i d sequence nuniber noni t or 18
185. 3. 144. 115 |Israel 147.237.72. 166 |aka.idf .il Bad TCP sequence moni t or 18
185.32.179. 111 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 18
185.32.179. 111 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 18
185. 32.179. 111 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 18
185.32.179. 111 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 16
. . SWNretransmit wth different .
176. 13. 15. 84 I srael 147.237.77.234|nalag.icf.il |Bad TCP sequence vi ndow scal e noni t or 15
212.76.127.44 |lIsrael 147.237.77.233|atal .idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 15
185.32.179. 189 |Israel 147.237.72. 166 |aka.idf.il SYN At t ack rej ect 13
185.32.179. 189 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
Sreaning Engine: TGP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
136.0.98.173 Lhited Sates 147.237.72. 166 |aka.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TGP Invalid i i ssi
37.26.147.187 |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransssion. drop 9
Ret ransmi ssi on Packet dr opped.
r N ine: TCP Invali i i ssi
46.19. 86. 1 I srael 147.237.72. 166 |aka i of. 11 | €AM NG Engi ne: TCP alid Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
2.52.30.232 | srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
185.32.179.189 |Israel 147.237.72. 166 |akaidf.il  [Bad TCP sequence SINAK retransmt with different oo g
w ndow scal e
79.179. 236. 105 |Israel 147.237.76. 42 [refuah.idf.il [SYN At ack SYN -> SYN-ACK -> RST rej ect 8
185.32.179. 111 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
46. 19. 86. 203 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 7
173.13.178.36 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7
46. 19. 85. 87 I srael 147.237.76.42 |refuah.icf.il |Bad TCP sequence I nval i d ACK nunber noni t or 6
46.19. 85.9 I srael 147.237.76.86 |[navy.idf.il [Bad TCP sequence Inval i d ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
46.19.86.241  |israel 147. 237. 77. 243 |nobi l e.i df .i | g =g nval i d segnent retransnission. drop 6
Ret r ansm ssi on Packet dropped.
r ing BEngine: TCP Invali i i ssi
79.180. 126. 117 |Israel 147.237.72. 166 |akaicr.i1 | 2" €M NG Engi ne: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
. . SYNPAXK retransnmit with different .
185.24.207.37 |l srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence vi ndow scal & noni t or 6
Sreaning Engine: TGP Invalid i i Ssi
80.246. 139. 243 |Israel 147.237.77. 243 |robi 1 e. i of . i1 g =g nvalid segnent retransnssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.178.176. 212 | srael 147. 237.72. 166 |aka. i df .11 g =g nval i d segnent retransssion. drop 6
Ret r ansm ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
46.19.85.9 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
185. 32.179. 189 |l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i Ssi
66.249.65.14  |Wnited Sates  |147.237.77.243|nobile.idf.il g =g nvalid segnent retransnssion. drop 6
Ret ransmi ssi on Packet dropped.
46.19.85.9 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TGP Invalid i i ssi
84.228.188. 140 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
46.117.136. 103 |l srael 147.237.72. 156 [amn.idf.il [Bad TCP sequence Invalid ACGK nunber noni t or
46. 19. 86. 86 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber noni t or
46.19.85.9 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
176.13.4.162  |Israel 147. 237.72. 166 |aka. i of . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.177.197. 177 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
185. 3.144. 115 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop
46.117.136. 103 [l srael 147.237.72. 156 |aman.idf.il |Bad TCP sequence Inval i d ACK nunber alert
165.91.12.33  |Wited Sates  [147.237.72. 156 |anan.icf.il |Bad TCP sequence SN retransnit with different mnitor  [5

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
93.172.174.208 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 100
46.116. 41. 52 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 87
109. 253.213.7  |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 17
. . . Too Many of the Sane Response Gode (404) in Session from
93.172.174.208 |Israel 147.237.0.19 |nadimatal .idf.il 93. 172. 174. 208 Bl ock 14
165. 91. 12. 33 Lsh'mt:: 147.237.72. 166 |aka. i df . i | Mil tiple NOLL Character in Method from 165.91.12. 33 B ock 9
176.13. 2. 221 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock
84.94. 83.115 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.94. 83. 115 B ock
176.13.20. 110 |israel 147.237.77.243|nobi [ e.i df . i | Mil tipl e Unhaut hori zed URL Access from 176. 13. 20. 110 B ock
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy.idf. il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock 2
37.26.149.236 |[Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to www i df.il/hinush B ock 2
Unknown Par anet er
84.109.167.84 |[Israel 147.237.72. 166 [aka. i df . i | ct1 00%$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on$ |None 1
22 in aka. idf.il/main/giyus/questionnaire. aspx
68. 180. 228. 112 g;g: 147.237.77. 216 |dover.idf . il Par anet er Type M ol ati on PageNumin waw i df . i|/1153- he/ dover . aspx B ock 1
165.91.12. 33 ;h;:ee: 147.237.72. 166 |aka. i df . i | NULL Character in Method Bl ock 1
Lhi ted . . Mitiple Illegal Byte Gode Character in Header Nane from
128.194.135.73 |g 4 oo 147.237.72. 156 |aman. i df . i | 128, 194. 135 73 Bl ock 1
207. 46. 13. 58 ;h;:ee: 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to ww i df . il/1283- 16648- en/ dov Bl ock 1
80. 246. 139. 243 |l srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Gode B ock 1
46. 19. 86. 241 I srael 147.237.77.243|nobi | e. i df . i | Distributed Suspicious Response Code B ock 1
149. 88.209. 87 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .i |/ mai n/ sachar/ B ock 1
. . Mil tiple Ful lw dth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
84.109. 191. 229 |lIsrael 147.237.72. 166 |aka. i df . i | from 84 109, 191. 229 Bl ock 1
68. 180. 228. 112 ;h;:ee: 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to wwn i df.il/894-he Bl ock 1
128. 194. 135. 73 g;g: 147.237.72. 166 [aka. i df . i | Ill1egal Byte Code Character in Header Nane User-agent B ock 1
Unaut hori zed URL Access to
; ; wa, i df i |/ 1133-21154- he/ dover . aspx&sa=u&ed=0ahukew bpvwxv_dka
212.76.124. 180 Israel 147.237.77. 216 |dover . i df . i | hxelxokhahaaz84chawchgwbad&si g2=- xol m2_b77t 9s3r c2u_kt g&usg=af q Bl ock !
j cnhl kv_| 1t ggamhwnwg3ki azg_bhpa
157. 55. 39. 209 ;ﬂ;ttee: 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to ww i df.il/atal 1/ i zkor/ nai n. asp B ock 1
128.93.90. 1 France 147.237.77. 216 |dover. i df . i | g“;\'erF))' e Untraceabl e S Sessions from 128.93.90. 1 (Uhsupported None |1
85.95. 254. 184  [Turkey 147.237.77. 216 |dover . i df . i | Distributed Suspicious Response Code B ock 1
Lhi ted Waw. chamat z. aka. i |unaut hori zed URL Access to
68. 180. 230. 160 Sates 147.237.77. 226 df il waw chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx Bl ock !
Lhited . . Miltiple Ill1egal Byte ode Character in Header Nane from
128.194.135.73 |g 4 o 147.237.72. 166 |aka. i df . i | 128. 194. 135 73 Bl ock 1
5.22.131.8 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
ny- kosher -kravi .id _ C
104. 236. 76. 230 147.237.0.16 £l Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
213.57.105. 174 |[Israel 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock
84.94.83. 115 I srael 147.237.72. 166 |aka. i df .i | Uhaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock
46.116.51. 253 [l srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method PCST for www aka. i df.il/nai n/ sachar/ mas. aspx Bl ock 1
165. 91. 12. 33 Lsh'mt:: 147.237.72. 156 |anan. i df . i | O stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots. txt B ock 1
128.93.90. 1 France 147.237.77.216|dover. i df .i | SSL Untraceabl e Gonnection - Unsupported d pher None 1
86.127.177.35 |Romani a 147.237.77. 74 |lawidf.il Dstributed PHP Attenpt B ock 1
. . - Unaut hori zed URL Access to
176.13.20.110 |l srael 147.237.77. 243 |nobi l e. i df . i | nobi | €. o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 1
142. 54. 160. 210 g“;:s 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to www 1916wh. coni B ock 1
105. 154. 151. 209|Mbrocco  [147.237.77. 216 |dover.i df . i | PHP At t enpt B ock 1
84. 94. 83. 115 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip_storage/files/2/ Bl ock 1
213.151.50.19 | srael 147.237.72. 166 |aka. i df . i | Unhknown Par arret er ct|00Sct | 00$cphii nScphSachar $ctl 17 1n None |1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
66. 249. 65. 14 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
128. 194. 135. 73 g“;:s 147.237.72. 156 [anan. i df . i | Ill1egal Byte Code Character in Header Nane User - agent B ock 1
86.127.177.35 |Romani a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
188.230.88.25 |lkraine 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wanidf.il/english/ Bl ock 1
79.179.177. 213 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1408- he/ at al . aspx B ock 1
Unknown Par anet er
46. 19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
. . Unaut hori zed URL Access to
149.78.253. 183 |l st ael 147.237.77. 176 |nat paSh' idf.il wan cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bt ock !
105. 154. 151. 209|Morocco  |147.237.77. 216 |dover. i df .i | Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
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