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02-11-2016-20:04:01 to 02-11-2016-21:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
109. 66. 30. 2 | srael 147.237.72. 166 aka.idf.il Bl ock_Ulp Al _Nets drop 3
79.176.183. 116 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
142. 54. 169. 165 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1
66. 249. 93. 184 | srael 147, 237.72. 166 aka.idf.il HTTP- M sc- BadBl ue- D r - Tr ave- 2 dest - reset 1
188. 138. 17. 205 F ance 147.237.76. 202 e halag.idf.il Block Np All _Net drop 1
38.229.1.13 Lhited Sates 147.237.76. 199 e. nakchal .idf.il Block Np All _Net drop 1
185. 56. 28. 67 Net her | ands 147.237.76. 197 e. hinush.idf.il Bl ock_Ulp Al _Nets drop 1
74.91. 28. 62 Lhited Sates 147.237.77.19 |l awforumidf.il bl ock-sp-traf 1 drop 1
123.186. 140. 124 Chi na 147.237. 76. 147 chinuch.aka.idf.il |B ock Wp Al Nets drop 1
66. 102. 9. 21 Lhited Sates 147.237.72. 166 aka. idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
185.94. 111. 1 147. 237.76. 30 hi nush. i df . i | Bl ock Udp Al Nets drop 1
78.189. 139. 209 Tur key 147.237.76. 177 ncore.idf.il Bl ock_Uip Al _Nets drop 1
142. 54. 160. 213 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
66. 249. 93. 182 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r- Tr ave- 2 dest - r eset 1
185. 130. 5. 224 147.237.76. 196 e.sviva.idf.il Bl ock Udp All Nets drop 1




02-11-2016-20:04:01 to 02-11-2016-21:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
31.168.13.78 I srael 147. 237. 72. 166 aka.idf.il Q008: HTTP: Xenu User Agent B ock 1
31.168. 13. 78 I srael 147.237. 76. 86 navy.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
31.168.13. 78 I srael 147.237.77. 216 dover.idf.il |Q008: HTTP: Xenu User Agent Bl ock 1
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1




02-11-2016-20:04:01 to 02-11-2016-21:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.93. 121 |147.237.76.86 |Wited Sates |navy.idf.il ET SCAN NVAP -sA (2) 2
123.157. 28. 185 |147.237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
123. 157. 28. 185 |147. 237. 76. 147 [Chi na chi nuch. aka. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
123.157.28. 185 |147.237.0.16 [China ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
80. 82. 79. 104 147.237.0.33 |Netherlands  [idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45. 137. 67 147.237.8.28 |Turkey e. nobi | e-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
31. 44.128. 97 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
180. 97. 106. 161 |147.237.8.24 [China elifestyleidf.il ET SCAN Potential SSH Scan 1
149. 78.240.35 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
123. 157. 28. 185 |147.237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
123.157.28.185 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
82.80.198.164 |147.237.72. 166 |l srael akaidf.il ET SCAN NVAP -sS wi ndow 4096 1
79.183.225.98 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 45. 137. 67 147.237.8.28 [Turkey e. nobi | e-ks.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218. 246. 0. 97 147.237.8.27 |China e.madimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 86. 54 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
187, 242, 220, 1541147 237 76. 34 | co yohal an.i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
2.54.182. 149 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
180. 97. 106. 36 |147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Devi ce

S reamng Engi ne: TCP

Inval i d segnent retransnission.

Action

‘Count

Inval i d Retransm ssi on

Packet dropped.

79. 183. 222. 67 | srael 147.237.0.34 |tikshuv.idf.il . .. dr o] 42
Inval i d Retransni ssion Packet dr opped. P
S reamng Engi ne: TCP i i ssi
109. 65. 184. 187 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 36
Inval i d Retransm ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
36.252.1.144  |Nepal 147. 237.77. 226 "‘i‘"l’"“ha”atz'aka"df drop First packet ismt SWN drop 29
36.252.1.144  |Nepal 147.237.77. 226 ‘“:"IW chanat z. aka. 1 \oyN At t ack SYN -> SYN-ACK -> Timeout |reject 18
reamn ine: T i i ssi
213.8.204.64 |israel 147.237.77. 243 |robi l e, i of .1 Streamng Engi ne: TCP Invalid segnent retransmssion. | . 15
Inval i d Retransnission Packet dr opped.
31. 13. 166. 83 glcis;ilgéan Tertito 147 237. 77. 176 |nat pash. i of . i | drop First packet isn't SWN dr op 12
185.120. 126. 178 147.237.72. 166 |aka.idf il dr op SAMrule drop 10
109. 65.73. 234 |Israel 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 9
S ream ng Engi ne: TCP i i ssi
5.29.205.233  |Israel 147.237.77. 243 |mbile.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 8
Inval i d Retransni ssi on Packet dr opped.
37.46.41.126 I sr ael 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |8
waw: chanat z. aka. i df SYN+ACK retransmt wth .
36.252. 1. 144 Nepal 147.237.77.226| Bad TCP sequence different vi ndow scal e monitor |7
S reami ng Engi ne: TCP i i ssi
79.182. 226. 138 I srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S reamng Engi ne: TCP i i ssi
89. 138. 243. 219 |Israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
2.52. 43. 252 I'sr ael 147.237. 72. 167 |i shuri maka i df .| mng tngihe- 1 Invalid segment retransmssion. |, 6
Inval i d Retransnission Packet dropped.
41.33.232.66  |Egypt 147. 237. 77. 216 |dover . i df .1 Bl ock HTTP Non Conpl i ant gzg:d to handie comection 1o g
5.22.131.121 I sr ael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
reamn ine: T i i ssi
176.13.7.231  [israel 147. 237. 76. 200 |ei tan. aka. i df .| Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |147.237.72.166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
85.130.199. 38 |l srael 147.237.72. 167 |i shuri maka. i o . i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
Sreamng Engi ne: TCP i i ssi
185.3.147.203 | srael 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
36.252. 1. 144 Nepal 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout [reject 6
S reaming Engi ne: TCP i issi
109.66.37.93  |Israel 147.237.72. 166 |aka.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reanming Engi ne: TCP i i ssi
66.249.65.22  |Uited Qates 147. 237.77. 243 |mobi l e i o i mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S ream ng Engi ne: TCP i i ssi
5.28.183.118  |Israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
. . SYNtAXK retransmt with .
46. 19. 86. 54 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent wi ndow scal e noni t or 5
149. 78.18. 91 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert 5
80. 246. 136. 164 |l srael 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 5
149.78.18. 91 I srael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
24.87.154. 112 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
37.46.39. 15 I srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber monitor |5
46. 19. 86. 54 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
37.46.41.126 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval id ACK nunber nonitor |4
46. 19. 85. 56 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber aert 4
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop Frst packet isn't SYN drop 4
S reanming Engi ne: TCP i issi
87.69.33.189 | srael 147. 237. 77. 243 |nobi l e.i df . i1 mng Ehgine: 7 Invalid segnent retransmssion. | . 4
Inval i d Retransnission Packet dr opped.
37.46. 41. 233 | srael 147.237.72. 167 |i shurimaka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 56 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
109. 65. 73. 234 |Israel 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
46. 19. 85. 140 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i B ock HTTP Non Conpl i ant Zgjtged to hand e connection  Jopnitor |
46.19. 85. 14 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
S ream ng Engi ne: TCP i i ssi
79.176.179.3  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
185. 120. 125. 30 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
S reamng BEngi ne: TCP i i ssi
87.68.147.157 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3




02-11-2016-20:04:01 to 02-11-2016-21:04:01

Attacker Address |Attacker Qountry Target Address |Jte Signature
S ream ng Engi ne: TCP i i ssi

149.78. 252. 146 |Israel 147. 237.72. 166 |aka. i of .11 mng tngine. 1 Inval i d segnent retransmssion. |, 3
Inval i d Retransni ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi

79.179.161.77 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi

83.130.113.99 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 3
Inval i d Retransnission Packet dropped.

5.102. 254. 12 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3




02-11-2016-20:04:01 to 02-11-2016-21:04:01

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.18.230 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 32
79.177.207.89 |Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 7
109. 253. 215. 92 |I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 6
176. 13. 23. 46 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from 176. 13. 23. 46 B ock 5
213. 8. 204. 64 I srael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 4
213.57.253.118 I srael 147.237.77. 216 |dover . i df . i | V\Ux:x?\zuit gfo .riI Iz/etdenL:)?_ atpecs(;esshitrte(é/ user cont r ol s/ navrenu/ undef i ned Bl ock 4
46. 19. 86. 105 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
2.54. 40. 90 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
176.13.23.46  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt:?rc;lee? , g;eggrcyetim s/ 1 st chi | ddocument s/ 1362 Bock |2
80.179.90. 246 |[Israel 147.237.72. 166 |aka. i df . i | Distributed Whaut hori zed LR Access on aka.idf.il/gryus B ock 2
213. 8. 204. 64 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
87.69. 33. 189 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 65. 73. 234 |Israel 147.237.72. 156 [anan. i df . i | SSL WLhtraceabl e Gonnection - Protocol violation (SSL_CONN CLIENT HALLO |None 1
84.110. 7. 217 I srael 147.237.72. 166 [aka. i df . i | O stributed Uhaut hori zed URL Access on waw aka. i df .il/xmrpc. php Bl ock 1
68.180.228. 112 |Lhited Sates|147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/994-8613- he/ navy. aspx. aspx |B ock 1
208.184.77.186 |Lhited Sates|147.237.72.166|aka.idf .il Uhaut hori zed URL Access to aka.idf.il/gyrus B ock 1
149.78.145. 167 |Israel 147.237.77.234|hal ag. i df . i | i;t rzi:,’t;f’t?;’fj2?;?;232;2?};‘:&/@??5; l(_’gi . Bl ock 1
Unknown Par arret er
37.26.147.191 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01%ct | 03$chbl Questi on$6  [None 1
in ww aka.idf.il/nmain/giyus/questionnaire. aspx
89. 138. 243. 219 |[lIsrael 147.237.77.243|nobi l e.i df . i | DO stributed Suspici ous Response Qode B ock 1
213.57.175.224 |israel 147.237.77.233|atal .i df .i e Jhaut hor zed (R peesals Bock |1
62. 0. 103. 156 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
203.176.215.11 |Hong Kong [147.237.77.216|dover.idf.il Dstributed PHP At tenpt Bl ock
109.67.176.12  |Israel 147. 237.72. 166 |aka. i df . i | m”ai‘g‘?i gf""'riz’}';':m.e;/ ;mfwﬁngmgp: et o asix None 1
84.110.7. 217 I srael 147.237.76.31 |nakchal .idf.il [Distributed PP Atenpt B ock 1
212.179. 3. 44 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt Bl ock 1
68.180.230.29 |Lhited States|147.237.77. 176 |mat pash. i df .i| [Paraneter Type Mol ation PageNumin wn cogat . idf.il/1038-ar/cogat.aspx [B ock 1
157. 55. 39. 39 Lhited Sates|147.237. 77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwww i df . i|/1523-en/ dover. aspx+i df bl og B ock 1
37.142. 64. 36 I srael 147.237.77.234|hal ag. i df . i | PHP Attenpt Bl ock 1
109. 65. 26. 107 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
80.179.90.246 |[Israel 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed LR Access on aka.idf.il/gyrus B ock 1
66. 249. 65. 22 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code Bl ock 1
203.176.215.11 |Hong Kong |[147.237.77.216|dover.idf.il Dstributed Unaut hori zed LRL Access on v i df.il/xmrpc. php B ock 1
5. 29. 205. 233 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
109. 253. 194. 83 |l srael 147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ 894- he/ nakhal . aspx Bl ock 1
84.110.7.217 I srael 147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to wan nakhal .idf.il/xmrpc. php B ock 1
212.179.3. 44 I srael 147.237.72. 166 |aka. i df . i | O stributed Unauthorized URL Access on waw aka. i df .il/xmrpc. php B ock 1
68. 180.230. 29 |Lhited States|147.237.77. 176 |mat pash. i df .i| |Paraneter Type Mol ation PageNumin v cogat . i df.il/2110- he/ cogat. aspx |Bl ock 1
176.13.15.84  [Israel 147.237.77. 234|hal ag. i df . i | i;f rz'g)t;u;‘;dzgﬂmgggzhﬁ/ﬁﬁ‘z 1(.)2:;i . Bock |1
37.142. 64. 36 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to wwv | ogi stics. atal.idf.il/xnrpc. php Bl ock
109. 65. 73. 234 |Israel 147.237.72. 156 [aman. i df . i | Mil tipl e Untraceabl e SSL Sessions from 109. 65. 73. 234 (Qpen Mode) None 1
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | mu;:;a:tl.?z(fj.ﬁsf;f;s;;g(;/ﬂ | sl O si 262200 3410, pg. src Bock |1
84.108. 38. 14 I srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 65. 224 |l srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 65. 224 B ock 1
207.46.13. 31 Lhited Sates|147.237. 77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock
31.13.109.116 |ireland  [147.237.76.86 [navy.idf.il m”tr]g‘\),;'fecﬁ 1 09 5936 hel navy. aspx&h-uadgunedi Bock |1
85. 250. 35. 13 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock 1
79.177.206.49 [israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
40.77.167. 80 Lhited Sates|147.237.72. 166 |aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 65. 73. 234 |Israel 147.237.72. 156 [aman. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
84.110. 7. 217 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP At tenpt Bl ock 1
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