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02-11-2016-19:04:01 to 02-11-2016-20:04:01

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack drop 2
185.94.111. 1 147.237.76. 198 e.yohal an.idf.il ock_Udp All _Nets dr op 1
1.33.83.219 Japan 147.237.76. 199 e.nakchal .idf.il |Bock Wp All Nets drop 1
185. 130. 5. 224 147.237.76. 31 nakchal .idf i Block Udp All Nets dr op 1
74.91. 28. 58 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 224 147. 237. 76. 201 e.atal.idf.il Block Udp Al Nets drop 1
185.94.111. 1 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1




02-11-2016-19:04:01 to 02-11-2016-20:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Tar get Address |Site Devi ce Action |Oount |
31.168.13.78 I srael 147.237.72.166 |aka.idf.il Q008: HTTP: Xenu User Agent B ock 1
31.168. 13. 78 I srael 147.237.76.86  |navy.idf.il Q008: HTTP: Xenu User Agent Bl ock 1
31.168.13. 78 I srael 147.237.77.216 |dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
155. 94, 254. 143  |Lhited Sates 147.237.77.176 |matpash.idf.i| |16634: HTTP. Apache HTTP Server nod_status Request B ock 1
188. 165. 15. 129  |France 147.237.0. 34 tikshuv.idf.il |28 HITP. AhrefBot craw er B ock 1




02-11-2016-19:04:01 to 02-11-2016-20:04:01

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
37.161. 157. 142 |147. 237. 77. 216 |France dover.idf.il ET SCAN NVAP -sA (2) 2
2.54.16. 164 147. 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
180. 97. 106. 161 |147. 237. 76. 34 [Chi na yohal an. i df .i| ET SCAN Potential SSH Scan 1
180. 97. 106. 36 [147.237. 77. 243 |Chi na nobi | e.idf.il ET SCAN Potential SSH Scan 1
123 105, 130, 67 |147. 237, 76.31 |Tai van nekehal idh il ET SIDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
89.255.21.58 [147.237.77. 178 [Net her| ands e. natpash. i df . i1 ET SCAN Potential SSH Scan 1
222.186.56. 42 [147.237.76.30 [China hi nush. i df i ET SCAN Potential SSH Scan 1
75.148.3.165 [147.237.0.19 |Wnited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
198.12.82.58 [147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
51.254.23.230 |147.237.8.50 E:irfgegom e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.19.86.149  |147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
183.60.48.25 [147.237.76.44 |hina e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31.168.21.176 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
180. 97. 106. 162 |147. 237. 72. 166 [Chi na aka.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 37 |147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
180. 97. 106. 36 |147.237.0.35 [China akavs. i df .i | ET SCAN Potential SSH Scan 1
109. 65. 203. 214 [147. 237. 72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
222.186.56.42 |147.237.76.44 |hina e.refuah.idf.il ET SCAN Potential SSH Scan 1
77.127.178. 105 |147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
218.246.0.97 |147.237.8.50 |China e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
75.148.3.165 [147.237.0.16 |nited Sates |ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
198.12.82.58 |147.237.0.33 |lhited Sates |[idf.il ET SCAN NMAP -sS wi ndow 1024 1
51.254.23.230 [147.237.8.28 zir:;gom €. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183.60.48.25 |147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1




02-11-2016-19:04:01 to 02-11-2016-20:04:01

|Top Attackers In FW |

At acker

Count ry Target Address |Ste Signature
108.61.18.36 |Liited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 104
108.61.18.36 |Wiited Sates [147.237.76. 147 |chinuch. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 103
46.19.85.110 |Israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 38
41.33.231.90 |Egypt 147. 237.77. 216 |dover.idf .il drop SAMrul e drop 30
62.90.142. 51 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 22
e SYN+ACK retransmt with .
62.90.142.51  |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal nonitor |21
46.19.85.110 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber monitor |20
27.97.77.239 India 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 18
62.90.142.51 |[lsrael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
Sreanming Engine: TCP Invalid i i ssi
31.168.66.62 |Isradl 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
79. 183. 147. 128 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. |, 12
Ret r ansm ssi on Packet dropped.
185. 24. 206. 35 |Israel 147. 237.77. 176 |nat pash. i df . i | drop First packet isn't SWN drop 12
46. 19. 86. 12 I srael 147.237. 72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |10
2.54.19.91 I srael 147.237.72. 167 |i shurimaka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreanming Engine: TCP Invalid i i ssi
79.181.126.69 |Isradl 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
185. 3. 147. 247 |Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
46. 121.242.35 |Israel 147.237.76.30 |hinush.idf.il dr op First packet isn't SN drop
46. 19. 86. 82 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
50. 182. 230. 239 |Wnited Sates  |147.237. 72. 167 |i shuri maka. i df .1 9 =g Invalid segnent retransmssion. |, 8
Ret r ansm ssi on Packet dropped.
2.54.21.48 I srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning BEngine: TQP Invalid i i ssi
77.127. 209. 155 |1 srael 147. 237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 6
Ret ransm ssi on Packet dr opped.
93.173. 231. 229 [l srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.178.126.73 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
2.52.145.55 | srael 147.237.72. 166 |aka. i df . i SYN Attack rej ect 6
Russi an Lo Sreaming Engine: TCP Invalid [invalid segnent retransnissi on.
141.8.132.112 | oo 147.237.72. 166 |aka. i df i Ret r ansmi Ssi on Packet  dr opped. drop 6
79.181. 187. 231 [l srael 147.237.72. 166 |aka. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
149. 88. 216. 160 |l srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.182. 222. 113 |I srael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. ., 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
84.229. 131. 179 |I srael 147. 237.77. 243 |nubi 1 e.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.177.215.59 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. ., 6
Ret ransm ssi on Packet dropped.
41.33.232.66 |Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
37.26.146.218 |[lIsrael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
. . SYNtAXK retransmt with .
185. 24. 206. 35 |l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence di fferent wi ndow scal e noni t or 5
5.102.242.190 |l srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber nonitor |5
46. 19. 86. 82 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |5
2.54.19.91 I srael 147. 237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d AGK nunber aert 5
109. 67. 121. 158 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
2.54.19.91 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
46.19.85.57  |Israel 147.237.77. 233 |atal i df .i 9 =9 Invalid segnent retransmssion. | 5
Ret r ansni ssi on Packet dr opped.
31.210.187.33 |[Israel 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
2.54.19.91 | srael 147.237.72. 167 |i shurimaka. i df .il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
185. 24. 206. 35 |l srael 147.237.77. 176 |mat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |4
141.0.14.119  |Europe 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
31.210.186. 62 |[lIsrael 147.237.72. 156 |aman. i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |4
87.69.99.215 |israel 147. 237.77. 226 "f"l‘"‘Cha”atZ' aka.ldl |gag TOP sequence Invalid ACK nunber moni tor |4
46.121.242.35 |[lsrael 147.237.76.30 |himush.idf.il Bad TCP sequence monitor |4
128.194.3.195 |lLhited Sates |147.237.72.166 |aka.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor
Sreaning BEngine: TQP Invalid i i ssi
198.204. 249. 34 |Uhited Sates  |147.237.72. 166 [aka. i of il g =g Invalid segnent retransmssion. g, 4
Ret r ansm ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.47.26 | srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 82
149. 78. 236. 173 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 56
. - . Too Many of the Sane Response Code (404) in Session from
84.109. 104. 237 |l srael 147.237.0.34 |tikshuv.idf.il 84. 109, 104. 237 B ock 11
66. 249. 65. 14 I srael 147.237.77.243|mobi l e. i df . i | Mil ti pl e Unaut hori zed URL Access from 66.249. 65. 14 B ock
161. 10. 157.37 |Col onbi a 147.237.0.34 |tikshuv.idf.il |Dstributed PHP Attenpt B ock
. . . Unhaut hori zed URL Access to
79.179. 142. 164 |l srael 147.237.77. 243 |nobi l e. i df . il nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 5
161. 10. 157. 37  |Col onbi a 147.237.0.34 |tikshuv.idf.il |Mitiple Wauthorized URL Access from 161. 10. 157. 37 B ock 5
46.19. 86. 86 I srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 4
95. 86. 88. 91 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 2
2.54.186. 106 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
79.181. 240. 223 |[Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 2
Russi an . . Unhaut hori zed Met hod CPTIONS for
109.63. 246. 103 Federation 147.237.72.166 [aka. i df . i | v aka. i df . i |/ mai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 2
46.116. 114. 246 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.52.22. 204 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
165.91.12.184 |Uited Sates [147.237.72.156|anan. i df . il D stributed Uhaut hori zed URL Access on list.ips.gov.il/robots.txt B ock 1
Unknown Par arret er
85. 250. 187. 6 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03%chl Questi on$ |None 1
71 in aka.idf.il/nain/giyus/questionnaire. aspx
128.194. 131. 138|thited Sates |[147.237.72. 156 |anan. i df . i | Dstributed Lhaut hori zed URL Access on list.ips.gov.il/robots.txt B ock 1
62.114.167.92 |Egypt 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka. idf.il/xmrpc. php B ock 1
109. 65.121. 76 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/main/giyus/ controls/atuda/ A |B ock 1
92.53. 114. 87 RJF Sﬁ::ﬂ on 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal .idf.il/wordpress/ wp-adnn/ Bl ock 1
31. 168. 66. 62 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/nat ash Bl ock 1
218. 38. 33. 24 ?rea’ Republic |, /7 537 77. 216 |dover. i df . i | Distributed PHP At enpt B ock 1
161. 10. 157.37 |Col onbi a 147.237.0.34 |tikshuv.idf.il [|Admn B ocking B ock 1
84.108. 204. 229 |l srael 147.237.77. 170 |maar achot . i df . i | [Distributed PP Attenpt B ock 1
119. 94.183.37  |Philippines 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
66.249.66. 131 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/fil es/ 9/ 2359. j pg |B ock 1
50.63.138.151 |[lhited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnmin/ B ock 1
Unknown Par arret er
185. 110. 109. 103 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl acetHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
85. 250. 221. 196 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for waw aka. i df.i|/mai n/sachar/faq. aspx Bl ock 1
. . Unaut hori zed URL Access to
79.180.114. 154 I srael 147.237.72.166 [aka. i df . i | vy aka. i df . i | / sachar/regi ster/ nai | i ngsi gnup. asp Bl ock !
149.78.37.172 |l srael 147.237.72. 166 |aka. i df . i | 'llegal Byte Qode Character in URL /nai n/kapatz//res Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
109. 66. 141. 188 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.64.171 |[Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/tenpl ates/ events/ events. aspx |B ock 1
93.141.190.14 |[Qoatia 147.237.77.216|dover . i df . i O stributed PHP A tenpt B ock 1
37.46.251.236 |lkraine 147.237.77.216|dover . i df . i Lhaut hori zed LRL Access to waw idf.il/nazi'a=0 Bl ock 1
218. 38. 33. 24 ?rea’ Republic |, /7 537 77. 216 |dover. i df . i | Oistributed Unauthorized URL Access on wawidf . i1/xmrpc. php B ock 1
84.108. 204. 229 |l srael 147.237.77. 170 [n@aar achot . i df . i | [Unaut hori zed URL Access to maarachot.idf.il/xnirpc. php Bl ock 1
119. 94. 183.37  |Phili ppi nes 147.237.77.74 |lawidf.il Lhaut hori zed URL Access to ww | aw i df.il/xmrpc. php B ock 1
66.249.66.191 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ il es/ 2/ 2372. j pg |B ock 1
54.163.91.231 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Uhaut horized URL Access from 54. 163. 91. 231 B ock 1
95. 154. 214. 2 Eiqlr:gegom 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua. atal.idf.il/ol d/ wp-admin/ B ock 1
186. 202. 151. 18 |Brazil 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
86. 174. 191. 160 Ei“'ntgegom 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to v i df.il/navy/ B ock 1
Unknown Par arret er
79.181.101.172 |lIsrael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acekHol der $ct | 38$ct | 01%$ct | 03%chl Questi on$ |None 1
2 in ww aka.idf.il/nain/giyus/questionnaire.aspx
149.78.37.172 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Bite Gode Character in URL from 149. 78. 37. 172 B ock
109. 160. 242. 221 |1 srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/gius B ock
93.141.190.14 |Qoatia 147.237.77.216|dover.idf .l O stributed Waut horized URL Access on vww i df . il /xmrpc. php B ock 1
. . O stributed Unhaut hori zed URL Access on
46. 19. 85. 57 I srael 147.237.77.233(atal .idf.il 147, 237. 77. 233/ 1135- hel at al . aspx Bl ock 1
128.194.3.195 |lhited Sates [147.237.72.156|anan.idf .il Distributed Uhaut hori zed URL Access on list.ips.gov.il/robots. txt B ock 1
68.180.230.29 [Lhited States |147.237.77.176|mat pash.idf.il |Unauthorized URL Access to ww cogat.idf.il/894-en/ nat pash. aspx B ock 1
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