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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
79.176. 133. 76 | srael 147.237.77. 216 dover.idf.il B ock_Wp Al _Nets drop 35

109. 67. 50. 138 | srael 147.237.72. 156 anan. idf.il B ock_Up Al _Nets drop 6
79.177.221. 84 | srael 147.237.77. 216 dover.idf.il B ock UWp Al Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2

115. 239. 228. 10 Chi na 147.237.76. 147 chinuch. aka.idf.il |JLM Under Attack Con Htp drop 2
128.194. 131. 235 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1

142. 54. 160. 211 Lhited Sates 147.237.77.233 atal.idf.il bl ock-sp-traf 1 drop 1

188. 165. 222. 221 France 147.237.76. 201 e atal .idf.il B ock_Up Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
Ger many 147.237.76. 31 nakchal .idf.il 0543: HTTP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
84.228.182. 140 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
84.108. 190. 181 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 82. 64. 68 147. 237. 72. 167 |[Net her | ands ishurimaka.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
75,112 30. 10 147 237 8,50 |uited Sates o tikshuv.idh. il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.8.46 |China e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
218.246.0. 97 147.237.76.31 |China nakchal.idf.il [ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0.19 |China madimatal .idf.il|ET SCAN Potential SSH Scan 1
I . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
119. 196. 222. 180|147. 237. 76. 44 ok‘f’rea RepUDI I C o et uah. i df i Potential Sean or Brute For Ze 1
51.254.23.230 |[147.237.77.176|Wni ted Ki ngdom|natpash.idf.il |ET SCAN NVAP -sS w ndow 1024 1
109. 226. 18. 233 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.151.52.161 [147.237.77. 178 |Wkrai ne ematpash.idf.il [ET SCAN NVAP -sS w ndow 1024 1
85. 64. 66. 85 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
2.54. 39. 166 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
84.228.130. 107 |147.237.72.166 | srael aka.idf.il portscan: TGP D stributed Portscan 1
81.218. 125. 133 |[147.237. 72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.177.114.79  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77.61 |China e.cogat.idf.il |ET SCAN Potential SSH Scan 1
222.186.34. 177 |147.237.76. 197 |Chi na ehimshidf.il [ET SCAN Potential VNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.0. 200 |Chi na mdu.idf il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, Potential
51.254.23.230 |147.237.77.212|United Ki ngdom|e.dover.idf.il . 1
Scan or Infection
109. 226.26.30  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
51.254.23.230 [147.237.0.19 [United Ki ngdom|nadi matal.idf.il|ET SCAN NVAP -sS w ndow 1024 1
109. 67. 234. 188 |147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
41.43.207.152 |147.237.77. 216 |Egypt dover.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
108. 61. 18. 36 Lhited Sates [147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 579
108. 61. 18. 36 Lhited Sates |147.237.76. 147 |chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 578
80. 246. 133. 188 I srael 147.237.76.42 |refush.icf.il  [Bad TCP sequence S retransmt wth different moni tor (171
w ndow scal e
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i ssi
109. 253. 222. 147|i srael 147.237. 77. 243 |robi | e. i df . | 9 =g Inval i d segnent retransnission. drop 24
Ret r ansmi ssi on Packet dr opped.
37.26.147.255 |lsrael 147.237.77. 216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 16
2.54.19. 41 I srael 147.237.0.19 |madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 15
Sreaning Engine: TCP Invalid i i ssi
46.19.85.110  |israel 147.237.0.19 |nadimatal .idf.il 9 =9 Invalid segment retransmssion. drop 12
Ret ransm ssi on Packet dropped.
46. 19. 85. 60 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 11
46.116.24.239 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
80. 246.139. 46 I srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SINAK retransmt with different Joooior |7
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber noni t or
Sreaning BEngine: TCP Invalid i i ssi
77.127.209. 155 |Israel 147.237.72. 166 |aka. i df .| g =g nvalid segnent retransnssion drop 6
Ret r ansni ssi on Packet dr opped.
80. 246. 139. 166 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval id ACK nunber noni t or
176.13.14.9 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 139. 166 |l srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
132. 64. 158. 219 | srael 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
109. 253. 138. 104/l srael 147.237.77. 243 |nobil e.idf . i1 Bad TCP sequence Invalid ACK nunber noni t or 6
31.210.187.4 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
80. 246. 139. 166 |l srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 28 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
109. 253. 138. 104/l srael 147. 237.77. 243 |nobile. i f . | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19.85.188  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
95.91.214.24  |Germany 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =9 Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19. 85. 161 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert
5.102. 254. 60 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
46.19.86.203  |Israel 147.237.0.19 |nadimatal.idf.il g =g Invalid segnent retransnssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176.224.43  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dr opped.
80. 246. 139. 166 |l srael 147.237.72. 166 |aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect
46. 19. 85. 207 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert
Sreanming Engine: TCP Invalid i i ssi
109. 64. 42.207  |israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
80. 246. 139. 166 |l srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber aert
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert
31.168.217.46 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SINHAK retransmt with different oo s
w ndow scal e
46.120.75.162 |Israel 147.237.72. 166 |aka. i df .i SYN At ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 209 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 5
79.182.25.147 |Israel 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
81.218. 165. 8 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
188. 120. 154. 68 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval id ACK nunber noni t or 4
80. 179. 210. 222 |Israel 147.237.72. 167 [ishurimaka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
68.180.229. 230 |lLhited States [147.237.0.15 |kosher-kravi.idf.ilfdr op First packet isn't SYN drop 4
37.142.191.96 |[Israel 147.237.77. 216 |dover. i df il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
80.179. 9. 115 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.157. 110 I srael 147.237.0.19 |nadimatal.idf.il |SYN A tack SYN -> SYN-ACK -> RST rej ect 4
Sreanming Engine: TCP Invalid i i ssi
46.117.65.158 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 4
Ret r ansni ssi on Packet dr opped.
193. 43. 245. 250 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
185.32.179. 128 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 228
185.32.179. 128 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 182
5.22.135. 123 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 179
46.19.85.3 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 169
46.19.85.3 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 138
2.54.157. 110 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 107
79.182.70.74 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 95
46. 19. 86. 203 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 72
46.19. 85. 3 | srael 147.237.0.19 |nadi matal .idf.il Igf’l':g‘g_o; the Sane Response Code (403) in Session from Bock |48
185. 32.179. 128 |Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (403) B ock 42
2.54.19. 41 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 20
46. 19. 85. 110 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
46. 19. 86. 203 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 18
2.54.157. 110 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11
109. 253. 199. 161l srael 147.237.77. 216 |dover.idf .il Mil tipl e Unaut hori zed URL Access from 109. 253, 199. 161 B ock
36. 224. 242. 141 |Tai wan 147.237.76.86 |navy.idf.il Dstributed PHP Attenpt B ock
80. 246. 130. 246 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock
109. 64.42.207  |Israel 147.237.72.167 i shuri maka. i df . il Igg' “gzr_‘yzlzolfzé;‘e Sane Response Code (404) in Session from Bock |6
36.224. 242, 141 |Tai wan 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 36.224.242. 141 B ock 5
2.54.161. 254 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 4
2.54.175. 229 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19. 85. 196 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.149.176 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
79.178.162.53 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
213. 239. 205. 66 |Ger many 147.237.76.31 |nakchal .idf.il Ml tiple Uhauthorized URL Access from 213. 239. 205. 66 B ock 2
46.19. 85. 19 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
109. 64.10.101  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for wan aka. i df . il/gi yus/ ganda/ def aul t. asp |B ock 2
Unknown Par anet er
79.180. 168. 122 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct | 01$ct | 03%chl Quest i on [None 2
$58 in aka. idf.il/nain/giyus/questionnaire. aspx
2.54.19. 41 I srael 147.237.0.19 [madi matal .idf.il Suspi ci ous Response Code B ock
5.22.131. 60 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
Unknown Par arret er
79.180. 168. 122 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 13%ct |1 01$ct | 03%chl Quest i on [None 1
$82 in aka.idf.il/nan/giyus/ questionnai re. aspx
208.80.194.30 [lhited Sates|147.237.76.42 |refuah.idf.il ﬂ?“t;;c;”;:d‘lzﬁmxiiﬁ o erbed 02y { <f i vk Bock |1
68.180.228.112 |lnited Sates|147.237.77.216|dover.idf.il Par anet er Type M ol ati on PageNumin waw i df.il/1133-he/ dover.aspx  |B ock
36.224. 242. 141 |Tai wan 147.237.76.86 |navy.idf.il Admi n Bl ocki ng Bl ock
109. 67.202. 42 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Ml formed UR B ock
93.172.10.216 | srael 147. 237.72. 156 |anan. i df . i | (Sz‘stj_‘ tégiﬁibggpﬁ”gﬁi gll_DZrT(jijcz?!o\-ﬂA?\IgEI) on None 1
62.114.167.92 |Egypt 147.237.77. 170 |n@ar achot . i df . i | Dstributed PHP Attenpt B ock 1
169. 229. 3. 91 Uhited Sates|147.237.76.200|ei t an. aka. i df . il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
157.55.39. 104 |Uhited Sates|147.237.72. 166 |aka. i df .i | Uhknown Paraneter tmin wuw aka. i df.il/main/giyus/ None 1
84.108.186.33 |[Israel 147.237.77.233|atal .idf.il Dstributed PHP Attenpt B ock 1
46.19. 85. 135 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df . il/dover/site/ nai npage. asp B ock 1
37.142.68. 19 | srael 147.237.77. 176 |mat pash. i df . i | Dstributed PHP Attenpt B ock 1
109. 67.202. 42 |Israel 147.237.72.166 |aka. i df . i | Mal formed HTTP Header Line 1 B ock 1
79.177.204. 44  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuwu aka.idf.il/main/ B ock 1
197.53.27. 35 Egypt 147.237.77.216|dover. i df .i | Distributed Unauthorized URL Access on waw i df.il/xmrpc. php Bl ock 1
66. 249. 69. 11 | srael 147.237.0. 16 ;Tyl_ lkOSher -kravi.id Uhaut hori zed URL Access to wwu ny-kosher-kravi.idf.il/robots.txt Bl ock 1
169.229.3.91  [lhited Sates|147.237.77.234|hal ag.idf .il Unknown HTTP Request Method J* B ock
109. 67.202. 42 |l srael 147.237.72. 166 |aka. i df . i | Abnormal |y Long Header Line request header nane B ock
Illegal Byte Qode Character in UR. [[#22]] O4[#29]]" Azx
169. 229. 3. 91 Lhited Sates|147.237.76.200(eitan. aka.idf.il [[#20]] [[#14]] Ace(Na€Z] [ #1] ] A€¢_AYX"A?74yA- | A3 x314€~ B ock 1
Re[[#23]] A?x kg
85. 65. 202. 64 I srael 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
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