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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
115. 239. 228. 10 Chi na 147.237.76. 148 gogcenter.aka. idf.il [JLMPurple Gon Limt _Htp drop 2
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 1
185. 130. 5. 224 147.237. 76. 30 hi nush. i df . i | ock Wdp Al Nets drop 1
115. 239. 228. 10 Chi na 147.237.76. 148 gogcenter.aka.idf.il |[JLM Under Attack Con Htp drop 1
185. 130. 5. 224 147.237. 76. 34 yohal an.i df .i| Bl ock_Udp All _Nets drop 1
185. 56. 29. 24 Net her | ands 147.237. 76. 30 hi nush. i df .i | Bl ock_Ulp All _Nets drop 1
185. 130. 5. 224 147. 237. 76. 201 e.atal.idf.il ock Wdp Al Nets drop 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 38 e.eneitav.idf.il Bl ock_Udp All _Nets dr op 1
185. 56. 29. 24 Net her | ands 147.237.76. 31 nakchal .idf.il ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
85. 244, 191. 251 Port ugal 147.237.77. 216 dover.idf.il Q008: HTTP: Xenu User Agent B ock 1
151. 80. 31. 125 Italy 147.237.76. 31 nakchal .idf.il 28: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
66. 249. 78. 216 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN NVAP -sA (2) 2
213.57.59. 40 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
185. 130. 5. 160 147.237.77. 243 nobi l e.idf.il ET SCAN NVAP -sS w ndow 1024 1
114.112. 90. 54 147.237. 8. 28 Chi na e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 66. 183. 124 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
109. 65. 166. 254 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.181. 170. 72 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
46.117. 217. 166 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
31. 210. 187. 237 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.52.21.47 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
149. 78. 23. 60 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
109. 67. 193. 126 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 109. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.94. 34. 184 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
37.26.148. 155 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.217.198 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
108. 61. 18. 36 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 363
108. 61. 18. 36 Lhited Sates |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 362
Sreaning Engine: TGP Invalid i i sSi
79.176.224. 43 |israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segrent retransmssion. drop 276
Ret ransmi ssi on Packet dropped.
46. 19. 86. 246 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid AGK nunber noni t or 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
reamng BEngine: TCP Invali i i SSi
46.19. 85. 4 I srael 147.237.77. 243 |nobi l e. i of . Streamng Engi ne: TCP alid invalid segnent retransnissi on drop 21
Ret ransm ssi on Packet dr opped.
212.117.136.7 |lsrael 147.237.76.86 |navy.idf.il drop Frst packet isn't SN drop 20
Sreaning Engine: TGP Invalid i i sSi
46. 19. 85. 94 I srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segrent retransmssion. drop 18
Ret ransmi ssi on Packet dropped.
81.218. 241. 25 | srael 147.237.72. 167 |i shuri maka. i of . i I|dr op First packet isn't SN drop 17
2.54.165. 140 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 15
80. 246. 133. 166 |Israel 147.237.76.42 [refuah.icf.il  |Bad TCP sequence SN retransnt wih different moni tor |15
W ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.52.150. 58 I srael 147. 237. 77. 243 |nobil e.i df . i g =g nval i d segnent retransmssi on. drop 15
Ret ransmi ssi on Packet dr opped.
reamng BEngine: TCP Invali i i SSi
46.19.86.123  |Israel 147.237.0.19 |macimatal.ir. i |2 €M NG Engine: TCP Invalid  invalid segnent retransnissi on drop 12
Ret ransm ssi on Packet dr opped.
46. 19. 85. 59 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i sSi
109. 253. 132. 238|l srael 147.237.77. 243 |nobil e.i df . 9 =g Invalid segrent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
2.54.165. 140 I srael 147.237.72. 166 |aka i df .i | SYN Att ack rej ect 11
212.29.202. 226 |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 10
212, 20.202. 226 |Israel 147.237.76.42 [refuah.icf.il  |Bad TCP sequence SN retransnt wih different alert 10
W ndow scal e
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 10
212, 29.202. 226 |Israel 147.237.76.42 [refuah.icft.il  |Bad TCP sequence S retransmt wth different moni tor |10
w ndow scal e
46. 19. 85. 246 I srael 147.237.72. 167 |ishurimaka.idf .il|Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaming Engine: TCP Invalid i i ssi
37.26.147.174 |Israel 147.237. 77. 243 |robi 1 e i df . i | g =g nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
185. 89. 217. 234 147.237.72. 166 |aka.idf . il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 68 I srael 147. 237. 77. 243 |nobil e.i df . i g =g vl i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46.19. 85. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or
46.19. 85. 172 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
194.90.189.89 |israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 161 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi
77.127.209. 155 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
2.54.13.150 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
37.26.146.225 |Israel 147.237. 77. 243 |robi 1 e i df . i | g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
46. 120. 130. 160 |l srael 147.237.77. 243 |nobi l e. i of . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
S SYNretransmit wth different .
109. 66. 6. 229 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 6
Sreaning BEngine: TQP Invalid i i SSi
176.13.2.221  |Israel 147.237.77. 243 |nobi l e. i of . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or 6
Sreaning Engine: TCP Invalid i i SSi
194.90.37.74  |israel 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 21 | srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TGP Invalid i i sSi
79.181. 217. 210 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
149.78. 229. 157 |Israel 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 199 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
2.54.165. 140 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 5
94.230. 86. 183 |l srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 5
149.88.92.220 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54.165. 140 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 5
2.54.165. 140 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber noni t or 5
188. 120. 148. 157|l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
149.88.92.220 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 59 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
79.181. 181. 142 |l srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 123 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
46.19. 86. 123 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 68
2.52.136.75 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 61
109. 253. 216. 67 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 29
2.54.11.85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 22
2.54.19. 41 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 22
84.108.25.197 |lsrael 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 16
2.54.12. 157 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut hori zed URL Access from 2.54.12. 157 B ock 15
2.54.144. 185 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
46. 19. 85. 186 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 6
46.19.85. 4 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 5
46.19. 85. 94 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 4
2.52.150. 58 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode B ock 4
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut horized URL Access from 81.218. 241. 25 B ock 3
109. 253. 217. 230]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 255 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
46. 19. 86. 68 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
5.29. 76. 120 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
46. 19. 86. 119 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
213.57.233.68 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df . il /v ti kshuv.idf.il B ock 2
109. 253.213.7  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.120. 130. 160 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 2
37.26.147.174 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
2.54.165. 22 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
87.69. 58. 81 I sr el 147.237.72. 166 |aka. i df . i | m”;kgorl idleeidl /'\f;j wgagf;}%e?;ul ¢ aspx Bl ock 2
2.54.27.133 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock

109. 253. 132. 2381 sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock

80. 192. 172. 39 E?ir:;gom 147.237.77.216|dover . i df . i | Dstributed Whaut hori zed LRL Access on wan i df.il/xmrpc. php |Bl ock 1
169.229.3.91  |Wited Sates [147.237.77. 170 |n@ar achot . i df . i | g‘g';'z'o'zg '3'_'9933] Byte Qe Character in Method from B ock 1
68.180.229.239 [lLnited Sates [147.237.72.166|aka.idf.il Unknown Parameter CatlDin www aka.idf.il/giyus/atuda/ None 1
149.78.94. 154 |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
89.138.91.111 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
54.183.83.190 |lited Sates [147.237.77.216|dover.idf.il Distributed PHP At enpt B ock 1
194. 90. 37. 74 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wawn aka.idf.il/sip storage/files/8 |B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.226 :A:WN chamat z. aka. i df . NULL Character in Method Bl ock 1
31.168.13.41  [Israel 147.237.76.42 |refuah.idf.il i;t ;g;’“;gd 45;“;225;(‘6 dl;'?é :e‘icissss on Bl ock 1
169.229.3.91  |Wited Sates [147.237.72.167 i shuri maka. i df . i | 'rg';'z'o'zg '3'.';3""' Byte (de Character in Method from B ock 1
79.181.53. 55 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
66. 249. 69. 62 I srael 147.237.76.200(ei tan. aka. i df. il Uhaut hori zed URL Access to v ei tan. aka. i df . il /headerupper/ |Bl ock 1
185. 120. 126. 82 147.237.76.42 |refuah.idf.il e Dt rorized ﬁaﬁczzzi on Bl ock 1
84.108. 204. 229 |[israel 147.237.77. 216 |dover.i df .i | Distributed Whaut hori zed URL Access on ww i df.il/xmrpc. php |Bl ock 1
80.246.139. 41 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

169.229. 3. 91 Wited Sates |[147.237.77.176 |nat pash. i df . il Illegal Byte Gode Character in LR B ock
157.55.39.39  |lhited Sates |[147.237.77. 216 |dover. i df .i | mﬁtdﬁoz il 7;"3}% zﬁ%ﬁ?\?ﬁe«:vjm ctur s, asp B ock 1
68.180.230.29 |United Sates 147, 237. 7. 176 |nat pash. i df . i | Twazf;;irﬁ?e. Y/goit_!:?c':;if'.\“agx” Bl ock 1
5.29. 187. 130 I srael 147.237.77. 176 [nat pash. i df . i | Distributed PHP Atenpt B ock 1
91.192.110. 162 |Spain 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/wp-admin/ B ock 1
54.183.83.190 |Wited Sates |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to v i df .il/wp-1ogin. php B ock 1
205.139.141.54 [tnited Sates [147.237.72.166|aka.idf.il Unknown Paraneter catid in vww aka.idf.il/ituriniasp/search. asp |None 1
169. 229. 3. 91 Uited Sates |147.237.77.235|sviva.idf.il I11egal Byte Gode Character in Mthod B ock 1
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