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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 241. 25 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 127
81.218. 241. 25 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i forward 61
84.108. 22. 169 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 10
69. 31. 51. 104 Anonynous Pr oxy 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
109. 253. 156. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
212.235. 27. 129 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
212.117.136. 6 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
115. 239. 228. 10 Chi na 147.237.76. 30 hi nush. i df . i | JLM Under _Attack_Con Htp drop 2
185.94.111.1 147.237.76. 202 e halag.idf.il B ock Np Al Net dr op 1
31.220.4.161 Net her | ands 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 130. 5. 228 147.237.76. 196 e.sviva.idf.il Bl ock Udp Al _Nets drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker OJuntry|Target Address |Site ‘Sgnature

89.216. 115. 8 147.237.77. 216 |dover . i df . i|17272: HTTP. Suspi ci ous User-Agent (WndowsNT) Wth No Separating Space |B ock 2
106. 38. 241. 106 |Chi na 147.237.77. 216 |dover . i df . i{Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 210. 82 |France 147.237.77. 216 |dover . i df . i{19863: HITP. WrdPress Revslider/ Showbiz PHP File Wl oad Bl ock 1
213. 239. 205. 66 |Ger many 147.237.76.86 |navy. i df.il|0543: HITP. php.cgi Access B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

188. 165. 210. 82 147.237.77. 216 France dover.idf.il Tehila - Perl LWP with fake user agent 4
46.19. 85. 211 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
109. 67. 206. 159 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
108. 4. 93. 186 147. 237. 76. 196 Lhited Sates esvivaidi.il |ET SCAN NVAP -sS w ndow 1024 1
79.182. 117. 191 147.237.72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
69. 31. 51. 104 147.237.77. 216 Anonynous Pr oxy dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 86. 169 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 221. 240 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 65. 121. 109 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.178. 98. 225 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
107.167.117. 25 |Wnited Sates |147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 68
S SN retransnmit wth different .
79.178.190. 210 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e moni tor |57
62.90.160.18  |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransnit with different moni tor |54
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.52.136.26  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =9 Invalid segnent retransmssion. o 33
Ret ransni ssi on Packet dr opped.
64.237.37.166 |lWited Sates |147. 237. 76. 147 |chi nuch. aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 30
64.237.37.166 |Whited Sates |147. 237. 72. 156 |anan.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 30
141.0.11. 60 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 23
reaning BEngine: TCP Invali i i ssi
46.19. 85. 46 I sr ael 147.237.77. 243 |nobi L e. i of .| Streaming Engi ne: TCP Inval id invalid segnent retransnission drop 18
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 18
37.26.147.168 [Israel 147.237.0.19 |[nadimatal .idf.il Bad TCP sequence noni t or 14
reamn ine: TCP Invali i i ssi
17.78.79.134  |Wited Sates |147. 237. 77. 243 [nobil e.i df . i | Streamng Engi ne: TCP alid |imvalid segnent retransnission drop 10
Ret r ansni ssi on Packet dropped.
212.117.136.6 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 9
reaning BEngine: TCP Invali i i ssi
46.19.85.212  |Israel 147.237.0.34  |tikshuv.idf.il Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 9
Ret ransmi ssi on Packet dropped.
2.54.62. 202 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.147.168 |lsrael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
84.108.22.169 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
185. 89. 217. 230 147. 237. 77. 226 Wi"‘l"’”ha”atz'aka"df drop First packet isnt SWN drop 7
reaning BEngine: TCP Invali i i ssi
46.19. 85. 37 I'sr ael 147, 237.76. 147 |chi nuch.aka i o 1 | €A ng Engine: TCP Inval id invalid segnent retransnissi on. drop 6
Ret ransmi ssi on Packet dropped.
37.26.147.168 |Israel 147.237.0.19 |nadi matal.idf.il Bad TCP sequence Inval i d AGK nunber aert
79.178.190. 210 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
reamn ine: TCP Invali i i ssi
2.54.164.101  |Israel 147.237. 77. 243 |nobi | e. i of . | Streamng Engi ne: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
91.135.102. 162 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
66.249.78.230 |Uited Sates [147. 237. 77. 243 |nobil e i df . i1 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
79.178.190. 210 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |6
reaning BEngine: TCP Invali i i ssi
31.168. 147. 148 | srael 147.237. 72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.135.154  |Israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. o 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.68.243.197 | srael 147.237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
185. 89. 217. 229 147. 237.77. 226 ‘“:"I”“Cha”atz'aka"df drop Frst packet isn't SWN drop 6
5. 29. 235. 185 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TCP Invalid i i ssi
176.13.10.59  |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 66. 153. 65  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransni ssi on Packet dropped.
185. 89. 217. 235 147. 237.77. 226 ‘Aiml"'“ha”atz'aka"df dr op First packet ism't SWN drop 6
149.78.227.4  |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor |6
w ndow scal e
192. 115. 200. 93 |l srael 147.237. 72. 167 |i shurimaka. i df . il dr op First packet isn't SN drop 6
84.108.22.169 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 5
2.54.62. 202 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 5
82.145. 220. 192 |Eur ope 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
2.54.62. 202 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |5
46.120.71.2 I srael 147. 237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.62.202 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nunier noni t or 5
109. 186. 132. 235/l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
149. 78. 154. 69 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
185. 89. 217. 227 147. 237.77. 226 ‘Aiml"'“ha”atz'aka"df dr op First packet ism't SWN drop 4
2.54.62. 202 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
80.179.9.7 I srael 147.237.72. 166 |aka.i df i Bad TCP sequence SYNPACK retransmt W th monitor 4
di fferent w ndow scal e
192.118. 12. 102 |l srael 147.237.72. 167 |i shurimaka.i df . il dr op First packet isn't SYN drop 4
213.8.204.9  [Israel 147. 237, 72. 166 [aka. i f .i Bad TCP sequence STNACK retransmt with moni tor (4
di fferent w ndow scal e
66.249. 78.254 |Lhited Sates |147. 237. 72. 166 [aka.idf il Bad TCP sequence noni t or
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
66.249.69. 169 |Wnited Sates |147. 237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. . 4
Ret r ansni ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 19. 86. 246 | srael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) Bl ock 151
46. 19. 86. 246 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 107
46.19.86.246  |Israel 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (403) in Session from Bock |67
46. 19. 86. 246
37.26.147.168 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 56
37.26.147.168 |[Israel 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 50
80.246.138.99 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 38
80. 246. 137. 127 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 35
109. 253. 216. 67 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 33
37.26.147.216 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 25
80. 246. 137. 172 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 23
188. 165. 210. 82 |France 147.237.77. 216 |dover.idf .i | Dstributed PHP Attenpt B ock 15
84.228.227.13 |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 15
84.228.227.13
188. 165. 210. 82 |France 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 188. 165. 210. 82 B ock 14
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 8
80. 246. 137. 144 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 8
64.71.32.32 Lhited Sates [147.237.72.166|aka.idf .il Mil ti pl e Unauthori zed URL Access from 64. 71. 32. 32 B ock 5
80. 246. 137.195 |[lIsrael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 4
31. 168. 23. 60 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 31. 168. 23. 60 Bl ock 4
195. 160. 242. 40 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagel/files/ 1/ B ock 3
37.26.147.156 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 202. 194|I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode Bl ock 3
213. 239. 205. 66 |Ger many 147.237.76.86 |navy.idf.il Ml tiple Unhauthorized URL Access from 213. 239. 205. 66 B ock 3
2.54.62. 141 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 85. 144 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
109. 253. 142. 13 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 2
. . Unhaut hori zed URL Access to
46.120. 43. 43 I srael 147.237.72. 166 [aka. i df . i | v aka, i of i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 2
Unknown Par arret er
84.108.92.254 |lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00%ct | 00$cphMai n$TochenP! acetbl der $ct | 13$ct | 01$ct | 03$chbl Questi |None 2
on$42 in aka.idf.il/nain/giyus/questionnaire. aspx
. . . Paranmeter Type Mol ati on NewPassword in
46. 19. 86. 238 | srael 147.237.77.243|nobi | e. i df . i | mobi | e. i df . i | / sachar / changepasswor d B ock 2
188. 165. 210. 82 |France 147.237.77.216|dover.idf .i | Mil tipl e Admin Bl ocking from 188. 165. 210. 82 Bl ock 2
46.19. 85. 118 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
79.26.188.232 |[italy 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to www | aw i df.il/xmrpc. php B ock 1
31.168. 23. 60 I srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to www i df.il/inmages/ 1. he/ sear chback. png |B ock 1
m ny- kosher - kravi . i
169. 229.3.91 Lhited Sates |147.237.0.17 of niyl Illegal Byte ode Character in Header Nane B ock 1
109. 253. 140. 240]1 srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
176.13.3.95 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
84.108.22.169 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
m ny- kosher - kravi . i Ao AtRoAA? B KA
169. 229 3. 91 Uited Sates |147. 237 0. 17 ny 'Unknovvn HTTP Request Met hod A°[[ #4]] 7CoATAA A?S2qEA»AA, B ock 1
df.il inlR
79 181. 217. 210 |1 srael 147.237.72. 166 |aka. i df . i | Uhknown 'Pare.met er ct | 00%ct | OO$<_:phMa| n$cphSachar $ct 195 in None 1
wan aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
. . . Unknown Par aneter PageNumiin
66.249.78.177 |lIsrael 147.237.76.200|ei tan. aka. i df . i | Wi ei tan. aka. i o i |/ 938- en/ i tan. aspx None 1
. . Unaut hori zed Met hod PCBT for
212.143. 110. 33 |l srael 147.237.72. 166 |aka. i df . i | wiw aka, i df . i | / mai n/ sachar / about . aspx Bl ock 1
128. 232. 110. 28 LK!i“r:gegom 147.237.77. 216 |dover . i df . i | Unaut hor i zed URL Access to 147. 237.77. 216/ B ock 1
54.67.110.194 |lnited Sates |147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/wp-1ogin. php B ock 1
95.86.114.131 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/main/giyus/, B ock 1
! . . . Unknown HTTP Request Met hod AE#FA A'A™ACA%O0A?eA’s Ace
169.229.3.91  |thited Sates [147.237.0.19 [nadi matal .idf.il A PAFAVAMA, kar [ [ #29]] A Aot [ [#23]] Gher in WRL Bl ock 1
. . Unhaut hori zed URL Access to
79.177.162.231 |[Israel 147.237.72. 166 |aka. i df . i | Wi aka, i of i |/ nat ash/ r egi st er/ nai | ngsi gnup. asp B ock 1
. . URL is Above Root Oirectory
31.220.4.161  [Netherlands |147.237.77.216|dover.idf.il Wi of i1/ | shared/cl i entscri pts/j query/j query-1. 4. 2. nin. | s B ock 1
m ny- kosher - kravi . i
169. 229. 3. 91 Lhited Sates [147.237.0. 17 of niyl Mal formed URL B ock 1
64.71.32.32 Lhited Sates [147.237.72.166|aka. i df .il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
198.46.101. 11 |lhited Sates |147.237.77. 216 [dover. i df .i| Paraneter Type Mol ation ct| 00SCont ent Al acetbl der 1t xt Bmai | in Bl ock 1
wa i df . i | /1038- en/ dover . aspx
176.13.11. 148 |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
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