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02-11-2016-14:04:02 to 02-11-2016-15:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site |signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegot i ati on-d i dest - r eset 158
198. 103. 180. 1 Canada 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185.94. 111. 1 147. 237. 76. 199 e nakchal .idf.il [Block Np Al Net drop 1




02-11-2016-14:04:02 to 02-11-2016-15:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Device Action |Oount ‘
188. 165. 15. 41 France 147.237.76.42 |refuah.idf.il |28 HITP. AhrefBot craw er B ock 1
155. 94. 254. 143 [lnited Sates 147.237.0. 34 tikshuv.idf.il|16634: HITP. Apache HTTP Server nod_status Request B ock 1




02-11-2016-14:04:02 to 02-11-2016-15:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

212.179. 28. 215 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237.0.200 [China u. i df il ET SCAN Potential SSH Scan 1
208.115.113. 89 |147.237.72. 166 |W0ited Sates  |[aka idf.il portscan: TCQP D stributed Portscan 1
37.26.149.140 |147.237.77.216|Israel dover.idf.il portscan: TGP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
149.78.11. 3 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
84.108. 1. 202 147.237.77. 216 (I srael dover.idf.il portscan: TGP D stributed Portscan 1
79.179.172. 179 |147.237.72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 197 |Chi na ehimish.idf.il |ET SCAN Potential SSH Scan 1
59. 45.79. 117 147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
19 109, 244. 112|147, 237. 77 233 |1 &1 ael atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkil | er2 DDos 1
att ack
59. 45. 79. 117 147.237.8.27 |China e.madimatal .idf.i|ET SCAN Potential SSH Scan 1
212.25.69. 41 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.142.68. 61 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
199. 193. 158. 54 [147.237.76. 198 |Lhited Sates e.yoha an.idf.il |ET SCAN NMAP -sS w ndow 1024 1
5.29.243.29 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
185.32.179.13  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
87. 68. 150. 79 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80.246. 139. 65 [147.237.72. 166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237. 77. 179 |Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.31 |China nakchal .idf il ET SCAN Potential SSH Scan 1
59. 45.79. 117 147.237.72. 14 |Chi na dover.idf.il(old) |ET SCAN Potential SSH Scan 1




02-11-2016-14:04:02 to 02-11-2016-15:04:02

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231. 90 Egypt 147. 237. 77. 216 |dover . i of . i | drop SAMrul e drop 24
Sreaning Engine: TGP Invalid i i ssi
5.29.185.114  |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =9 Invalid segnent retransmssion. |, 22
Ret r ansni ssi on Packet dr opped.
212.25.119.136 |Israel 147.237.77. 233|atal i df i Bad TCP sequence SN retransmt wth i fferent monitor |21
W ndow scal e
46. 19. 86. 88 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d AGK nunber noni t or 19
192.118. 12. 102 |l srael 147.237. 72. 167 |i shuri maka. i df . i drop First packet isn't SYN drop 11
109. 253. 136. 12 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |9
Sreaning Engine: TGP Invalid i i ssi
2.54.188. 8 I'srael 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
109. 253.136. 12 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber alert 9
Sreaning Engine: TGP Invalid ' i ssi
46.19.86.207  |israel 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 9
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
2.54. 33,90 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 9
Ret r ansmi ssi on Packet dropped.
213.57.156. 213 |l srael 147. 237. 77. 216 |dover . i df . i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
185.32.179.13 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TCP Invalid i i ssi
109. 65.54.190 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. |y 6
Ret r ansmi ssi on Packet dr opped.
37.46. 38. 68 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber nonitor (6
Sreaming Engine: TP Invalid i i ssi
212.199. 152. 166 ]I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
66.249.78.252 |Uited Sates [147.237.0.19  |naci matal .idf. il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
37.26.149.153 |Israel 147. 237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TCP Invalid i i ssi
46.19. 86. 73 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
e SWNretransmit wth different .
217.132.61. 255 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal & nonitor |5
85.130. 219. 124 |l srael 147. 237. 72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber noni t or
41. 33. 232. 66 Egypt 147.237.77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreaming Engine: TGP Invalid i i ssi
80. 246. 130.83  |Israel 147. 237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |monitor |4
91.200.12.141  |Wraine 147.237.77. 226 ["" chanat 2. aka. 1M 14r oy SAVirule drop 4
2.54.61.83 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
185.3.147.235 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
199.30.25.110 |Wwited Sates |147.237.76. 200 |ei tan. aka.idf . i 9 =g Invalid segnent retransmssion. |, 4
Ret r ansmi ssi on Packet dropped.
85.130. 219. 124 |l srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
37.130. 227. 133 LKTIr:gegom 147.237.77.74 [lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 4
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 86. 254 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
109. 64.36. 241 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
192.118.12.102 |israel 147.237. 72. 167 |i shurimaka. i df . | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i ssi
2.54.128.155  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
79.177.182. 113 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
84.228.231.94 |Rigaria 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
109. 253. 217. 15 |Israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
212. 179. 230. 251 srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TQP Invalid i i ssi
2.54. 35. 59 I srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.150. 64 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
91.200.12. 141 |Ukraine 147. 237. 72. 166 |aka.i of .i drop SAMrul e drop 3
Sreaning Engine: TGP Invalid i i ssi
77.126.85.32  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
84.94.209.172 [Israel 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
213.57.156. 213 |l srael 147. 237. 77. 216 |dover . i of . i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i ssi
79.178.99.51  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ) 3
Ret r ansni ssi on Packet dr opped.
2.54, 48.58 I srael 147.237.77. 216 |dover. i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 3. 144. 68 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
46. 19. 86. 100 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop
Sreanming Engine: TQP Invalid i i ssi
79.182.177.77 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streamng Engine: TCP Invalid [invalid segnent retransnission.

46.19.85.2 | srael 147.237.72. 166 |aka.idf.il ..
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 142. 13 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 66
109. 253. 212. 190|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 63
2.54.179. 186 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 51
80.246.137.59 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 29
109. 253. 217. 15 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
2.54.62.99 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
46. 19. 85. 132 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 19
109. 253. 212. 190 sr ael 147.237.0.19 |nadimatal.idf.il Igg.'\gné’. ;’flzt. q%osa”e Response (bde (404) in Session from Bl ock 16
79.183.189. 201 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 12
82.166.85.141 |l srael 147.237.0.34 |tikshuv.idf.il ;3(.’1'\6?y8g122e Sane Response (bde (404) in Session from B ock 12
2.54.191. 130 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 11
109. 253. 150. 158l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 10
37.26.147.243 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 37.26. 147. 243 B ock 8
5.29.185. 114 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 7
176.13.2.71 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df . il Mul tipl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 4
46.19. 86. 170 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 135. 154|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 168. 157 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.25.119.136 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wawn aka.idf.il/gius B ock 3
109. 253. 135. 198l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 246. 136. 254 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
2.54.8.86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.11. 78 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 111 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 2
79.176.64.152 [Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from79.176. 64. 152 B ock 2
66.249.78.240 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
207. 46. 13. 58 Lhited Sates [147.237.77.216|dover.idf .il Mul ti pl e Unaut hori zed LRL Access from 207. 46. 13. 58 B ock 1
184. 105. 139. 68 |lhited Sates [147.237.0. 16 FI}/- kosher -kravi .i df . Unaut hori zed URL Access to 147.237.0. 16/ Bl ock 1
94.213.250. 148 |Netherlands |147.237.76.200|eitan. aka.idf.il Dstributed PHP Attenpt B ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
81.218.133. 185 |Israel 147.237.77. 216 [dover . i df . i | oot 111 abot el ol ent oot s/ a1 v ¢ psOR ~26204562 Bock |1
Unknown Par anet er
79.181.134. 129 |[lsrael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01$ct | 03%chl Questi |None 1
on$2 in aka.idf.il/nain/giyus/ questionnaire. aspx
217.132.61.255 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock
128.194. 131. 235|Uhited Sates [147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock
66.249. 64. 137 I srael 147.237.0.17 g:nlyl kosher - kravi . i Dstributed I11egal Paraneter Encoding None 1
192.80.186. 110 |Uhited Sates [147.237.77. 176 mat pash. i of . i | o cocet _Tiyg’f_\iﬂlcj'glgf‘eﬁ‘;rctozgt_igspx Bock |1
109. 226. 26. 125 |l srael 147.237.72. 166 |aka. i df . i | mn;?i ;a.rial‘r/mr:;;/ ﬁ\ﬂsﬂgﬁwm in None 1
85. 64.24. 176 I srael 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to wawidf.il/watch B ock 1
169.229. 3. 91 Lhited Sates |147.237.76.39 |nobile.meitav.idf.il |Abnormally Long Request method B ock 1
2.54.138.244  |[israel 147.237.76.42 |refuah.idf.il Paraneter Type Mol at Sge.cﬁéloroj}cf;'ﬁ.eg; acebl derStxt@ntent in - g ook 1
68.180.228. 175 [United Sates [147.237.76.42 [refuah.idf.il D o Son oot o of uath aspx Bock |1
207. 46. 13. 58 Lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df .il/1515-en/ dover. asp B ock 1
54.67.110.194 |lnited Sates |147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
184.105.139. 70 |lhited Sates [147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
94, 213. 250. 148 [Netherlands [147.237.76.200|ei tan. aka.idf.il Uhaut hori zed LRL Access to waw ei tan. aka. i df.il/xnirpc. php B ock 1
Unknown Par anet er
31.154. 164. 103 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
169. 229. 3. 91 Lhited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Qde Character in Mthod B ock 1
79.181.217.210 |israel 147.237.72. 166 |aka. i df . i | mar;f:ri d'?aidl ?gn\/’{sg\;ﬁ/ﬂf Oir';ot passvor d. aspx None 1
128.194. 131. 235|Uhited Sates [147.237.72. 166 |aka. i df .i | Mil tiple NILL Character in Method from 128.194. 131. 235 B ock 1
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