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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
80. 70. 128. 129

I srael

|Target Address |Site

|Signature |Device Action |Count |
147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 3
183. 60. 48. 25 Chi na 147.237.76. 34 yohal an.idf.il |[JLM Under_Attack_Con_Tcp drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site Sgnature Devi ce Action |Oount
38. 95. 109. 60 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
151. 80. 31. 128 Italy 147.237. 76. 147 chi nuch. aka.idf.il 28: HITP. AhrefBot craw er B ock 1

38. 95. 109. 60 Lhited Sates 147.237.77.74 lawidf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

dte

|Signature

195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
147.236.38.240  [147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
125. 65. 165. 215 147.237.76.202 |China e.halag.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 114 147.237.76.198 |krai ne e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.126.231  [147.237.77.216 |israel dover.idf.il portscan: TCP Distributed Portscan 1
77.127.169. 11 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
212.150. 163. 134 [147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.3.213 147.237.72.166 |lsrael aka idf.il portscan: TCP Distributed Portscan 1
185. 3. 147. 216 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
168. 1. 75. 4 147.237.77.226 |Austraia wawy charat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
147.236.232.15  [147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
132. 70. 66. 14 147.237.77.216 |[lsrael dover.idf.il portscan: TCP D stributed Portscan 1
96. 80. 210. 70 147.237.76.176 [lhited Sates test.ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.0. 17 Chi na mny- kosher -kravi . i df il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 114 147.237.76.198 [Wkraine e.yohal an.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
212.235.98.139  [147.237.77.216 |israel dover. i df.il portscan: TCP D stributed Portscan 1
2.54.25. 127 147.237.77.216 |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
198. 12. 82. 58 147.237.77.205 |lLhited Sates prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
2.52.19. 156 147.237.72.166 |lIsrael aka.idf.il portscan: TCP D stributed Portscan 1
192.117.188.130 [147.237.72.166 |Israel aka idf.il portscan: TCP Distributed Portscan 1
176. 13. 19. 236 147.237.72.166 |lsrael akaidf.il portscan: TCP D stributed Portscan 1
168. 1. 75. 4 147.237. 8. 27 Australia e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

80.246.139.56 |l srael 147. 237. 77. 243 |nobi l e. i df . i | Ret 1 ansm Ssi on Packet. dropped. drop 30

212. 235. 103. 211|I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d sequence nunber moni t or 28

31.168.67.53  |israel 147.237.76.42 |refuahidf.il  |Bad TOP sequence mdﬁrsaé‘;"y with different monitor |27

46.19. 86. 89 I srael 147.237.76.31 |nakehal ior i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 24
Ret ransm ssi on Packet dr opped.

82.145.216. 77  |Europe 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 22

2.54.128.111  |israel 147. 237. 77. 216 |dover. i df .| Streaning Engine: TCP Invalid finvalid segnent retramsmission. |, 21
Ret ransnm ssi on Packet dr opped.

79.177.112. 236 |israel 147.237.77. 243 |vi e i1 | €aM NG Engine: TCP Invalid —invalid segnent retransmssion drop 21
Ret ransni ssi on Packet dropped.

41.33.231.90  |Egypt 147. 237. 77. 216 |dover . i df . i | drop SAMrul e drop 21

66.249.81.183 |lhited Sates 147.237.77. 233 |atal .idf.il dr op First packet isn't SYN drop 19

176.13.20.252 | srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransmssi on. drop 18
Ret ransm ssi on Packet dr opped.

141.0.14.21 Eur ope 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18

66.249.81.175 |Whited Sates 147.237.77.233|atal .idf.il dr op Frst packet isn't SYN drop 15

176. 13. 13. 100 | srael 147.237.0.19 |madimatal.idf.il{Bad TCP sequence Invalid ACK nunber noni t or 13

2.54.130. 26 I srael 147.237.77. 243 |mti e i1 || S NG Engine: TP Invalid invalid segnent retransmssion. | o 12
Ret ransm ssi on Packet dr opped.

66.249.81.179 |wnited Sates [147.237.77.233|atal.idf.il drop First packet isn't SYN drop 12

37.26.146.172 |Israel 147.237.0.34 [tikshuw.idf.il |drop First packet isn't SWN drop 12

85. 64. 164. 225  |Israel 147, 237. 76. 200 |eitan. aka. i of i1 || @M NG Engine: TCP Invalid invalid segnent retransmssion drop 10
Ret ransn ssi on Packet dr opped.

37.26.146.227 |israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid - invalid segnent retransmission drop 9
Ret ransm ssi on Packet dr opped.

176.13.0.249  |israel 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret ransn ssi on Packet dr opped.

62.219. 21. 30 I sr ael 147.237. 77. 233 |atal .idf . il Bad TCP sequence I'nvali d ACK nunber noni t or

2.54.6.180 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect

2.54.168.157  |israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret ransnm ssi on Packet dropped.

46. 19. 85. 130 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 8

85.64.251.52  |Israel 147,237, 77. 243 |mobi e i1 | S Ng Engine: TCP Invalid invalid segnent retransmssion drop 8
Ret ransn ssi on Packet dr opped.

62.219. 21. 30 I sr ael 147.237. 77. 233 |atal .idf.i| Bad TCP sequence I'nvali d ACK nunber alert

176.13.13.100 |l srael 147.237.0.19 |nadimatal.idf.il{Bad TCP sequence Invalid ACK nunber alert

79.178.122. 251 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid imvalid segnent retransmssi on. drop 6
Ret ransnm ssi on Packet dropped.

37.26.148.240 | srael 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 6
Ret ransnm ssi on Packet dr opped.

149.78.72.178 |l srael 147.237.72. 166 |aka. i df . il drop Frst packet isn't SYN drop

5.22.135. 165 I sr ael 147.237. 72. 166 [aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or

79.181.64.160 |l srael 147.237.72. 166 |aka. i of . i Streamng Engine: TCP Invalid  invalid segrent retransmission. |, o 6
Ret ransm ssi on Packet dr opped.

46. 19. 86. 11 I srael 147.237.72. 166 |aka.i df.il Bad TCP sequence Invalid ACK nunber noni t or 6

176.13.13.45  |Israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 5
Ret ransm ssi on Packet dr opped.

46.188.26. 205 |Ussian 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SIN drop 5

Federation

147.236.34.10 |israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nvali d ACK nunber alert 5

147.236.34.10 |Israel 147.237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5

2.54. 164. 244 I sr ael 147. 237. 77. 216 |dover. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 160 I sr ael 147.237.77. 176 |natpash.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 85. 130 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 5

41.33.232. 66 Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5

117.222.136. 43 |India 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

66.249.93.182 |lhited Sates 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 4

46. 19. 85. 47 I srael 147.237.77. 243 |mobil e.idf .i | Bad TCP sequence I'nval i d ACK nunber monitor |4

212.117.136.6 |Israel 147. 237. 77. 216 |dover . i dof . i | drop First packet isn't SWN drop 4

46.19. 86. 229 | srael 147.237.77. 170 |maarachot . i df .il [Bad TCP sequence Invali d ACK nunber noni t or 4

46. 19. 85. 130 I sr ael 147. 237. 77. 216 |dover. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4

46. 19. 86. 201 I sr ael 147. 237. 77. 243 |nobi l e. i df . i | drop First packet isn't SWN drop 4

79.181. 49. 31 I sr ael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Feiled to hand e comnection data  |nenitor |4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
176. 13. 9. 255 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 233
2.54.189. 24 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 187
2.54.189. 24 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
176. 13. 9. 255 | srael 147.237.0.19 |madi matal .idf.il{Too Miny of the Sanme Response Code (403) in Session from176.13. 9. 255 |B ock 110
176.13. 9. 255 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 109
2.54.130. 26 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 93
2.54.43.231 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 82
2.54. 43, 231 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 81
2.54.189. 24 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too My of the Sane Response Code (403) B ock 68
176.13.13.100 |Israel 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 65
2.54.191. 130 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 32
109. 253. 215. 69 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 26
81.218.241.25 |lIsrael 147.237.77.216|dover.i df .i | Mil tipl e Unauthorized LRL Access from 81.218.241. 25 Bl ock 13
80.246.139.56 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock
2.54.170. 80 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock
62.219. 21. 30 | srael 147.237.77.234|hal ag.i df . i | Mil tiple Unaut hori zed URL Access from 62.219. 21. 30 B ock 6
85.64.251.52  |Israel 147.237.77. 243 |nobi l e. i df . i | za){fr:t o T?'Ffsrcﬁlﬁ icﬁgn'g\i‘r’)“aﬁxfgd tn Bl ock 6
31.154.19.5 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthori zed URL Access from31.154.19.5 B ock 4
2.54.22. 66 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
85. 64. 251. 52 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 85. 132 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.130. 26 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
109. 253. 158. 176 I sr ael 147. 237.77. 243 |nobi | e. i df . i | ﬁ;“lt gﬁr(;fz_??/tg‘eggf;im;es/l tehi | ddocunent s/ 1071 B ock 2

Ostributed Paraneter Type Mol ation on
109. 253. 200. 105|1 sr ael 147.237.76.42 |refuah.idf.il wan refua. atal . idf.il/1518-he/ ref uah. aspx par anet er B ock 2

ct | 00$Cont ent A aceHol der 1$t xt Last Nane
66.249.78.159 |[lsrael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to waw idf.il/error.htm B ock 2
66. 96. 128. 60 Uhited Sates |147.237. 72. 156 [anan. i df . i | Dstributed MSSQ Data Retrieval wth Inplicit  Qonversion Errors(+) None
109. 64.51. 151 [Israel 147.237.76.42 |refuah.idf.il ma:rg o aTty;e' i\Adf?' ialt /' fglg:]g?gfb:;ﬁ”;;fcem der 180t nSend. x i n Bl ock 1
2.54.1.190 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 1
81.218.241.25 [Israel 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to www i df.il/inages/ 1. he/trigger. png B ock 1
46. 19. 86. 89 I srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
78.154. 160. 245 |Wkrai ne 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ation SortOr in vwwidf.il/1395-en/ dover. aspx B ock 1
31.154.41.13 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
147.236.238.55 |lsrael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to waw i df .il/hi nush/site/ he/ hi nush. asp B ock 1
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storagel files/2/3142.jpg |B ock 1
2.54.46.113 I srael 147.237.77.243|nobi [ e.i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
89.247.108.58 |Ger many 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
46. 116. 93. 59 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df . il/banahane B ock 1
46.19. 85. 48 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL B ock 1
79.181.217. 210 |israel 147.237.72. 166 |aka. i df . i | mn;)kmglﬁr?ﬁ;;r Ncéégr?ﬁt;ang?BQﬁSfph%Char$°t' 9in None 1
66.249.78.239 |[Israel 147.237.76.200(ei tan. aka. i df.i| |Unknown Paraneter |ang in eitan. aka.idf.il/938-en eitan. aspx None 1
176. 13. 0. 249 I srael 147.237.77.243|nobi | e.i df . i | D stributed Unaut hori zed LRL Access on nobil e.idf.il/nekudot/index Bl ock 1
66. 96. 128. 60 Lhited Sates |147.237.72. 156 [aman. i df . i | Mil tipl e signatures from66.96.128. 60 B ock 1
46. 19. 86. 109 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Protocol violation (SSL_GONN QLI ENT_HALLO [None 1
79.176.64.152 I srael 147.237.72.166 |aka. i df . i | L'u'rigeil/ i?’;;g’fﬁﬂgg;gg;;;;kﬁ f/ el v kapat 2/ [ res B ock 1
31.168.67.53  |Israel 147.237.76.42 |refuah.idf.il i;t ;;?_“;?45 :t“;lhgsiﬁ;deﬁe :e‘icissss on Bl ock 1
205.139. 141. 54 [Lhited States [147. 237. 72. 166 |aka. i df . i | mu;\wi”:k“:izfafﬂrﬁttel;i‘:;’gsg/ (ijinspl ayonesol i er. asp None 1
157. 55. 39. 28 Whited Sates |147. 237. 77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
66.249. 66. 191 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
62.219. 21. 30 | srael 147.237.77.233|atal .idf.il Mil tiple Unaut hori zed URL Access from 62.219.21. 30 B ock 1
2.54.50. 196 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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