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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
31.154. 88. 39 | srael 147.237. 76. 147 chi nuch. aka.idf.il Bl ock_UWp Al _Nets drop 1
114.85.34. 73 Chi na 147.237.76. 197 e hinush.idf.il B ock_Udp Al _Nets drop 1
188. 138. 1. 218 Ger nany 147.237. 76. 147 chinuch. aka.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount ‘
88.248.98.197 [Turkey 147.237.77.170 |naarachot.idf.i| |25 HITP. access to adninistrator/index. php -> Quarantine B ock 14
77.127.236.87 |lIsrael 147.237.77.170 |maarachot.idf.il [Cl22: HITP. Access to - .exe or .dll Per nit 2
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|Top Attackers In |D|

A tacker

Target Address ount ry Signature
77.127.236.87 |147.237.77.170|I srael naar achot . i df . i | WEB- FRONTPACE / _vti _bin/ access 3
46.120. 160. 95 [147. 237. 72. 166 [I srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.168. 227. 138 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
218.246.0.97 [147.237.0.16 |China ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
212.29.211.62 |147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
149. 210. 216. 68 |147.237.8.14 |Netherlands  [e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 228. 248. 251 |147. 237. 72. 166 | srael aka.idf.il portscan: TQP D stributed Portscan 1
81.218. 135. 161 |147. 237. 72. 166 || srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.183. 110. 24 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
77.126.94. 156 |147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.1.173.200 |147.237.0.33 |Turkey - ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
213.57.231. 135 |147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
192. 115. 85. 113 |147. 237. 77. 216 || srael dover.idf.il portscan: TGP D stributed Portscan 1
149. 88. 3. 74 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 117. 208. 243 |147. 237. 76. 31 nakchal .i df .il ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237.72. 167 |Netherl ands ~ |i shurimaka.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
54.244.22.103 |Whited Sates |147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 70
46. 19. 85. 40 I 'srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 60
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 24
Sreaning BEngine: TQP Invalid i i SSi
109. 253, 215. 38 |I srael 147. 237. 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. drop 15
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.117.78 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 15
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
46.19.86.119 |Israel 147.237. 77, 243 |roti Ve i1 | €M g Engine @ Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
85. 64. 255. 235 |Israel 147. 237. 72. 156 |anan.i df .i | g =g Invalid segnent retransmssion drop 12
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
176. 13.10. 115 [l srael 147, 237. 76. 200 |ei tan akaicf.i1 || SN g Engine @ Invalid Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
54.244.22.103 |[lhited Sates |147.237.77.233|atal .idf.il drop First packet isn't SYN drop 11
65. 55. 215. 223 |Lhited Sates [147.237.72.167|ishurimaka.idf.i|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 10
81.218.192. 106 |I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
46.19.86.131  [Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 10
192.118. 12. 102 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
212. 68. 153. 181 [l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 9
192.118. 12. 102 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 91 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
194. 90. 119. 123 |l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
66.102.9.3 Lhited Sates [147.237.76.202|e.halag.idf.il |Geo-1ocation enfor cenent Geo-| ocati on i nbound enf orcenent |drop 7
2.54.56. 120 I srael 147.237.0.19 |nadimatal .idf.il[SYN At ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 86. 28 | srael 147.237. 72. 156 |anan.i df . i Bad TCP sequence Inval id ACK nunber noni t or 7
Sreanming Engine: TCP Invalid i i ssi
37.26.147.215 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion drop 6
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
37.26.148.176 |l srael 147.237.77. 243\t ei o 11 | €AMNG Engine: TCP Invalid invalid segnent retransnission dr op 6
Ret ransni ssi on Packet dropped.
180. 153. 81. 159 |Chi na 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
5.102.254.176 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
. . SWNretransnmit wth different .
62.219.98.102 |[lIsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence wi ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46.19.85.93  [israel 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segnent retransnission. dr op 6
Ret ransmi ssi on Packet dropped.
46.19.85.126 |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber alert 5
46.19.85.134  [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 |Egypt 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 5
46.19.85.126  |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.134  [Israel 147.237.77. 216 |dover.idf . il Bad TCP sequence Invalid ACK nunber alert 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19.85.134 |Israel 147.237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
R SN retransnmit wth different .
79.178.200. 40 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 5
46.19.85.134 |Israel 147.237.76.31 |nakchal.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.192 |[Israel 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d ACK nunber noni t or 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf il Bl ock HITP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19.85.126 |Israel 147.237. 77. 216 |dover .i df .i | Bad TCP sequence Inval i d ACK nunber alert 4
212.179. 21. 194 |l srael 147.237.77. 170 |naarachot.idf.i|1 (Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
46.19.85.126  [Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 4
84.94.126.154 |Israel 147. 237. 72. 166 |aka.i df .i | drop First packet isn't SN drop 4
Sreamng Engine: TP Invalid i i ssi
84.95.252. 214 |Israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
212. 143. 124. 14 I srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
46.19.86.185 |Israel 147. 237.72. 166 |aka. i df .11 g =g Invalid segnent retransmssion drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.178.207.8 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
212.76.127. 219 |l srael 147.237.77. 176 |natpash.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreaning Engine: TCP Invalid i i ssi
80.179. 114. 11 [israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.106. 49 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.11. 41 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransnissi on. drop 3
Ret ransmi ssi on Packet dropped.
2.54. 48. 205 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 186 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 101
80. 246. 136. 210 |[lIsrael 147.237.0.19 |nadimatal .idf.i|l |Dstributed Suspicious Response Code B ock 76
185. 86. 40. 1 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from185.86.40.1 |B ock 69
176.13.11. 41 I srael 147.237.0.19 |madimatal .idf.il |Distributed Suspicious Response Qode B ock 58
80. 246. 137. 145 |l srael 147.237.0.19 |nadimatal .idf.i|l |Dstributed Suspicious Response Code B ock 50
46.19. 85. 186 I srael 147.237.0.19 |madimatal .idf.il [Too Many of the Sane Response Code (404) in Session from46.19.85.186 |B ock 43
2.52.18.136 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 37
112.17.247.6 Chi na 147.237.77. 216 |dover . i df . i | D stributed Aobnormal |y Long Request B ock 37
112.17.247.6 Chi na 147.237.77.216|dover.idf . il Dstributed I11egal HITP \ersion B ock 37
2.54. 48. 240 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 16
80. 246. 136. 6 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 14
80. 246. 137. 248 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 12
80. 246. 136. 151 [Israel 147.237.0.19 |madimatal .idf.il |Distributed Suspicious Response Qode B ock 11
80. 246. 138. 185 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 8
46.19. 86. 187 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 6
109. 253. 215. 38 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
80. 246. 136. 158 |l srael 147.237.0.19 |nadimatal .idf.i|l |Dstributed Suspicious Response Code B ock 4
80. 246. 136. 210 |[lIsrael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 4
109. 253. 141. 128]I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
46.19. 86. 119 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
2.54.55.172 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
2.52.156. 45 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
77.127.236.87 |Israel 147.237.77. 170 |naar achot . i df . i | Mul ti pl e Unaut hori zed URL Access from 77.127. 236. 87 B ock 3
46.19. 86. 85 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
217.194. 198. 104/ srael 147.237.72. 166 |aka. i df . i | ﬁéﬁf&ﬁfﬁﬁﬁ&?ﬁéﬂfﬂf&&”&ﬂﬁ“’ 198.104 (Protocol violation |\, .0 |5
95. 86. 68. 164 I srael 147.237.77.74 |lawidf.il Ml tipl e Unaut horized URL Access from 95. 86. 68. 164 B ock 2
2.54.161. 211 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 2
77.127.236.87 |lIsrael 147.237.77. 170 |naar achot . i df . i | Miltiple vti_ from77.127.236.87 B ock 2
136. 243. 67.234 |Germany |[147.237.72.166|aka.idf .i | Uhaut hori zed Method HEAD for wawn aka. i df.il/brothers/skira/default.asp  [B ock 2
46.116.23.40  |israel 147.237.76.42 |refuah.idf.il o e O o | . Bock |2
79.182.139. 136 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
87.69.180.199 [Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock
176.13. 14. 18 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock
165.91. 12. 68 ;“;tteeg 147.237.72. 166 |aka. i df . i | Oistributed NLLL Character in Mthod Bl ock 2
68. 180. 228. 112 g‘;tt:: 147.237.77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin waw i df . il/1381- he/ dover . aspx B ock 1
217.194. 198. 104/l srael 147.237.72. 166 |aka. i df . i | Illegal Byte Qode Character in Mthod Ace B ock 1
123.125.71.16 |China 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ files/3/3203. pdf  [B ock 1
212.179. 3. 44 | srael 147.237.77.74 |lawidf.il Dstributed PHP At enpt B ock 1
94.137.173.134 |Georgia  |147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 1
184. 105. 139. 68 g“;:s 147. 237.76. 39 Irmbl le.neitav. idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
79.176.109. 136 | srael 147.237.0.19 |nadi matal .idf.il ?a;“:nhaﬂlzﬁ?ﬂﬁ/ gﬁ;esdsl‘;j‘;ﬂupdat ekt qaLrE i 1y, s Bock |1
157. 55. 39. 39 g];::: 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/anan B ock 1
46.120.70. 149 [l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php Bl ock 1
212.179. 3. 44 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bock |1
37.142.203.114 |israel 147.237.72. 166 |aka. i df . i | m”:k“:i?me;a?nglegmm in None |1
212.179.3. 44 I srael 147.237.76.31 [nakchal .idf.il Ostributed PHP Attenpt B ock 1

Unaut hori zed URL Access to
a2 s 00 (U8 L zor r alata i1 Wbt el e s oIt oy,

6gpi ky3l g
80. 179. 40. 62 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/scripts/css3pie. htc B ock 1
68.180.228. 112 |11 |147.237. 77. 216 |dover . i f . | Wnaut hori zed URL Access to w i df . i | /894- he Bock |1

Il1egal Byte Gode Character in URL ﬁoe@/iqA’A[y[A#ﬁA]]bé€’2é€?><i6:A\vw~l ta€
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