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02-11-2016-08:04:08 to 02-11-2016-09:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
222.135. 76. 101 Chi na 147.237.72. 156 anan.idf.il |Invalid TP A ags drop 1




02-11-2016-08:04:08 to 02-11-2016-09:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

155, 94, 254. 143 Lhited Sates 147.237.77.74 |law i df.i| |16634: HITP. Apache HTTP Server nod_status Request B ock 1




02-11-2016-08:04:08 to 02-11-2016-09:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

59. 45. 79. 117 147.237.77. 235 Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
212.235. 31. 225 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
41.140. 253. 9 147.237.76. 44 Mor occo e.refuah.idf.il ET SCAN NVAP -sS wi ndow 4096 1
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
185. 130. 5. 174 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
164. 39. 11. 198 147. 237.77. 235 Uni ted Ki ngdom svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
130. 211. 100. 171 147. 237. 76. 148 Lhited Sates ggcenter . aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
82. 80. 196. 44 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 8. 45 Chi na e.eitan idf.il ET SCAN Potential SSH Scan 1
46.116. 170. 244 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 203. 215. 1 147.237.72. 166 I 'srael aka idf.il portscan: TCP Distributed Portscan 1
192. 114. 105. 254 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 174 147. 237. 8. 45 e.eitanidf.il ET SCAN Potential SSH Scan 1
164. 39. 11. 198 147.237.77. 234 United Ki ngdom hal ag. i df.il ET SCAN NVAP -sS wi ndow 1024 1
114. 112. 90. 54 147. 237. 0. 200 Chi na mu.idf il ET SCAN NMAP -sS wi ndow 1024 1




02-11-2016-08:04:08 to 02-11-2016-09:04:08

|Top Attackers In FW |

Attacker Address

Attacker CQountry ‘Target Address |Ste

Signature

SYNretransmt wth different

Inval i d Retransm ssi on

Packet dropped.

188. 120. 159. 207|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor |98
w ndow scal e
Pal esti ni an S -
185. 19. 223. 118 Territory, Ceeupi ed 147.237.77. 216 |dover.idf.il drop First packet isn't SWN drop 37
41.33.231. 90 Egypt 147.237. 77. 216 |dover.idf .i | drop SAMrul e drop 36
2.54.208. 119 | srael 147.237. 72. 166 |aka. i df . il drop First packet isn't SN drop 15
reamn ine: T i i ssi
185.24.206.32 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP Invalid segnent retransmssion. | 15
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.146.179  |israel 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 12
Inval id Retransnm ssion Packet dropped.
46.117.162. 127 |israel 147.237. 72. 156 |anan. i df .i | Bad TCP sequence noni t or
46.19. 86. 176 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
66. 102. 9. 3 Lhited Sates 147.237.76. 202 |e. hal ag.i df . Geo-l ocation enforcement  |C20! ocation inbound drop 7
enf or cenent
46.19. 85. 217 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
S reaning Engi ne: TCP i i ssi
46.19.85.158  |israel 147. 237.77. 243 |mobi l e. i f . i mng tngine- 1 Invalid segnent retransmssion. | 6
Inval id Retransnm ssion Packet dropped.
S reamng Engi ne: TCP i i ssi
84.109.232.16 |l srael 147.237.77. 243 |mubi le.i o . i1 mng Engine: 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dropped.
46.19. 85. 131 I srael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert
41.33.232.66  |Egypt 147. 237. 77. 216 |dover i df .| Bl ock HTTP Non Conpl i ant Z:’I;ed to hand e comnection 1o e
93.157.84. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
46.19.86.59 |Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence S retransmt with different | o 5
wi ndow scal e
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor |5
46.19.86.59  |israel 147.237.76.42 |refuah.idh.il Bad TCP sequence SNretramsmt wih different — onivor s
w ndow scal e
46. 19. 85. 86 I srael 147.237.72. 167 |i shuri maka. i of .i | Bad TCP sequence Inval i d AGK nunber noni t or
46. 19. 85. 248 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d AGK nunber alert
66.249.93.58  |lhited Sates 147.237.76. 201 |e. atal i df .il Geo- 1 ocation enforcement  [C20;! ocation inbound drop 4
enf or cenent
212.199.75.83 |Israel 147.237.77. 226 "w’v chamat z. aka. Tdf \oyN At t ack SYN -> SYN-ACK -> Tineout |reject 4
46. 19. 85. 248 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
66.249.93.248 |lhited Sates 147.237.76. 202 |e.hal ag.i of .1 Geo-1 ocation enforcenent  |0! ocation inbound drop 4
enf or cenent
46.117.162. 127 |l srael 147. 237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject
195. 160. 242. 40 |l srael 147.237. 72. 166 |aka.i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
141. 0. 15. 207 Nor way 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
66.249.93.253 |Lhited Sates 147.237.76.202|e.hal ag.i df .1 Geo-l ocation enforcement  [C20;! ocation inbound drop 4
enf or cenent
46. 19. 85. 219 I srael 147.237.72. 167 |i shuri maka.i of .i | Bad TCP sequence I'nval i d AGK nunber noni tor |4
165.91.12.68  |Uhited Sates 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence SiNretransmt with different o, o 3
wi ndow scal e
46.117.162. 127 |israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber alert 3
reamng BEngi ne: T i i ssi
81.218.44.254 | srael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.146.200 |Israel 147. 237.72. 166 |aka i df . i | mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
82.166. 131. 119 | srael 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval id Retransnm ssion Packet dropped.
46.19. 86. 113 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
S reanming Engi ne: TCP i i ssi
79.179.4.229  |israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
109. 160. 160. 127|i srael 147.237.72. 166 |aka. i df . i mng gl ne. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
o . Geo- | ocati on i nbound
66. 249. 93. 248 | srael 147.237.76.202|e.hal ag.idf.il Geo- | ocati on enf or cenment enf or cenent drop 3
165. 91. 12. 68 Lhited Sates 147.237.72. 166 |aka. i df . il Bl ock HTTP Non Conpl i ant Response out of state noni t or
46.117. 162. 127 |Israel 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
S reaning Engi ne: TCP i i ssi
81.218. 202. 135 |Israel 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. | 3
Inval id Retransnm ssion Packet dropped.
80. 246. 137. 124 |l srael 147.237. 72. 156 |anan.idf . il dr op Frst packet isn't SN drop 3
S reanming Engi ne: TCP i i ssi
109. 253. 216. 86 |Israel 147. 237.72. 166 |aka i df . i mng tngihe. Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
46.19.85.248  |Israel 147.237.72. 166 |aka. i df . i mng tngine. 1 Invalid segnent retransmssion. |q 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
132. 66. 175. 237 |Israel 147. 237.72. 166 |aka i df . i mng Enhgine: 7 Invalid segnent retransmssion. | 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
79.182.212.50 |israel 147.237. 72. 166 |aka.i df .| 9 =g Invalid segnent retransmssion. | 3




02-11-2016-08:04:08 to 02-11-2016-09:04:08

Attacker Address [Attacker Gountry |Target Address ([Ste Signature

Sreamng Engi ne: TCP Invalid segnent retransmission.

176.13.19. 7 I srael 147.237.72. 166 |aka i of .i | ) o
Inval i d Retransm ssi on Packet dropped.




02-11-2016-08:04:08 to 02-11-2016-09:04:08

|Top Attackers In V\AF|

Attacker Address

Attacker Gountry ‘Target Address |Site

Sgnature

Devi ce

‘Count

Action

213.57.251.7  |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from (g .\ 122
213.57.251.7
109. 253. 140. 131 ]I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 98
2.54.189. 129 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 94
2.54.189. 129 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 90
176.13. 3. 67 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 37
176. 13. 10. 37 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 18
109. 253. 140. 131|I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 12
2.54.190. 116 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 9
2.54.190. 120 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
176.13.14. 18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
165. 91. 12. 68 Lhited Sates 147.237.72. 166 [aka. i df . i | Mil tiple NLL Character in Method from 165. 91. 12, 68 B ock 5
2.54. 150. 76 I srael 147.237.77. 243 |nobi | e. i df . i | Paraneter Type Mol ation Repeat Password in B ock 4
nobi | e. i df . i|/sachar/changepasswor d
W, chamat z. aka. i d (o stributed Waut hori zed URL Access on
212.199.75. 83 | srael 147.237.77. 226 f.il wan chanat z. aka. i df . i 1/sip_storagel fil es/ 9/2479. ) pg B ock 4
176. 13. 11. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock
109. 253.157. 4 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
46.19. 85. 158 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
. . Uhaut hori zed URL Access to
84.109. 156. 146 |l srael 147.237.72. 166 |aka. i df . i | vown aka, i o i 1/ i 1V gi yus/ cont rol s/ at udal A B ock 3
176.13.22.190 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
84.109.232.16 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock
185. 19. 223. 118 gjceusgi':('ja” Territory. {147 237.77. 216 [dover. i df . i | Unaut hori zed URL Access to vww i df .il/894-ar B ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
46.19.85.217  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
24. 4. 206. 235 Lhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/main/ B ock 1
Uhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.76.30 |hi nush.idf.il v chi nush. atal . i df.i1/tenpl ates/ shared/ user control s/ heade |B ock 1
rupper /
79. 105. 134. 245 |Russi an Federation 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 79. 105. 134. 245 B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 131 | sr ael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ si debar/ si debar . j s Bl ock !
] . . Uhaut hori zed URL Access to
157. 55. 39. 39 Wited Sates 147.237.77.216|dover.i df . i | vaw i . i |/ hebr ew or gani zat i on/ honef ront / pakar 13. st ni . B ock 1
40.77. 167. 80 Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
90. 75. 180. 29 France 147.237.77. 216 |dover.idf .i | Dstributed eMi| Hoarding B ock 1
81.218. 202. 135 |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Cde Qaracter in URL [nai n/kapat2//res B ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unknown Paraneter anp;t in
212.117.136.7 [Israel 147.237.72. 166 [aka. i df . i | v aka, i o . i 1/ i v kapat 2/ Scr i pt r esour ce. axd None 1
. . . Lhknown Paraneter tab in
66.249.78.184  |Israel 147.237.76. 200 (ei tan. aka. i df . i | v ei tan. aka. i df . i 1/ 938- he ei tan, aspx None 1
. . Unaut hori zed URL Access to
46.19. 85. 222 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ] shar edl | ayout . css Bl ock 1
Uhaut hori zed URL Access to
31.28.192.55 Russi an Federation 147.237.72. 166 [aka. i df . i | wwwv aka. i df .i|/kamhar/klali/wwaka.idf.il/kanhar/klali/defaul [B ock 1
t.asp
84.109.232.16 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . . . Unaut hori zed URL Access to
79. 105. 134. 245 |Russi an Federation 147.237.72. 166 [aka. i df . i | v aka. i df i 1/ chi nuch hone/ def aul t . asp Bl ock 1
Uhaut hori zed URL Access to
66.249.66.191 |[Israel 147.237.76.42 |refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pts/j query/j query-1.4. 2. nin. |B ock 1
js
- . . Uhaut hori zed URL Access to
158.181.42. 156 |Azerbaijan 147.237.77. 216 |dover. i df . il 147. 237. 7. 216/ wp- adni n/ nai nt /i ndex. php Bl ock 1
] . . Uhaut hori zed URL Access to
98.234.11.166 |lhited Sates 147.237.77. 216 |dover . i df . il vaw i i 1/ 894- en/ i dff gdover . aspx Bl ock 1
46. 19. 85. 83 | srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspi ci ous Response Code B ock 1
. . Mitiple Illegal Byte Gode Character in UR. from
81.218.202. 135 |[lIsrael 147.237.72. 166 [aka. i df . i | 81. 218, 202. 135 Bl ock 1
68.180. 228. 112 [United Sates 147.237.77. 216 |dover. i df . i | Parameter Type Vol ation PageNimin Bl ock 1
waw i df . i |/ 1393- en/ dover . aspx
. . Unaut hori zed URL Access to
46. 19. 86. 59 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl el shar ed/ reset . css Bl ock 1
. . . Uhaut hori zed URL Access to
36.80.250.87  [Indonesia 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ wp- cont ent / upl oads/ si t es/ rwb. php B ock 1
85. 65. 116. 69 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df . il/nai n. sachar B ock 1
. . Uhaut hori zed URL Access to
2.54.162. 44 I sr ael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 1135- he/ at al . aspx B ock 1
. ; O stributed Uhaut hori zed URL Access on
188. 120. 159. 207 |l sr ael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed/ reset . css Bl ock 1
80.178.198. 106 |[lIsrael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 69. 62 I srael 147.237.76.200|ei tan. aka. i df . i | Wnaut hori zed URL. Access to .l Bl ock 1
viwy e tan. aka. i df . il /tenpl at es/ news/ {"key":
] . . O stributed Uhaut hori zed URL Access on
165. 91. 12. 68 Lited Sates 147.237.72. 156 [anan. i df . i | list.ips. gov.il/robots. txt Bl ock 1
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