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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
2.54.21.215 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 14
46. 19. 86. 146 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
49.181. 161. 128 Australia 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
115. 239. 228. 10 Chi na 147.237. 76. 86 navy.idf.il JLM Under Attack GCon Htp drop 2
185. 130. 5. 228 147. 237. 76. 44 e.refuah.idf.il Bl ock_Udp All _Nets drop 1
111.177.114. 241 Chi na 147.237.76. 199 e.nakchal .idf.il |Block Wdp Al Nets drop 1
79.181. 240. 218 | srael 147.237. 8. 45 e.eitanidf.il ock Wp Al _Nets drop 1
128. 194. 131. 235 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
5.29.85.131 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
111.177. 114. 241 Chi na 147. 237. 76. 197 e hinush.idf.il |Block Wip Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
95. 35. 16. 142 147.237.77.216 I 'srael dover.idf.il portscan: TCP Distributed Portscan 1
183. 60. 48. 25 147.237.76. 39 hi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1




02-11-2016-07:04:01 to 02-11-2016-08:04:01

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
178. 162. 216. 32 |Ger many 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 69
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
31.13.198.115 |Rilgaria 147.237.72. 166 |aka.i df .i | SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 18
reamn ine: TCP Invali i i SSi
109. 253. 194. 206l srael 147.237.72. 166 |aka. i df . | Strean g Engine P Invalid invalid segnent retransnissi on drop 12
Ret r ansmi ssi on Packet dr opped.
31.13.198.115 |Bulgaria 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 12
46. 19. 86. 146 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
37.142.168.46 |lsrael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
68. 135. 47. 64 Lhited Sates |147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 9
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
46.19. 85. 192 I srael 147.237.72. 167 |ishurimaka.idf .il |Bad TCP sequence Invalid AGK nunber noni t or 7
46. 19. 85. 20 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |7
reaming BEngine: TCP Invali i i SSi
176.13.13.45  [israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid - invalid segnent retransmssion. |, op 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
2.52.13.141  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
reaming BEngine: TCP Invali i i SSi
2.52. 140. 34 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TP Invalid finvalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonit or 6
31.13.198.115 |Rulgaria 147.237.72. 166 |aka.i df .i | SYN Att ack rej ect 5
46. 19. 86. 146 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 5
92.170. 138. 204 |France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
31.13.198.115 |Rigaria 147.237. 72. 166 |aka. i df . Bad TCP sequence SINRAK retransmt wth different | oo |5
w ndow scal e
91. 200. 12.7 Lkrai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
91.200.12.136 |lkrai ne 147.237.77. 170 [mearachot . i df .il  |dr op SAMrul e drop 4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
Sreanming Engine: TCP Invalid i i ssi
2.54.19. 152 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
49.181. 161. 128 |Australia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
reamn ine: TCP Invali i i SSi
192. 117. 175. 194/l srael 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.1.51 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreamng Engine: TCP Invalid i i ssi
176.13.6.91  |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
2.54.21.215 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
176. 106. 230. 1231 sr ael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109.64.2.177  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
46.19. 85. 20 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
77.127.26.171  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
176.13.6.186 |l srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.176.194.19  |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
Russi an D Streaming Engine: TCP Invalid |[invalid segnent retransnission.
178. 154. 189. 204 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
Sreaning Engine: TGP Invalid i i sSi
5.102. 254.222 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
68. 180.229. 230 |Whited Sates 147.237.0.15  |kosher-kravi.idf.illdr op Frst packet isn't SN drop 2
2.54.21. 215 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
79.176.190. 125 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber monitor 2
2.52.13. 249 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
94. 230. 86. 7 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |2
2.54.21.215 I srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 2
Sreanming Engine: TCP Invalid i i ssi
37. 46, 41. 79 I'srael 147. 237.77. 243 |mbi l e, i f .1 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
185. 120. 126. 77 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 2
128.232.110.29 |wnited K ngdom|147.237.77.212|e.dover.idf.il  |Geo-1ocati on enf or cenent f;?olrggi'nfn I nbound drop 1
202.149.77.2 | ndonesi a 147.237.0.19 |nadimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46. 19. 85. 182 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
184. 105. 247. 199|Wnited Sates  [147.237.76.202|e. halag.icf.il  |Geo-1ocati on enf or cenent Geo-locati on inbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
2.52.140. 21 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 83
2.52.140. 21 | srael 147.237.0.19 |nadimatal .idf.il ;f’gz'ﬁ%.ozflthe Sane Response (bde (404) in Session from Bock |58
176. 13. 11. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 40
46. 19. 86. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 39
109. 253. 201. 117]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 38
109. 253. 140. 131l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 18
37.26.149.233 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 16
84.109.184. 116 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized Method for Known URL from 84.109. 184. 116 |Bl ock 4
185.32.179.23 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.52.171. 228 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 193. 222|I srael 147.237.0.19 [madimatal .idf.il Distributed Suspici ous Response Code B ock 3
2.54.133. 103 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
46. 19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54. 30. 55 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 2
84.109.184. 116 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for wawv aka. i df.il/main/ gi yus/ B ock 2
109. 253.221. 96 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Mil ti pl e Unhaut horized LRL Access from 68. 180. 228. 112 B ock 2
46. 19. 86. 149 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 2
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut hori zed UR. Access from 66.249. 78. 159 B ock 1
128.194. 131. 235|United Sates |147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
202.149.77. 2 | ndonesi a 147.237.0.19 |madimatal .idf.il Mal formed URL * B ock 1
66.249.78.159 [ srael 147. 237.77. 216 |dover . i df . i | m”f (I;fo.rillzﬁ(:jfﬁ J";f(c:tejrse;ﬁ nages! 2002/ rar chi bal at adot pg Bock |1
37.142.197.45 |[israel 147.237.77. 216 |dover.idf . il PHP Att enpt B ock
157.55.39.206 |Uited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df.il/sites/kishur/ Bl ock 1
66.249.64.143  |israel 147.237.0.17 g;nlyl kosher-kravi. 11, i buted Il1egal Paraneter Encoding None 1
202.149.77. 2 I ndonesi a 147.237.77. 216 |dover . i df .i | Miltiple Malformed URL from 202. 149. 77. 2 B ock 1
37.142.197.45 [Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to ww i df.il/xmrpc. php Bl ock 1
157.55.39.209 |Uited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/view ingtop. asp |B ock 1
2.52.140. 21 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session Bl ock 1
Unknown Par arret er
95. 86. 94. 214 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03%chl Quest |None 1
i on$60 in aka.idf.il/nain/gi yus/ questi onnaire. aspx
66.249. 64.181 | srael 147.237.77.74 |lawidf.il me?jwﬁf?ﬁtf;:ﬁiprg Zsaerarg;‘;i’“ in None 1
5.107. 230. 0 g:;d%N & 147 237.77. 216 |dover . i df . i | Distributed PHP Attenpt Bock |1
207.46.13. 41 Wited Sates |147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ B ock 1
109. 253. 221. 96 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
68.180.220. 121 |[Lhited Sates [147.237.76.200|ei tan. aka.idf.il mn;“:‘anpa;kszt o if‘/sirltog_ Le; o tan aspx None 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
5.107.230.0 ;:ii]::tdesﬁ’ab 147.237.77. 216 |dover . i df . i | Distributed Waut horized URL Access on waw i df . il/xnrpc. php B ock 1
123. 237. 231. 178[India 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
76.120.28.131 |United Sates |147.237.77. 216 |dover.idf .il g Eyi’ge\;_‘:nitégceffi‘ge“ n Bock |1
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