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Site

|Attacker Country

|Target Address

Signature

Device Action

Count

115. 239. 228. 10 Chi na 147.237. 0. 200 nu.idf.il Frk_Under Attack _Con Htp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
115. 239. 228. 10 Chi na 147.237. 0. 200 ndu.idf.il Frk Purple Gon Limt Htp drop 1
185. 130. 5. 228 147.237.76. 39 nobi | e.neitav.idf.il |B ock Udp All Nets drop 1
195. 154. 113. 4 France 147.237. 76. 44 e.refuah.idf.il B ock_Udp Al Nets drop 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il Bl ock_UWp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 147 chi nuch. aka.idf.il Bl ock_UWp Al _Nets drop 1
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|Top Attackers In |D|

At acker

‘Target Address ount ry Signature
41.33.231.90 |147.237.77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 4
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
80. 82. 64. 68 147.237.0.19 [Netherl ands nadimatal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
74.62.8.134 147.237.77. 178 |Wnited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 3072 1
62.113. 218. 124 (147. 237. 76. 31 |Ger many nakchal . i df .i | ET SCAN Potential SSH Scan 1
1.54.210. 107  [147.237. 77. 235 |\ et nam svivaidf.il ET SCAN NVAP -sS w ndow 4096 1
80. 82. 64. 68 147.237.8.50 |Netherl ands e.tikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
74.62.8.134 147.237.77.178|Wited Sates |e.matpash.idf.il |ET SCAN NVAP -sS w ndow 4096 1
72 69.189. 184 |147. 237 76.30 |uited Sates |himshidr i1 ET SISAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.113. 218. 124 (147.237.0.33  |Ger many idf.il ET SCAN Potential SSH Scan 1
434126212 1147 237 76.30 |uited Sates |himshidr i1 ET SDAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
1.54.210. 107  |147.237. 77. 235 |\ et nam svivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
198.12.82.58 |147.237.8.27 |Uhited Sates |e.nadimatal.idf.i|ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address [Ste Signature Acti on
41.33. 231. 90 Egypt 147. 237.77. 216 |dover.i df .i | drop SAMrul e drop 24
Sreamng Engine: TCP Invalid i i ssi
79.176.224.43  |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 15
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
79.181.22.167 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. |, o, 9
Ret ransm ssi on Packet dr opped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
84.109.243.65 |[lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
80.230.92.21  |israel 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dr opped.
41.33.231. 90 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
2.52.171.83 I srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
. o . Geo- | ocati on i nbound
201.172. 110. 124 |Mexi co 147.237.72. 217 |e.idf i Geo- | ocati on enf or cenent enf or cement drop 4
91. 200. 12. 7 krai ne 147.237.77. 170 |n@ar achot . i df . i | dr op SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
81.218.40.194 | srael 147. 237.72. 166 |aka. i of .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
46. 19. 85. 226 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
91. 200. 12. 143  |krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
Sreaning Engine: TCP Invalid i i ssi
68.180. 228. 112 |Wnited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. g o, 2
Ret ransm ssi on Packet dr opped.
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop
208.115.111. 73 |Lhited Sates |147.237.72.166 |aka.idf.il drop SAMrule drop
178. 62. 162. 228 LKJ?'r:gegom 147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |[menitor  [2
62.114. 160. 161 |Egypt 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
128.194. 131. 235|thited Sates |147.237.72. 166 [aka idf.il Bl ock HTTP Non Conpl i ant Fai led to handl e connection data |nonitor |1
23.254.243.17 |Uited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |1
82.102. 169. 113 |l srael 147.237.76.31 |nakchal .idf.il drop First packet isn't SYN drop 1
80. 82. 64. 68 Net herl ands  |147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
184. 105. 247. 228 Ui ted Sates [147.237.8.14 |e. orchot.idf.il Geo-1 ocati on enf or cenent ﬁ?glggﬁ;'ﬂfn I nbound drop 1
128. 232. 110. 29 LK”i"rfgegom 147. 237.77. 226 :"”‘WCham’tZ'aka' T T fsyN At t ack SYN -> SYN-ACK -> RST rej ect 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
80. 82. 64. 68 Netherl ands  |147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 1
184. 105. 139. 90 |Uited Sates |147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
Lhi ted s ; Geo- | ocati on i nbound
128. 232. 110. 29 Ki ngdom 147.237.8.14 |e.orchot.idf.il Ceo- | ocati on enf or cenent onf or coment drop 1
216.218.206.75 |Lhited Sates |147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Netherlands |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184. 105. 247. 228|Uhited Sates |147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
173.27.153.2 Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
46.19. 86. 234 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or 1
119.235.82.236 |Fji 147.237. 77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 1
80. 82. 64. 68 Netherl ands  |147.237.0.35 |akaws.idf.il drop SAMrul e drop 1
184.105.139. 99 |Uhited Sates |147.237.77.235|sviva idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.18 Lhited Sates |147.237.77. 176 |nat pash.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
128.232. 110, 29 | ted 147.237.76.34 |yohalan.idf.il drop drop 1
Ki ngdom
84.110. 81. 90 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber aert 1
216.218. 206. 84 |lited Sates |147.237.8.27 |e.madimatal.idf.il  |Geo-1ocati on enforcerent S;]?O'rggi'nf” I nbound drop 1
80. 82. 64. 68 Net her | ands 147.237.77.61 |e.cogat.idf.il dr op SAMrul e drop 1
189.5.57. 22 Brazil 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
80. 82. 64. 68 Netherlands  [147.237.0.17 |1V kosher-kravi.1d 14 o SAMrul e drop 1
62.114.160. 161 |Egypt 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 1
128.189.128.69 |Canada 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber monitor |1
81.169. 237. 146 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 1
208.115.111. 73 |lhited Sates [147.237.76.31 |nakchal.idf.il drop SAMrule drop 1
80. 82. 64. 68 Netherlands |147.237.8.14 |e orchot.idf.il Geo- | ocati on enf or cenent S;]?O'rggi'nf” I nbound drop 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
176.13.20.219 |Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 45
109. 64. 189. 225 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 24
2.54. 144. 248 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
80. 246. 137. 201 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 10
176.13. 3. 188 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
46.19. 86. 149 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
193. 169. 70. 108 |l srael 147.237.72.166|aka. i df . i | Mitiple Illegal Byte Qode Character in URL from193. 169. 70. 108 B ock 3
95. 35. 35. 12 | srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 2
183. 87. 46. 40 I ndi a 147.237.77. 216 |dover.idf .il Distributed PHP Attenpt B ock 2
80. 246. 136. 1 | srael 147.237.77.243|nobi l e. i df . i | Unhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
183. 87. 46. 40 I ndi a 147.237.77.216|dover.i df . il Distributed Waut horized URL Access on waw i df . il/xnirpc. php B ock 2
68.180.230.29 [United Sates  [147.237.77. 176 [nat pash. i df . i | \;P:rwa'?;gjt b M /oi%é_ogefsgg:@;szx Bl ock 1
212.93.118.42 |Latvia 147.237.77. 176 |mat pash. i df . i | Paraneter Type Molation SortOr in ww cogat.idf.il/1038-en/ cogat . aspx |B ock 1
93. 115. 95. 201 ’;{”&';V"D“S 147.237.77. 176 |mat pash. i df . i|  [Whauthori zed URL Access to 147.237.77. 176/ xni r pc. php B ock 1
67.249.214.216 |Wited Sates |147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 1
119. 235.82.236 |Aji 147.237.77. 176 |mat pash. i df . i|  [Unauthori zed URL Access to waw cogat . idf.il/xmrpc. php B ock
68.180.230.29 [United Sates  [147.237.77. 176 nat pash. i df . i | \;P:rwa'?;gjt b M /oigi?_ogelpsgg:@;szx Bl ock 1
23.254.243.17 |Wited Sates |147.237.77.216|dover.idf.il Distributed Suspici ous Response Code B ock 1
212.93.118.42 |Latvia 147.237.77. 176 |nat pash. i df . i|  |Paraneter Type Mol ation lang in w cogat.idf.il/1038-en/ cogat.aspx  [B ock 1
67.249.214.216 |lWnited Sates [147.237.77.74 [lawidf.il Distributed Unhaut hori zed URL Access on www | aw i df .il/xnirpc. php B ock 1
201.172. 110. 124|Mexi co 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to /tmunbl ock. cgi B ock 1
123.125.71.33 |china 147.237.76.42 |refuah.idf.il ﬂ?ftzg;’_r'?géjzﬁ‘pfcstﬁs;géﬁi | es/ 0/ 3210, pel Bl ock 1
79.181.22.167 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/sip storage/files B ock 1
95, 211. 168. 182 [Net her| ands 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Paranet er Type Miol ation PageNumin vww i df .il/1133-ar/ dover. aspx B ock 1
207.46.13.104 |Wited Sates |147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/site/unsel ecat bl e. aspx B ock 1
157.55.39.27  [thited Sates [147.237.77.176|natpash.idf .i|l [Uauthorized URL Access to 147.237.77.176/ B ock 1
62.114.160. 161 |Egypt 147.237.76.42 |refuah.idf.il PHP At tenpt B ock 1
68.180.228.112 |Wited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
212.93.118.42 [Latvia 147.237.77. 176 |nat pash. i df .i | mag?gz b i\f /Oi(?éé.ognfsggynagx Bl ock 1
2. 54. 46. 156 I stael 147.237.72. 166 |aka. i df . i | mngk": i?r'?ﬁtn: nf;i' )?Sicft;qé(;igzhw n$TochenM acetbl der $btnSave in |\ o 1
157.55.39. 113 |lhited Sates [147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/navy/htm/profs. asp B ock 1
62.114.160. 161 |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to ww refua. atal .idf.il/xmrpc. php B ock 1
193. 169. 70. 108 |l srael 147. 237. 72. 166 |aka. i df . i | L'ulri?g/ i?{/ﬁ;ﬁdﬁngigcet/zgéalkﬁ f/ ai r/ kapat 2/ [ res B ock 1
119. 235. 82.236 |Fji 147.237.77. 176 |mat pash. i df . i|  [Distributed PP Atenpt B ock 1
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