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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

185. 130. 5. 224 147.237.76. 148 gacenter. aka. i df.il B ock_ Wp Al _Nets drop 1
185. 130. 5. 228 147.237.76. 31 nakchal .idf.il B ock_Wp Al _Nets dr op 1
185. 130. 5. 224 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il B ock_Up Al Nets drop 1
185. 130. 5. 228 147.237.76. 176 test.ncore.idf.il B ock_Udp Al _Nets drop 1
185. 130. 5. 224 147.237. 76. 44 e.refuah.idf.il B ock Wp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 198 e.yohal an.idf.il B ock_ Wp Al _Nets drop 1
114.154. 186. 88 Japan 147.237.76. 196 e.svivaidf.il B ock_Wp Al _Nets dr op 1
185. 130. 5. 224 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237. 76. 202 e.halag.idf.il B ock_Up Al Nets drop 1
185. 130. 5. 224 147.237.76. 34 yohal an.i df.il B ock_Udp Al _Nets drop 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

66. 249. 64. 153 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
185. 35. 62. 39 147. 237.72. 167 Shitzerl and i shurimaka.idf.il ET SCAN Potential SSH Scan 1
114. 112. 90. 54 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 45. 137. 67 147. 237. 77. 243 Tur key nobi | e. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
46. 45. 137. 67 147.237.77.178 Tur key e. nat pash.idf.il ET SCAN NVAP -sS w ndow 1024 1
121. 201. 27. 61 147.237.0. 17 Chi na mny- kosher -kravi . i df . i| ET SCAN Potential SSH Scan 1
108. 59. 248. 198 147. 237.72. 217 Lhited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
49. 236. 206. 129 147.237.0. 17 Ml aysi a mny- kosher - kravi .i df .i| ET SCAN NVAP -sS w ndow 1024 1
46. 45. 137. 67 147.237.77. 216 Tur key dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
2.54.44.74 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST rej ect 18
2.54.44. 74 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 8
175. 106. 22. 40 I ndonesi a 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
2.54.44.74 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |8
2.54.44.74 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber monitor |8
128. 194. 131. 235|Uhited Sates [147. 237.72. 166 [aka.idf .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |6
128.194. 131. 235|Wited Sates |147. 237. 72. 156 |anan.i df il Bad TCP sequence fz;';e”ansmt with different window| onivor o
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data moni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
79.182.133.10 |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
80. 82. 64. 68 Nether| ands |147. 237. 77. 226"\ chamat z. aka. i df ?e;zr:t n%i ?nq%' r:;:f otcc]::;nent Zﬁpo vfezg';ﬁ;;e::; c;faclf:t’“ drr“c‘)?pe R 3
2.52. 48. 43 I srael 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
80.82.64.68  |Netherlands |147.237.77.233|atal.idf.il ?e;zr:t n?i ?T:?' r:;:f o-l;cc]:::anent ;Clpovfezg’;ﬁgae:cué ‘F’fadf:t’“ drr“c‘)?pe o [drop 3
2.54.44.74 I srael 147. 237.77. 216 |dover.idf .il SYN Attack rej ect
2.54.44.74 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
80. 82. 64. 68 Netherlands |147. 237.77. 176 |nat pash. i df .i | ;gii:; n?_i ET?' Tzer;f oTr?:Derrent ;?jo\f;gg‘é;‘ae:ég ‘;Iadf:t)‘i d':‘é?pe L |drop 3
117.239.56.35 |India 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |2
. o St reanming Engine: TCP Inval i d segnent retransnission.
40.77.167.73  |Wited Sates |147.237.76.86 |navy.idf.il Cval i d I?et rsnsmn <si on Proket dregpped. drop 2
54.67.47.113 Lhited Sates |147.237.76.201 |e.atal .idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 2
54.193. 40. 51 Lhited Sates |147.237.76.201|e.atal .idf.il Geo-| ocati on enf or cenent Geo- | ocati on inbound enforcenent [drop 2
141. 212. 122. 203|Wnited Sates |147. 237. 72. 156 |anan. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 24 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 219|Uhited Sates [147. 237. 76. 198 |e. yohal an.i df .i | Geo-| ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
80. 82. 64. 68 Net herl ands |147. 237. 76. 198 |e. yohal an.idf .i | Geo- | ocati on enf or cenent Geo- | ocati on inbound enforcenent  |[drop 1
158.130.6.191 |lLhited Sates |147.237. 76. 198 |e. yohal an.idf .il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
74.82.47.6 Lhited Sates |147.237. 76. 201 |e. atal .idf.il Geo-| ocati on enf or cenent Geo- | ocat i on i nbound enf or cenent drop 1
81.169. 237. 146 |Ger many 147.237.76.200 |eitan. aka.idf.il drop SAMrul e drop 1
80. 82. 64. 68 Net herl ands |147.237.77. 178 |e. nat pash.idf .il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
80. 82. 64. 68 Netherlands |147.237.72.217|e.idf.il Geo-| ocati on enf or cenent Geo- | ocation inbound enforcenent [drop 1
141. 212. 122. 204|Wnited Sates |147. 237. 72. 156 |anan. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.47 |China 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber alert 1
80. 82. 64. 68 Netherlands |[147.237.77.233|atal .idf.il Bad TCP sequence I'nvalid AGK nunber aert 1
184. 105. 247. 252|Wnited Sates |147. 237. 76. 147 [chi nuch. aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net herl ands |147.237. 76. 202 |e. hal ag.i df . il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
158.130.6.191 |Uhited Sates [147.237.77. 121 |e. navy.idf.il Geo-| ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
74.82.47.39 Lhited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 zint:gom 147.237.8.27 |e.madimatal.idf.il |Geo-| ocati on enfor cenent Geo-l ocat i on inbound enforcenent  |[drop 1
95.211. 168. 182 |Netherlands |147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 72 |Lhited Sates [147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net herl ands  [147. 237. 77. 212 |e. dover. i df .i Geo- | ocat i on enf or cenent Geo-l ocation i nbound enforcenent  |drop 1
184. 105. 139. 74 |Wnited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Netherlands |147.237.76.34 |yohalan.idf.il dr op drop 1
158.130.6.191 |[thited Sates |147.237.8.46 e chinuch.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.47 [China 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d AGK nunber moni tor |1
80. 82. 64. 68 Netherlands |[147.237.77.233|atal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
80. 82. 64. 68 Net herl ands  |147. 237. 77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 1
165.91.12.68  |Wited Sates |147. 237. 72. 156 |anan.i df il Bad TCP sequence fz;';e”ansmt with different wndow o vor |1
74.82. 47. 60 Lhited Sates [147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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46. 19. 85. 41 | srael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code Bl ock 9
176.13. 3. 188 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
: . . Unaut hori zed URL Access to
208.115.113.88 |lnited Sates [147.237.76.86 |navy.idf.il navy. i df . i 1/ gi yus/ f or und asp/ showf or Um asp Bl ock 2
165. 91. 12. 68 Uited Sates |[147.237.72.166|aka.idf .il Mil tiple NLLL Character in Method from 165.91. 12. 68 Bl ock 2
128.194. 131. 235|Uhited Sates  [147.237.72. 156 |anan. i df . i | D stributed Waut hori zed LR Access on list.ips.gov.il/robots.txt [B ock 1
80. 82. 64. 68 Net her | ands 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to iwannaknow t k/ i ndex. php B ock 1
86.123. 247. 100 |[Romani a 147.237.77. 216 |dover.idf . il Uhaut hori zed UR. Access to wanidf.il/). htm( Bl ock 1
. . Unaut hori zed URL Access to
66. 249.78. 184 | srael 147.237.76.31 [nakchal . i df . i wan nakhal . i df.il/tenpl at es/ shared/ user cont rol s/ header upper / Bl ock !
142.255.42.29 |uited Sates |[147.237.77.216|dover.idf.il Dstributed PHP At enpt Bl ock 1
www. chamat z. aka. i df . . )
80. 82. 64. 68 Net her | ands 147.237.77. 226 i Unaut hori zed URL Access to iwannaknow t k/ i ndex. php B ock 1
197.52. 174. 155 |Egypt 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwidf.il/arr/ B ock 1
96.244.197.50 |lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to wwy aka. idf.il/main/ Bl ock 1
] . . Par aneter Type M ol ati on PageNumin
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il v i df i 1/ 1381- he/ dover . aspx Bl ock 1
142.255.42.29 |Uited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waw idf.il/xmrpc. php Bl ock 1
80. 82. 64. 68 Net her | ands 147.237.77.233|atal .idf.il Unaut hori zed URL Access to i wannaknow: t k/ i ndex. php B ock 1
2.223.235.190 |Wted 147.237.77.74 |lawidf.il Ostributed PHP Attenpt B ock 1
Ki ngdom
208.115.113.88 [Lhited Sates [147.237.76.86 |[navy.idf.il Mil tipl e Lnauthorized URL Access from 208.115. 113. 88 B ock 1
116. 39. 11, 142 ?rea’ RpWIIC 107 237.77.74 |lawidf il PHP At t enpt Bl ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/igf B ock 1
157.55.39. 209 |lhited Sates |[147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wawidf.il/atal 1/izkor/ nai n. asp B ock 1
86.123.247. 100 |Romani a 147.237.77. 216 |dover.idf .l Ostributed PHP At tenpt B ock 1
2.223.235.100 |Wted 147.237.77.74 |lawidf.il Distributed thauthorized LR Access on B ock 1
Ki ngdom wwy | aw i df . i | /xnbrpc. php
116. 39. 11. 142 ?rea’ RpWIIC 107 237.77.74 |lawidf il Unaut hori zed URL Access to wan | aw i df .i1/xnirpc. php Bl ock 1
74.82.47.3 Lhited Sates |[147.237.72.166|aka.idf.il D stributed Waut hori zed URL Access on 147.237.72. 166/ B ock 1
86. 123. 247. 100 |Romani a 147.237.77.216|dover.i df . il Mil ti pl e Unhauthori zed URL Access from 86. 123. 247. 100 B ock 1
] . . Paraneter Type Molation SortOr in
208.115.113.89 [Wited Sates [147.237.77.216|dover. i df.il v i df i 17 1065- he/ dover . aspx B ock 1
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