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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
36.81. 31. 130 | ndonesi a 147.237.76. 30 hi nush. i df . i | ock Wp Al _Nets drop 3
116.192.8. 111 Chi na 147.237.76. 30 hi nush. i df . i | ock_Udp All _Nets drop 2
115. 239. 228. 10 Chi na 147.237.76. 34 yohal an.i df . il JLM Under Attack GCon Htp drop 2
206. 196. 184. 99 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ock Wp All Nets dr op 2
185. 62. 188. 131 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Block Np All Net drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 176 test.ncore.idf.il |B ock Wp All Nets drop 1
185. 130. 5. 228 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




02-11-2016-04:04:02 to 02-11-2016-05:04:02

|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
46. 45. 137. 67 147. 237.76. 30 Tur key hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
222.186.21.73 147.237.0. 15 Chi na kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 249 147. 237.77. 234 hal ag.idf.il ET SCAN NMVAP -sS wi ndow 1024 1
183. 61. 109. 189 147.237.77. 234 Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
175. 99. 87. 209 147.237.8. 27 Tai wan e.madimatal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
82.117. 208. 243 147.237.8.14 e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
60. 169. 78. 38 147.237.76. 199 Chi na e. nakchal .idf .i ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147. 237.76. 148 Chi na gqcent er . aka. i df .i | ET SCAN Potential SSH Scan 1
222.186.21.73 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46. 45. 137. 67 147.237.76. 38 Tur key eeneitav.idf .il ET SCAN NVAP -sS w ndow 1024 1
222.186.21.73 147.237.76. 31 Chi na nakchal . i df . il ET SCAN Potential SSH Scan 1
183. 61. 109. 189 147. 237.77. 234 Chi na hal ag.idf.il ET SCAN NMVAP -sS w ndow 4096 1
175. 99. 87. 209 147. 237.8. 27 Tai wan e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 4096 1
175. 99. 87. 209 147.237. 8. 27 Tai wan e.madimatal .idf.il ET SCAN NVAP -f -sS 1
60. 169. 78. 38 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
60. 169. 78. 38 147.237.0. 17 Chi na mny- kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
222.186.21.73 147. 237.76. 34 Chi na yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Acti on
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrule drop 36
Sreanmng Engine: TCP Invalid i i ssi
202. 129. 231. 137|Asstralia 147. 237. 77. 216 |dover. i df .i 9 =g Invalid segnent retransmssion. g 21
Ret r ansni ssi on Packet dropped.
202.129. 231. 137|Australia 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
175.106. 22. 40 |l ndonesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
195.34.150.18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |5
141. 0. 14. 243 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.179. 0. 220 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
109. 66.179.24 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
84.111.105.19 |[Israel 147. 237. 72. 156 |anan. i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
66.249.78.216 |lited Sates |147.237.77. 243 |nobile.iof i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
24.246.35.189 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
79.177.173. 4 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
91.200.12.7 Wr ai ne 147. 237. 72. 166 |aka.i df .i | drop SAMrule drop 2
208.115.111. 73 |Whited Sates 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 2
130. 193. 50. 33 RJSIS::t”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
91. 200. 12. 7 Ukr ai ne 147.237.77. 226" chanatz. aka. tdf |4 o SAMrule drop 2
158.130.6.191 |Wnited Sates |147.237.77.226 V‘l"‘l"“ chanatz. aka. 1df oy At t ack SYN -> SYN-ACK -> RST rej ect 1
208.115.111. 73 |lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 1
158.130.6.191 |Wited Sates |147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
185. 130. 5. 249 147.237.77. 234 |hal ag.i df .il drop SAMrule drop 1
184. 105. 247. 244|Wited Sates  |147.237.77. 212 e dover.idf. il Geo- | ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
81.169. 237. 146 |Ger many 147. 237. 76. 176 [test. ncore.idf .i | drop SAMrule drop 1
} o SWNretransmit wth different .
165. 91. 12. 68 Lhited Sates |147.237.72. 156 |anan.idf.il Bad TCP sequence wi ndow scal e noni tor |1
216.218. 206. 124|Wnited Sates |147.237.8.24 |elifestyle.idf.il  |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
158.130.6.191 |Uhited Sates |[147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 202|Wited Sates  |147.237.76.202 e hal ag.idf. il Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
185. 130. 5. 249 147.237.77. 121 |e. navy. i df .il drop SAMrul e drop 1
184. 105. 139. 122|Wnited Sates [147.237.8.45 |eeitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
165. 91. 4. 53 Lhited Sates |147.237.72. 156 |anan.idf .il B ock HTTP Non Conpl i ant Failed to handl e connection data [nonitor |1
208.115.111. 73 |Lhited States  |147.237. 77. 216 |dover. i df il drop SAMrule drop 1
8. 37.227.70 g”;(’;ym’us 147. 237. 77. 216 |dover. i of . i1 Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
158.130.6.191 |wited Sates [147.237.8.24 |elifestyleiicf.il  |[Geo-1ocation enfor cenent Geo-I ocati on i nbound drop 1
enf or cenent
185. 130. 5. 249 147.237.77.235|sviva.idf.il drop SAMrul e drop 1
141.212. 122. 198|Wnited Sates  |147. 237. 76. 199 |e. nakchal .i df . i | Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ:mo”  nbound drop 1
185. 130. 5. 249 147.237.72. 166 |aka.idf.il dr op SAMrul e drop 1
165. 91. 12. 68 Lhited Sates |147.237.72.166 [aka idf.il B ock HTTP Non Conpl i ant Response out of state nonitor |1
221.199.217. 173|Australia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
158.130.6.191 |Uhited Sates [147.237.76.177 |ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 202|Wited Sates |147.237.77.234|halag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 249 147.237. 77. 176 |nat pash. i df .i | drop SAMrule drop 1
115. 230. 124. 164|Chi na 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
184. 105. 139. 122|Wnited Sates  |147.237.77. 178|e. natpash.idf. i Geo- | ocati on enf or cenent Sﬁ?olggi'mo” i nbound drop 1
80. 82. 64. 68 Netherlands  |147.237.8.24 |elifestyle.icf.il  |Geo-1ocation enforcenent Ceo-| ocati on i nbound drop 1
enf or cenent
165.91.4.53  [Whited Sates |147.237.72. 156 |anan.idf. il Bad TCP sequence SiNretransmt wth different | o000 |y
wi ndow scal e
208.115.113.88 |Wited Sates [147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
8.37.227.81 g”;(’;ym’us 147. 237. 77. 216 |dover. i of . i1 Bl ock HTTP Non Conpl i ant Response out of state moni tor |1
158.130.6.191 |Uhited Sates [147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 249 147.237.77. 243 |nobi | e.idf il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count
66. 249. 78. 159 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 78. 159 B ock 1
165.91.12.68 |lhited Sates |147.237.72.156|aman.idf.il D stributed Wnhaut hori zed URL Access on list.ips.gov.il/robots.txt B ock 1
79. 180. 117. 161 [ srael 147.237.72. 166 |aka. i df . i | mn;::i';?f ?Ffé;rnlg\:hiﬁﬁim@a;& None |1
Unaut hori zed URL Access to wawv aka. idf.il/kam ar/ news/ x¢xge x?x£ xOx?xT|
40.77.167.40 |United Sates |147.237.72.166|aka. i df .i| ool o Roaliol oot Moo N Ko | . S
xXex" xexpaxa'" x?
207.46.13.31 |Uhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 207.46. 13. 31 B ock 1
145. 255. 2. 4 Eé;:;;”l o [147.287.77.7a Jlawiof i \;Twa{ma\tlvelr dfT?'ipIe | I\Ae;’;ft ai o ggtf ﬂcfgltg;t' ftlelrg' ;‘spx Bock |1
66.249. 78. 159 |l srael 147.237.77.216|dover . i df .i | Uhaut hori zed LRL Access to waw i df.il/newsite/english/nain. asp Bl ock 1
165.91.12.68 |lLhited Sates |[147.237.72.166|aka.idf.il Mil tiple NLLL Character in Method from 165.91. 12. 68 B ock 1
106. 51.22. 253 |India 147.237.77. 176 |nat pash. i df . i | |Dstributed PP At enpt Bl ock 1
66. 249. 64. 181 [l srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/321-en/ pat zar . aspxt he B ock 1
207.46.13.31 |Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/atal 1/i zkor/ vi ew text. asp B ock 1
157.55.39. 113 [lhited Sates |147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to ww i df.il/894-he B ock 1
68.180.228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unhaut hori zed URL Access from 68. 180. 228. 112 B ock 1
165.91.12.68 |Whited Sates [147.237.72.166(aka.idf.il NULL Character in Method Bl ock 1
106. 51.22. 253 |Iindia 147.237.77. 176 [mat pash. i df . i | |hauthori zed UR. Access to ww cogat . idf.il/xnrpc. php B ock 1
66. 249. 64. 229 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
207.46.13.88 |Wited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt Bl ock 1
157.55.39. 209 |Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to v i df.il/navy/htm/tool fs. asp B ock 1
68.180. 229, 121 |Uited Sates [147.237.76. 200 [ei tan. aka. i df . s 1ol 200 oL A00ees 10 e dor upper Bock |1
201. 24.171. 147 |Brazil 147.237.77.216|dover.idf.i|l |Dstributed PHP Attenpt B ock 1
123.125.71.89 |China 147.237.76.42 |refuah.idf.il [Whauthorized URL Access to 147.237.76. 42/ si p_st orage/ fil es/ 2/ 3192. pdf B ock 1
66.249.78.97 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ Bl ock 1
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df. i/ hi nush B ock 1
165. 91. 4. 53 Lhited Sates |147.237.72.156|aman.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
79.177. 167. 103 [ srael 147.237.72. 166 |aka. i df . i | mna?(";‘ji?rﬁr/m;;;/ S—m\awmzifmgp: ;‘n S None |1
201.24.171. 147 |Brazi | 147.237.77.216|dover. i df . il Distributed Whaut hori zed URL Access on v i df . i|/xmrpc. php B ock 1
145, 255. 2. 4 23;;”' o [#47.287.77.74 Jlawidf i ;Trwa;ma\t/velr dfT.yiple/ t\Aer(1)1IDIaI ati o : et' ﬁ'\f;/mg;t”ﬁ L. a5 Bock |1
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