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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
151. 80. 230. 228 Italy 147. 237. 76. 201 e.atal.idf.il |Bock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker Country|Target Address |Site |Slgnature
188. 165. 15. 132 |France 147.237.72.166 |aka. i df . i | |228: HITP. AhrefBot craw er B ock 1
195. 10. 212. 190 [Net her| ands 147.237.77.216 |dover . i df . i|16798: HITP. G\ Bash HITP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

‘ Target Address

Attacker Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
185. 130. 5. 249 147.237.76. 176 test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
149. 210. 216. 68 147. 237. 8. 46 Net her | ands e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 208. 14. 181 147. 237. 8. 46 Chi na e.chinuch.idf.il ET SCAN Potential SSH Scan 1
125. 208. 14. 181 147.237.8. 27 Chi na e.madimatal .idf.il ET SCAN Potential SSH Scan 1
125. 208. 14. 181 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 249 147. 237.76. 177 ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 249 147. 237. 8. 50 e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
125. 208. 14. 181 147. 237. 8. 50 Chi na e tikshuv.idf.il ET SCAN Potential SSH Scan 1
125. 208. 14. 181 147. 237. 8. 45 Chi na eeitanidf.il ET SCAN Potential SSH Scan 1
125. 208. 14. 181 147.237.8.24 Chi na elifestyleidf.il ET SCAN Potential SSH Scan 1
114. 215. 150. 44 147.237.77. 212 Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature

41.33.231. 90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 36
46. 19. 85. 216 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |monitor |6
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 216 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni tor |6
141.0.14. 19 Eur ope 147. 237. 77. 216 |dover.idf .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Gonpl i ant Failed to hand e connection data  |nonitor |4
80.82.64.68  |Netherlands  |147.237.72. 166 |aka i df il ge;:r:t n?_i Iranq?' r:;:f oTr(c]::;nent ch:of;ggﬁgﬂe&“é ‘;faclf:t“ drr“c‘)';‘pe o lorop 3
176. 10. 104. 240 |Snatzerland 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
84.108. 116. 200 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |2
188. 40. 50. 75 Ger many 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
142. 4. 213. 25 Canada 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor |1
212.83.40.238 |Ger many 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 1
141.212. 122, 194|Wited Sates |147.237.77. 226 WI"‘IW chanat z. aka. 1df |oyn At t ack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 249 147.237. 76. 199 [e. nakchal .i df .i | drop SAMrule drop 1
131. 253. 26. 237 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
158.130.6.191 |Uhited Sates [147.237.77.227 |e. hanaz. i df .i | Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
5.79.68. 161 Net her | ands 147.237.77. 216 |dover.idf .il D rectory Traversal directory traversal overflow moni tor 1
94.242.246.23 |Luxenbourg 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
158.130.6.191 |lnited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.38 Lhited Sates |147.237.76. 197 |e. himush.idf.il Geo-| ocat i on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 1
141.212. 122. 198|lnited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 :3::;’} o 147. 237. 77. 226 “I’"I”“ chamat z. aka. 1 df \oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.193|hited Sates |147.237.0.33 [idf.il drop drop

185. 130. 5. 249 147.237.8.28 |e.nobile-ks.idf.il dr op SAMrul e drop
109.163.234.9  |Romani a 147. 237. 77. 216 |dover. i o .i dr op g‘eﬁcgfsegfzé SYN packet - RST 14 op 1
158.130.6.191 [Lhited Sates |[147.237.76. 148 |ggcenter.aka.idf.il drop drop 1
84.108. 116. 200 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
149.78.154.69 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 1
141.212.122. 195|lhited Sates |147.237.76.196 |e.sviva.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound enf or cenent [dr op 1
185. 130. 5. 249 147. 237. 76. 200 |ei tan. aka. i df . i drop SAMrule drop 1
31.210.187.182 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACK nunber noni t or 1
131.253. 26. 250 |lLhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
158.130.6.191 |lhited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
109. 65. 179. 212 |Israel 147.237.77. 226 WCha”atz' aka.1df 1pad TCP sequence Inval i d ACK nunber moni tor |1
77.247.181. 162 |Netherl ands 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow noni t or
141.212.122. 198|lhited Sates |147.237.76.198 |e.yohal an.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enf orcenent |drop

197. 231. 221. 211|Liberia 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
41.82.126.138  [Senegal 147. 237.77. 216 |dover . i . i Header Rejection Pzggitrd ection pattern found in oo 1
141.212.122. 193|hited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
185. 130. 5. 249 147.237.8.50 |e.tikshuv.idf.il dr op SAMrul e drop 1
109. 163.234.9 |Romani a 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow monitor |1
158.130.6.191 |[lhited Sates |147.237.76. 200 [ei tan. aka.idf i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
158.130.6.191 |lhited Sates |147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 225 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |1
141.212.122. 196|Uhited Sates [147.237.76.196|e.sviva.idf.il Geo-1| ocat i on enf or cenent Geo- 1 ocation i nbound enf orcenent |drop 1
37. 48. 80. 101 Net her | ands 147.237.77. 216 |dover. i df . i | Drectory Traversal directory traversa overflow monitor |1
137.151.175.32 |lnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176.126.252. 11 |Romani a 147.237.77. 216 |dover.idf.il D rectory Traversal directory traversal overflow moni tor |1
109. 163.234.9 |Romani a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |[Site S gnature Action ‘Count

79.181.53.55 |lIsrael 147.237.76.31 |nakchal .idf. il [Uhauthorized URL Access to wan nakhal .idf.il/xmrpc. php B ock 1
46.19.85.225 |Israel 147.237.77.233|atal .idf . il Unknown HTTP Request Method .xm in URL B ock 1
197. 6. 205. 180 |Tunisia 147.237.77. 216 |dover.i df .i | D stributed Waut hori zed URL Access on ww i df . il /xmrpc. php B ock 1
68.180.228. 175 [Whited Sates [147.237.76.42 |refuah.idf.il [Wauthorized URL Access to 147.237.76. 42/ 994- 8906- he/ r ef uah. aspx B ock 1
40.77.167.73 |Wited Sates |147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/yohal an/f or uns/ asp/ showf or um asp |Bl ock 1
207.46.13.73 |United Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/navy/links. aspx B ock 1
80. 82. 64. 68 Net her | ands 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to iwannaknow t k/i ndex. php B ock 1
50.7.178.100 |Netherlands  [147.237.77.216 |dover.idf.i] [oe 1S Above Foot Directory s/ cuery/ query-1. 4. 2.nin. | s B ock 1
202.142.106. 22 |India 147.237.77.74 [lawidf.il PHP Att enpt B ock

68. 180. 229. 239 |Lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed LRL Access to ww aka. i df . il/doctor Bl ock 1
41.82.126.138 |[Senegal 147.237.77. 216 |dover.i df .i | Enail collector robots 14 B ock

207.46.13.79  |Uited Sates [147.237.76.200 e tan. aka i dff . ro e 2o0 (R /TCIC/‘:ZSHJ s/ opri ssi ngper son opni s ngper son. asp Bl ock 1
130. 83. 167. 219 [Ger many 147.237.77.216|dover.idf.i| |Wauthorized URL Access to waidf.il/newsite/english/docunents. asp B ock 1
66.249.78.95 |[Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
202. 142. 106. 22 |Indi a 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to www | awidf.il/xnrpc. php Bl ock 1
79.179. 120. 104 [l srael 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to v idf.il/error. htm Bl ock 1
41.82.126.138 |[Senegal 147.237.77.216|dover.idf .i|l |eMail Hbarding B ock 1
207.46.13.92 |[lhited Qates [147.237.76.86 [navy.idf.il r'?a\sl;r: gflt ield/ ;gs;t gz;xfgmﬁss/cgﬁzjf o asp Bl ock 1
157.55.39. 113 |Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwidf.il/international _training/ services.asp |B ock

68.180.228. 112 |Lhited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1133- he/ dover. aspx Bl ock

207.46.13.6  [lhited Sates [147.237.76.86 [navy.idf.il Ea\sl;r: outed %ﬁ:; hor ;zfgmﬁss/cgﬁzjt o asp Bl ock 1
79.181.53.55 [Israel 147.237.76.31 |nakchal .idf.il |Dstributed PHP Attenpt B ock 1
46.19.85.225 |[Israel 147.237.77.233|atal .idf.il Mal formed URL B ock 1
207.46.13.92 |Wited Sates |[147.237.76.86 |navy.idf.il Unhaut hori zed LRL Access to navy. idf.il/yohal an/ contact/ cont act . asp B ock 1
197. 6. 205. 180 |Tunisia 147.237.77. 216 |dover.i df .i | Ostributed PHP At tenpt B ock 1
68.180. 228. 112 [Lhited Sates |147.237.77.216|dover. i df .i | mult 2?”' szgnt:]ﬂ_sﬁf;ﬁzzutngenent o/ 2008/ | unel0a. st B ock 1
5. 64.237. 137 E:irfsgom 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df . il/894-en/i df gdover. aspx B ock 1
207.46.13.73 |Wnited Sates [147.237.76.86 [navy.idf.i|  |DStributed hauthorized LR Access on Bl ock 1

navy. i df . i|/yohal an/ f or uns/ asp/ showf or um asp
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