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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
37.26. 147. 166 | srael 147.237.76. 42 refuah.idf.il Invalid TGP H ags drop 41
41.238.61.116 Egypt 147.237.77.216 dover.idf.il DCS- HTTP-fi ref | ood dest - r eset 2
185. 130. 5. 224 147.237. 76. 197 e. hinush.idf.il Block Udp All Nets drop 1
151. 80. 230. 228 Italy 147. 237.76. 202 e halag.idf.il Block Np Al Net drop 1
185. 130. 5. 224 147.237. 76. 198 e.yohal an.idf.il Block Udp All _Nets drop 1
151. 80. 230. 228 Italy 147.237.76. 31 nakchal . i df .| Block Np All Net drop 1
185. 130. 5. 224 147.237.76. 31 nakchal .idf.il Bl ock_Udp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 201 e atal.idf.il Block_Udp All _Nets dr op 1
151. 80. 230. 228 Italy 147.237.76. 86 navy.idf.il Block Np All Net drop 1
185. 130. 5. 224 147.237.76. 86 navy.idf.il Block Udp All Nets drop 1
185. 130. 5. 224 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets drop 1
151. 80. 230. 228 Italy 147.237. 76. 198 e.yohal an.idf.il Block Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

188. 165. 15. 132 France 147. 237.72. 156 aman.idf.il (228: HITP:  AhrefBot craw er B ock 1
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|Top Attackers In |D|

At t acker Address‘Target Addr ess |Attacker (buntry|8te |Signature |Count|
195. 34. 150. 18  |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 2
175.6.228. 149 [147.237.0.35 |China akavs. i df . i | ET SCAN Rapi d PGP3 (onnections - Possible Brute Force Attack |1
51.254.23.230 [147.237.77.235 |United Kingdom |sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
51.254.23.230 [147.237.77.226 |United Ki ngdom |ww: chamatz. aka.idf.il |[ET SCAN Potential SSH Scan 1
51.254.23.230 [147.237.77.178 |United Ki ngdom |e. natpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.45.137.67  |147.237.72. 156 |Turkey aman. i df .l ET SCAN NVAP -sS w ndow 1024 1
164.39.11. 198 |147.237.77.61 [United Ki ngdom |e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
51.254.23.230 [147.237.77.233|Wited Ki ngdom |atal.idf.il ET SCAN Potential SSH Scan 1
51.254.23.230 |147.237.77.179 |United Ki ngdom |e.nazi.idf.il ET SCAN Potential SSH Scan 1
51.254.23.230 |147.237.77.176 |United Ki ngdom |nat pash.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry ‘Target Address |Ste Signature
41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .i| drop SMMrule drop 36
e SWNretransnmit wth different .
37.26.147.166 |[lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 27
37.26.147.166 |[Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence S retransmt wth different | erg 21
w ndow scal e
37.26.147.166 |lsrael 147.237.76. 42 |refuah.idf.il drop First packet isn't SYN drop 9
37.26.147.166 |[lsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
77.126.15.70 |[Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
5.102. 254. 204 |lsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |8
41.33.232.66 |Egypt 147. 237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
5.22.134.228 |lIsrael 147.237. 72. 166 |aka. i df . i1 Bad TCP sequence Invalid ACK nunber rmoni t or 5
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf. | Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor (4
41.238.61.116 |Egypt 147.237.77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreamng Engine: TCP Invalid i i ssi
46.19.85.39  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
reaming Engi ne: TCP Invali i i ssi
46. 210. 148. 161 |I srael 147. 237. 77. 243 |nobi | e. i of . | Streaning Engi ne: TCP Invalid invalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
77.125.73.83  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 66. 143. 90 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. q ., 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.16.8  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, ., 3
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
176.13.18.152 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. —q ., 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.64.190 |Wnited Qates |147. 237. 72. 166 |aka i df .11 9 =9 Invalid segnent retransmssion. |, ., 2
Ret r ansni ssi on Packet dropped.
5.102. 254. 204 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
91. 200. 12. 143 |[krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
41.238.61. 116 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
130. 193. 50. 33 gj::;”im 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Timeout |reject 2
Russi an s SYNtACXK retransmt wth .
130.193.50.83 |_ o o 147.237.77. 74 |lawidf.il Bad TCP sequence different vindow scal e roni t or 2
91. 200. 12. 136 [Wkrai ne 147.237.77.74 |lawidf.il dr op SAMrul e drop 1
197. 45. 132. 185 |Egypt 147.237.77. 233 |atal .idf.il drop SMMrule drop 1
184.72.135.223 |Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 1
37.26.146.198 |[lsrael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
158.130.6.191 |Wnited Sates |147.237.77.178|e. natpash.idf. il Geo-1 ocati on enf or cenent Eﬁ?;):ggﬁ;'mo” I nbound drop 1
149. 78. 154. 69 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
203. 127. 96. 220 |S ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 1
185. 130. 5. 249 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 1
165.91. 4. 53 Lhited Sates |147.237.72.166 |aka idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |[monitor |1
158.130.6.191 |Wited Sates |147.237.0.17 ;nlnly kosher-kravi-Td oy At ack SYN -> SYN-ACK -> RST rej ect 1
212. 150. 214. 90 |l srael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 1
198.20.70.114 |lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
185. 130. 5. 249 147.237.0.15  |kosher-kravi.idf.il drop SAMrul e drop 1
158.130.6.191 |lLited Sates |147.237.77.233|atal.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
157.55.12.73 |lhited Sates [147.237.0.34 |[tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
203. 127. 96. 220 |9 ngapore 147. 237.77. 216 |dover.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 249 147.237.0.35 |akaws.idf.il dr op SAMrul e drop 1
170. 20. 96. 2 Lhited Sates |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
158.130. 6. 191 |lLhited Sates [147.237.76.31 |nakchal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
212.179. 215. 72 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber nonitor |1
203. 127. 96. 219 |S ngapor e 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
52.6.2.64 Wited Sates |147.237.77. 216 |dover. i df .il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
185. 130. 5. 249 147.237.0.16  |ny-kosher-kravi.idf.il [drop SAMrul e drop 1
158.130. 6.191 |lhited Sates |147.237.77.234|halag.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. . . . SYNtACKK retransmt wth .
157.55.12.73 |Whited Sates |147.237.0.34 |tikshuv.idf.il Bad TCP sequence di fferent W ndow scal noni t or 1
203. 127. 96. 220 |S ngapor e 147. 237.77. 216 |dover. i df . i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site Sgnature Acti on ‘Count
176.9.59.182 |Germany 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized LR. Access from 176.9.59. 182 B ock
108. 63. 106. 110 [Canada 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to wwww i df.il/894-en/idf gdover.aspx |B ock
) . . Unhaut hori zed URL Access to
157.55.39.39 [lhited Sates |147.237.77.216|dover.idf.il ww i o i |/ at al 1/ zkor/ vi ew pi ct ur es. asp B ock 1
41.129.193.65 |Egypt 147.237.77.216|dover. i df . i | D stributed Unauthorized URL Access on wwuidf.il/xmrpc.php |B ock 1
176.9.59.182  |Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/wp-admn/ B ock
68. 180. 228. 112 [Lhited Sates |147.237.77.216|dover. i df .i | Paraneter Type M ol ation PageNumin Bl ock 1
waw i df . i | /1133- he/ dover . aspx
157.55.39. 113 [Wnited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/atal 1/izkor/ nai n. asp B ock 1
66. 249. 64. 186 [l srael 147.237.77.74 |lawidf.il Dstributed I11egal Paraneter Encodi ng None 1
177.221. 41. 249 |prazil 147.237.77.216|dover . i df .i | Dstributed PHP At enpt Bl ock 1
89.211.78.81 |[Qtar 147.237.77.216|dover . i df .i | Dstributed PHP At tenpt B ock 1
157.55.39. 209 |lhited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut hori zed URL Access from 157. 55. 39. 209 B ock 1
. . Unaut hori zed URL Access to
66.249.66.37 [l srael 147.237.77. 216 |dover.idf .il 147. 237.77. 216/ 1133- 20329- he/ dover . aspx Bl ock 1
177.221. 41. 249 |Brazil 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on waw i df.il/xmrpc. php [B ock
89.211.78.81 |Qtar 147.237.77.216|dover . i df .i | Distributed Uhaut hori zed URL Access on waw i df.il/xmrpc.php [B ock
. . DO stributed Lhaut hori zed URL Access on
37.26.147.166 |lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl el shared) reset . css B ock 1
165. 91. 4. 53 Lhited Sates |147.237.72.156|aman.idf .il D stributed Whauthorized URL Access on list.ips.gov.il/robots.txt [B ock 1
m ny- kosher - kr avi . i df
66. 249. 78. 87 | srael 147.237.0. 17 i er]/ Dstributed |11egal Paraneter Encodi ng None 1
. . . Unhaut hori zed URL Access to
177.228.5.182 |Mexi co 147.237.77. 176 |mat pash. i df . i | v cogat . i df i 1/ 2063- en/ congat . aspx Bl ock 1
41.129.193.65 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt B ock 1
66.249.78.95 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
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