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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site

Signature Device Action |Count
61.174.9. 195 Chi na 147.237.0. 19 nadi matal .idf.il |Frk_Under Attack Con_Tcp drop 2
151. 80. 230. 228 Italy 147.237.76. 199 e.nakchal .idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

At t acker Address|Attacker (buntry|Target Address |Site |Sgna1ure

195, 10. 212. 190 [Net her| ands 147.237.76. 31 [nakchal . i df . i|16798: HTTP. G\UJ Bash HITP Header Renote Code Execution Wul nerability [B ock 1
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|Top Attackers In |D|

Attacker Address

195. 34. 150. 18

Target Address

147.237.77. 216

At acker
Gountry

Austria

dover.idf.il

Signature

Tehila - Perl LWP with fake user agent

~

125, 212. 232. 144|147. 237. 76. 176 |M et nam test.ncore.idf.il ET SCAN NVAP -f -sS 1
51.254.23.230 |147.237.77.226 E?i;;gom wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.72. 156 |India anan. i df.il ET SCAN NVAP -sS w ndow 4096 1
183. 82. 106. 200 |147.237.72. 156 |India anan. i df.il ET SCAN NVAP -f -sS 1
151.56.207.78 |147.237.0.33 |italy il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
125. 212. 232. 144|147. 237. 76. 176 |M et nam test.ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
61.174.9. 195 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
46. 45, 137. 67 147.237.77.61 |Turkey e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 202 [Chi na e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
183. 82. 106. 200 |147.237.72. 156 |Indi a anan.idf.il ET SCAN NMAP -sS w ndow 2048 1
169. 54, 233. 119 [147.237.8.50 |Netherlands [e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 212. 232. 144|147. 237. 76. 176 |M et nam test.ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
141.0.14.21 Eur ope 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
Sreaning Engine: TGP Invalid i i sSi
46.19.85.162  |Israel 147. 237.77. 243 |nobil e. i of . | 9 =9 Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid ' i ssi
185.3.147.236 |l srael 147. 237. 72. 166 |aka. i o . i 9 =9 Inval i d segnent retransmssi on. dr op 12
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
149. 78. 141. 231 |Israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =9 Invalid segent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
5.29. 120. 246 I srael 147.237.77. 216 |dover.idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 83 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 255 I srael 147.237.77.216|dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 6
84.111.38.159 |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41.33.232. 66 Egypt 147.237.77. 216 |dover.idf.il  [Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
46. 19. 85. 83 I srael 147.237.77.216|dover.idf.il [Bad TCP sequence Invalid ACK nunber aert 6
5.22.134.228 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 19. 86. 20 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaming Engine: TCP Invalid ' i ssi
65.55.210.132 |Uited Sates |147.237. 76. 200 [ei tan aka i df . i 9 =9 Inval i d segrent retransmssi on. dr op 4
Ret ransni ssi on Packet dr opped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
reamn ine: TCP Invali i i SSi
79.178.207.8  |israel 147. 237.72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
77.125.110. 113 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
46.19.86.131  |Israel 147. 237.72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 145. 106 |Israel 147.237.72. 166 |aka i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
128.194. 131. 235|UWnited Sates |147.237.72.166 |aka.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 3
Sreamng Engine: TCP Invalid i i ssi
109. 64.34.215  |Israel 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
179.8.176. 3 Qile 147.237. 72. 166 |akaicr.in |2 €M NG Engine: TGP Invalid nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109.186.173. 73 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
128.194.3.195 |lhited States |147.237.72.156 |anan.icf.il  [Bad TCP sequence i;;e”ansm't with different wndowl oivor |3
Sreamng Engine: TCP Invalid i i ssi
185.3.147.233  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
reaming BEngine: TCP Invali i i ssi
109. 253. 209. 126 I srael 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.177.16.8  |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
128.194.3.195 |United Sates |147.237.72.166 |aka idf.il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 3
Sreamng Engine: TCP Invalid ' i ssi
66.249. 69. 163 |United Sates |147.237.76.86 |navy.idf.il 9 =9 Inval i d segrent retransmssi on. dr op 2
Ret ransni ssi on Packet dr opped.
128.194. 131. 235U ted States |147.237.72.156 [anan.icf.il  [Bad TOP sequence ig;e”ans”"t with different wndowl oo vor |2
91.200.12. 143 |Ukraine 147.237.77. 216 |dover.idf.il  |drop SAMrule drop
208. 115.113. 89 |lhited Sates [147.237.72.166 |aka.idf.il drop SAMrul e drop
reaming BEngine: TCP Invali i i ssi
66.249.78.177 |United Sares [147. 237, 76. 200 |ei tan aka i or. i[> | €A NG ENgine: TCP Invalid nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.
5.102.254. 142 |Israel 147.237.77.234|halag.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or
77.125.162.119 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Bngine: TQP Invalid i i SSi
66.249.78.184 |United Sates |147.237. 76. 200 [ei tan aka i df i 9 =g Inval i d segnent retransmssi on. dr op 2
Ret ransni ssi on Packet dr opped.
197. 45.132. 185 |Egypt 147.237.77.74 |lawidf.il drop SAMrul e drop
91.200.12.136 |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop
73.136.215.236 |Lhited Qates [147.237.77.74 |lawicf.il  |Bad TCP sequence S retrensmt wth different wndowl privor |2
46. 19. 86. 20 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
37.26.146.246 |lIsrael 147.237.72. 156 |anan. i df .i | Bad TCP sequence noni t or
Sreamng Engine: TCP Invalid i i ssi
66.249.69.70  |United Sates |147.237.76. 200 |ei tan aka i df .| 9 =g nval i d segnent retransmssi on. drop 2
Ret ransm ssi on Packet dr opped.
158.130.6.191 |Lhited Sates |147.237.0.200 (ndu.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
141.212.122. 202|Whited Sates |147.237.77.235|svivaidf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
197. 45.132. 185 |Egypt 147.237.76.31 |nakchal .idf.il |drop SAMrul e drop 1
185. 130. 5. 249 147.237.8.14 |e.orchot.idf.il|dr op SAMrul e drop 1
158.130.6.191 |Uhited Sates [147.237.76.199 e nakchal .idf.i|Geo-| ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 1
141. 212. 122. 204|United Sates |147.237.76.44 |e.refuah.idf.il|Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent  |drop 1
141.212. 122. 199|nited Sates |147.237.8.24 |e.lifestyle.idf|Geo-1 ocati on enfor cenent Geo-l ocat i on inbound enf or cenent  |drop 1
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address [Site Sgnature Devi ce

‘Count

Country Action
217.132.73.55 | srael 147.237.0.34 |tikshuv.idf.il Too Many of Lhe Sane Response Cbde (404) in Session from B ock 15
217.132.73.55
46.19. 86. 172 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
157. 55. 39. 209 g‘;tt:: 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wnidf.il/atal 1/izkor/viewpictures.asp |B ock 1
73.136. 215. 236 ;“;tteeg 147.237.77.74 [lawidf.il Enail collector robots 14 Bl ock 1
66. 249. 64. 48 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 3/ 105653. pdf |B ock 1
187.137.146.10 |Mexi co 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmirpc. php B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf .l Unaut hori zed URL Access to www i df .il/1503-en/ dover. aspx. B ock 1
66.249.78.184 |l srael 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed URL Access to wwuu ei tan. aka. i df.il/894-he Bl ock 1
41.238.47.255 |Egypt 147.237.77.216|dover. i df .i |l Dstributed PHP At enpt B ock 1
Lhi ted ny- kosher - kravi . i df . _ o
157. 55. 39. 233 Sates 147.237.0. 16 i Unaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
Lhi ted . . . )
73.136.215.236 [o . 147.237.77.74 [lawidf.il eMi | Hoar di ng B ock 1
m ny- kosher - kr avi . i , ,
66. 249. 64. 143 | srael 147.237.0. 17 df il DOstributed |11egal Paraneter Encodi ng None 1
198. 20. 69. 74 g;g: 147.237.0.15 |kosher-kravi.idf.il [Uhauthorized LR Access to 147.237.0. 15/ B ock 1

. . Uhaut hori zed URL Access to
95.86.75.172  |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 20477~ he/ dover . aspx Bl ock 1

Lhaut hori zed URL Access to

66.249.78.204 |Israel 147.237.77. 176 [mat pash. i df . i | vuwy cogat i df .i |/t enpl at es/ t enpl at econt rol s/ gener ¢/ Bl ock 1
41.238.47.255 |Egypt 147.237.77.216|dover.idf .l Distributed Waut hori zed URL Access on vww i df .i|/xmrpc. php B ock 1
162. 243. 175. 224 g‘;tt:: 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to wawidf.il/1294-en/wanidf.il/english  |B ock 1
79.178.139.39 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shar ed/ r eset . css B ock 1

. . . Unknown Par anet er sear chText in
66.249.69.70  |Israel 147.237.76. 200 (ei tan. aka. i df . i | Vo ei tan. aka. i df . i 1/ 982- e ei t an. aspx None 1

Lhi ted

207.46.13. 31 Sates 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/atal /i zkor/vi ew text. asp B ock 1
109. 64. 34. 215 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. idf.il/mai n/ hone/ gi yus B ock 1
66.249.78.222 | srael 147.237.0.15 |kosher-kravi.idf.i| [Hauthorized U Access to B ock 1

ww kosher -kravi . i df .il/tenpl at es/ general / general . aspx
Unknown Par anet er

46. 19. 86. 141 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenPl acekbl der $ct | 13%ct | 01%ct | 03$chl Questi o [None 1
n$38 in aka.idf.il/nai n/ gi yus/ questionnai re. aspx
Unknown Paraneter __ VI EASTATEENCRYPTED i n

176.13. 19. 77 I srael 147.237.72. 166 |aka. i df . i | wiw aka. i df i 1/ mai v sachar / pi r suneymof et . asp None 1
Unknown Par aret er
80. 246. 137. 6 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 38%ct | 01%ct | 03$chl Questi o [None 1
n$2 in ww aka. i df.il/nain/gi yus/ questionnaire. aspx
m ny- kosher - kravi . i j i
66.249.78.87  |israel 147.237.0.17 "y llegal Paraneter Encoding rnd in . None 1
af.il mny-kosher-kravi . i df .i1/aj ax/ creat ecapt chai nage. aspx
217.132.73.55 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response (ode per Session B ock
41.34.241.148 |Egypt 147.237.76.42 |refuah.idf.il PHP At t enpt B ock
128.194. 3. 195 Lsh'mt:: 147.237.72. 156 |anan. i df . i | D stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots.txt B ock 1
Lhi ted . . Unaut hori zed URL Access to
72.9.148.10 Sates 147.237.76.86 [navy.idf. il waw navy. i df . i | /994- 8613- he/ navy. aspx. aspx Bl ock !
187.137. 146. 10 |Mexi co 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
82. 81. 55. 169 I srael 147.237.77.216|dover . i df . il Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66.249.78.159 |[lIsrael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to v idf.il/error. htm B ock 1
41.34.241.148 |Egypt 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to wwu refua. atal .idf.il/xnrpc. php B ock 1
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