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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
142. 54. 169. 163 Lhited Sates 147.237.77. 226 wan chamat z. aka. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Slgnarure Devi ce Action |Oount

77.127.236. 87 I srael 147. 237.77.170 naar achot . i df . i | Cl22: HITP. Access to - .exe or .dl| Per nit 7




02-11-2016-00:04:03 to 02-11-2016-01:04:03

|Top Attackers In |D|

‘ Target Address

At acker
Country

Signature

Ki ngdom

77.127.236.87 |147.237.77.170|Israel naarachot.idf.il |WEB- FRONTPAGE /_vti _bin/ access 7
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
218.246.0.97 |147.237.76.176|Chi na test.ncore.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
121.201. 27.61 |147.237.76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
68. 196. 88. 100 |147.237.77.216|Wnited Sates [dover.idf.il portscan: TCP O stributed Portscan 1
51.254. 23. 230 [147.237.8.45 E?';;gom eeitanid.il |ET SCAN Potential SSH Scan 1
51. 254. 23. 230 [147.237.0.33 E;Ir:;cci]om idf il ET SCAN Potential SSH Scan 1
218.246.0.97 |147.237.76. 147 |Chi na chinuch. aka.idf.i I|ET SCAN NVAP -sS w ndow 1024 1
177 245 83.35 |147. 237 72. 14 |vexi co dover. i df.i1(0ld) ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . X N | .
Potential Scan or Brute Force
51.254. 23. 230 |147.237.72.217 LK?';gegom eidf.il ET SCAN Potential SSH Scan 1
51.254.23. 230 |147.237.8.28 |Wted e.mobi | e-ks.idf.il|ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Ret ransm ssi on

Packet dropped.

count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
R SWNretransnmit wth different .
176.13.11.57 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 20
reaming BEngine: TCP Invali i i ssi
79.183.7.105 |[Israel 147. 237.76. 200 |ei tan aka i o i1 [ ! €M NG Enginer TCP Invalid  invalid segnent retransnission drop 18
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.86.161 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
66.249.78. 252 |nited Sates  [147.237.0.19 |radimatal . ic i1 | Cam g Engines TP Invalid - invalid segnent retransnission drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
46.116.42.172 |israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
62.219.213.32 |israel 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
46.19. 85. 38 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 7
46. 19. 85. 38 | srael 147.237.77. 216 |dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 7
reaming BEngine: TCP Invali i i ssi
46.19.85.71  [Israel 147.237.77. 243 |moti e ior iy |2 €AMNG Bngine: TQP Invalid invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
41.33.232.66 |Egypt 147.237.77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
Sreaming Engine: TGP Invalid i i ssi
77.126. 103. 233 |I srael 147. 237. 72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.179.35.186 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
91.200. 12. 106 |Ukraine 147.237.76.200 [eitan. aka.idf.il |drop SAMrul e drop 4
54.244.22.103 |[Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 4
91. 200. 12. 143 |lkrai ne 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
105. 128. 63. 176 |Mor occo 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or 4
85. 130. 246. 228 |l srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
91. 200. 12. 143 |lkrai ne 147.237.76. 200 |eitan. aka.idf.il [drop SAMrul e drop 4
85. 130. 246. 228 |I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
37.26.148. 246 |l srael 147.237.77. 176 |nat pash. i df . i | drop Frst packet isn't SYN drop 4
91. 200. 12. 106 |lkrai ne 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
reanmn ine: TCP Invali i i Ssi
79.181. 206. 37 |Israel 147.237. 72. 166 |aka. i df .| Streamng Engine: TCP Invalid  invalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253, 157. 46 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
72.14.229.81 |Whited Sates  |147.237.72. 166 |aka idf. il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
105. 128. 63. 176 |Mor occo 147.237.77. 216 [dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 3
128.194.3.195 |Wnited Sates  |147.237.72. 156 |anan.idf. il Bad TCP sequence SNretransmt wth different monitor |3
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79. 178. 152. 159 |I srael 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
5.22.129.236 |Israel 147. 237. 72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
84.228.176. 109 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
115. 186. 243. 50 |Australia 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
31.210. 184. 144 |I sr zel 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.180 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
176.13.5.126 |Israel 147. 237. 72. 166 |aka. i f . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
128.194.3.195 |Whited Sates  [147.237.72. 166 |aka.idf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
Sreanming Engine: TCP Invalid i i sSi
5.28.190.72  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
84. 228, 177. 233 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
46.19.85.38  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
31. 210. 187. 160 [l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TCP Invalid i i ssi
77.127. 150. 244 |I srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109.64.26.15  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, o 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.52.46.192  |israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
i Sreaning Engine: TCP Invalid i i ssi
93.158. 152, 49 |FHSSIan 147. 237. 76. 147 |chi nuch. aka. i df .i 9 =9 Invalid segnent retransmssion. |, o 3
Federation Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.80.130.133 [Israel 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.177.24.51  |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 66. 19. 218 |Israel 147.237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
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A tacker

count ry Target Address |Ste Signature

Sreanming Engine: TCP Invalid i i sSi

79.179. 222. 172 [Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.

85. 130. 246. 228 |l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i ssi

109. 67. 111. 173 |I srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
5.29.75.74 | srael 147.237.0.34 |tikshuv.idf.il Distributed Too Mainy of the Same Response Code (404) B ock 16
77.127.236.87 |Israel 147.237.77. 170 |naar achot . i df . i | Ml tipl e Unhauthorized URL Access from 77.127. 236. 87 Bock |12
. . . Uhaut hori zed URL Access to
37.26.146.153 |Israel 147.237.77. 243 |nobi l e.i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 Bock |8
108. 49. 46. 71 g“;:s 147.237.77.216|dover . i df . i Distributed Suspicious Response Code Bock |7
77.127.236.87 |[Israel 147.237.77. 170 [maar achot . i df . i | Mil tiple _vti_ from77.127.236. 87 B ock 7
108. 49. 46. 71 g;g: 147.237.77. 216 |dover.idf.il Ml tipl e Unaut horized URL Access from 108. 49. 46. 71 B ock 7
46.19.85. 71 I srael 147.237.0.19 |[nmadimatal .idf.il |[Dstributed Suspicious Response Code B ock
80.246.136.57 |Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Qode B ock
. . Untraceabl e S3. Sessions: Protocol violation
109. 67.202. 42 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
. . Mil tiple Untraceabl e SSL Sessions from217.194. 198. 104 (Protocol viol ation
217.194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 2
79.177.171. 153 |lIsrael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df . i|/sachar Bl ock 2
. . . Paraneter Type M ol ati on NewPassword in
37.26.147.223 |[Israel 147.237.77.243|nobi l e.i df . i | nobi | e. i df .| / sachar / changepassvor d Bl ock 2
108. 49, 46. 71 Lhi ted 147.237.77. 216 |dover . i df . i | Dstributed Paraneter Type Mol ation on ww i df.il/1065-en/ dover. aspx B ock 2
Sates par anet er Sear chText
66. 249. 64. 58 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/ fil es/ 4/ 109444, pdf B ock 1
177.228.5.182  |Mexi co 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df . il/2063-en/ congat . aspx B ock 1
109. 67. 202. 42  |Israel 147.237.72. 166 [aka. i df . i | Mal f orned HTTP Header Line 2 Bl ock 1
wwv. chamat z. aka. ) o
41. 34.241. 148 Egypt 147.237.77. 226 o il Unaut hori zed URL Access to waww chamat z. aka. i df . il/xnmrpc. php Bl ock 1
41.34.241.148 |Egypt 147.237.76.31 |nakchal .idf.il Dstributed PHP At tenpt B ock 1
213.57.182.159 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i | |Unhauthorized URL Access to vwwu chi nuch. aka.idf.il/404. htm Bl ock 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in vww aka.idf.il/nain/rabanut/general . aspx None 1
Lhi ted . . Uhaut hori zed URL Access to
157.55.39.41  |g o |147-237.72.156[aman. i df .il waw anan. i df . i |/ modi i n/ nodi i n/ nodi i n/ nodi i n/ def adl t . aspx Bock |1
41.34.241.148 |Egypt 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 239 I srael 147.237.77.233(atal . i df . i 147.237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
. . Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df . il i df i 1/ 1065- hel kkkkkkk=5463f 033kkkkkkk 5463f 033 Bl ock 1
NULL Character in Header Nane at mA@AZA 6A™&A [ [#19] ] Avds . AtAS
=hY- At [ [ #22] ] ApAod] [ #15] ] +AtA»rpIASAa [ [ #24] ][ [ #24] ] Aok A" A€
Chem] A DAYKAAAT [#12] 1 AR A-, AR [#8] 1 A d [#8] 1 Ai h[ [#16]]) At
CA®+>AE03[ [ #6] ] Ae{ Bn/ Ad%oAc
109. 67.202. 42 |l srael 147.237.72. 166 [aka. i df . i | [[#25]][[#19]] BA?[ [ #25] ] Axq*[ [#22] 15[ [#3]] [ [#18]]! bA...6A A . AKX B ock 1
, A3 KAS[ [ #25] ] A8Aw[ [ #16] ] A2~ AoA%d] [ #5] | AfAVAR[ [ #31] ] A AsA
BA I *Q(j [ [#20] 1A VAR 7ACHD[ [ #31] ] A...mA ASMATAYAEdAC' Ad VA'A
Ac0gA[ [ #31] ] A'Ace<?@ i Al A¢AceFA? 5AA«=A- pA. ' AVAE[ [ #0] ] ?A! Avs At
A%oA] [ #8] ] ZARAR?VA, A2 A" A° - RkAZARew 8« Al uA:A </ AfAe [[#4]] CA‘A...
41.34.241.148 |Egypt 147.237.77.233|atal .idf.il PHP At enpt B ock 1
87.246.192.21 |Pol and 147.237.77.216|dover . i df . i Dstributed PHP Attenpt Bock |1
41.34.241.148 |Egypt 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 1
213. 151. 60. 159 |I srael 147.237.72. 166 |aka. i df . i | tnknoun Paraneter __V1 EABTATEENCRYPTED i n None |1
v aka. i df . i |/ nai n/ sachar/ nar ki veysachar . aspx
68. 180. 228. 175 ;h;:ee: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9709- he/ r ef uah. aspx B ock 1
46.19. 85. 71 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
157. 55. 39. 113 ;ﬂ;ttee: 147.237.77.216|dover.idf . il Unaut hori zed LRL Access to waw i df.il/894-he B ock 1
41.34.241.148  |Egypt 147.237.77.216|dover . i df . i Dstributed PH> A tenpt Bock |1
77.127.236.87 |lIsrael 147.237.77. 170 |maar achot . i df . i | Lhaut hori zed UR. Access to naarachot.idf.il/_vti_bin/owssvr.dl | B ock 1
197.162. 22. 131 |Egypt 147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 1
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ 1. he/ print. css B ock 1
41.34.241.148 |Egypt 147.237.77.233|atal .idf.il Unaut hori zed URL Access to waw atal .idf.il/xnrpc. php Bl ock 1
41.34.241.148 |Egypt 147.237.76.86 |navy.idf.il Mil tipl e Unhaut hori zed URL Access from41l. 34. 241. 148 B ock 1
87.246.192.21 |Poland 147.237.77. 216 |dover.i df . il Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
69. 112. 159. 86 LSthlatt:sd 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to vwwy i df . il/894-en/i df gdover. aspx Bock |1
. . Uhaut hori zed URL Access to
46.120. 227. 235 Israel 147.237.77. 216 [dover . i df . i | wa i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
162. 243. 212. 144 g“;:s 147.237.76.86 |[navy.idf.il Mil tiple Unauthorized URL Access from 162.243.212. 144 Bock |1
41.34.241.148 |Egypt 147.237.77.216|dover.idf .l Distributed Whaut hori zed URL Access on www i df .i|/xmrpc. php B ock 1
109. 67. 202. 42  |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock 1
197.162. 22. 131 |Egypt 147.237.77.216|dover.i df . i Distributed Whaut horized LRL Access on waw i df . il/xnirpc. php Bock |1
. . Uhaut hori zed URL Access to
66. 249. 66. 136 |l srael 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ shared/ ol i ent scri pts/ ¢l i entscri pts. | s Bock |1
128. 194. 3. 195 g“;:s 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
41.227.110. 134 |Tunisia  |147.237.77.216|dover.idf .il Distributed PHP Attenpt B ock 1
41.34.241.148 |Egypt 147.237.76.86 |navy.idf.il PHP At enpt B ock 1
105. 128.63.176 |Morocco |147.237.77.216|dover.idf .il SSL Wntraceabl e Connection - Qpen Mde None 1
02-11-2016-00:04:03 to 02-11-2016-01:04:03




