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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 4
123.151. 42. 61 Chi na 147.237.76. 39 nobi | e.neitav.idf.il [Block Udp All Nets_Con_Li mt drop 2
41.214.11. 31 Senegal 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 1
114. 202. 233. 6 Korea, Republic of 147. 237. 76. 201 eatal.idf.il Bl ock Udp All Nets drop 1
41.214.11.31 Senegal 147. 237. 76. 198 e.yohal an.idf.i| Bl ock Udp All Nets drop 1
41.214.11. 31 Senegal 147.237. 76. 200 eitan. aka.idf.il ock Wdp Al _Nets drop 1
142. 54. 185. 230 Lhited Sates 147.237. 76. 39 nobi le.neitav.idf.il |B ock Up Al _Nets drop 1




02-10-2016-23:04:02 to 02-11-2016-00:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry ‘Ste

|Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
85.93. 5. 65 147.237.77. 205 Ger many prisha.idf.il ET SCAN Potential SSH Scan 1
183. 61. 143. 147 147.237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

‘ Target Address

Ste

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

79.182.203. 185 |l srael 147.237. 76. 200 |ei tan. aka. i df .i | > dro 81
Ret r ansmi ssi on Packet dropped. P
Sreaning Engine: TCP Invalid i i ssi
2.52.169. 85 I srael 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =g Invalid segnent retransnission. drop 51
Ret r ansmi ssi on Packet dropped.
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi
31. 210. 187. 157 | srael 147. 237.72. 166 |aka i f . i 9 =9 Invalid segnent retransmssion. g, 30
Ret r ansni ssi on Packet dr opped.
195. 239. 16. 53 RJSS::t”ion 147.237.77.74 |lawidf il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |menitor |26
195. 239. 16. 40 gz:;;”ion 147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |monitor |26
reaming BEngine: TCP Invali i i ssi
46.19. 86. 24 I'sr ael 147.237.76.31 |nokehal ior.i1 | €3M NG Engine: TP Invalid finvalid segnent retransnission drop 21
Ret ransm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
162. 243. 212, 144|Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. g, 14
Ret r ansni ssi on Packet dr opped.
37.26.149.129 |lIsrael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaming Engine: TCP Invalid i i ssi
79.182. 139. 136 I srael 147.237.0.19 |madimatal.idf.i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 85 I'sr ael 147.237.0.19 |nadimatal .idf.i 9 =9 Invalid segment retransmssion. drop 12
Ret ransm ssi on Packet dropped.
37.26.146.206 |l srael 147.237.72. 166 |aka i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
2.52.10.33 | srael 147.237.72. 156 |anan. i df .i | SYN Attack rej ect 8
reaming BEngine: TCP Invali i i ssi
176.13. 6. 25 I'srael 147.237.77. 243 |t e iop i1 [ AMNG Engine: TP Invalid  finvalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
5.102. 254. 49 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
46. 19. 85. 123 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 6
2.52.10.33 | srael 147.237.72. 156 |anan. i df .i| SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 6
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 85 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber alert 6
2.52.10. 33 I srael 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber aert 6
46. 19. 85. 85 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Invalid ACK nunber noni t or 6
reamn ine: TCP Invali i i ssi
79.182.187. 104 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
2.52.10.33 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 123 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
2.52.10.33 | srael 147.237.72. 156 [anan. i df . il Bad TCP sequence I'nval i d sequence nunier noni t or
Sreanming Engine: TCP Invalid i i ssi
79.177.9.147  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
79.178.108.78 |lsrael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
2.54.168. 10 I sr ael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Engine: TGP Invalid i i ssi
66.249.69. 163 |lnited Sates  |147.237.76.86 |navy.idf.il 9 =g Invalid segment retransmssion. drop 4
Ret ransm ssi on Packet dropped.
77.127.89. 254 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 86. 244 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
66.249.78.170 |Wnited Sates  |147.237.76.200 |eitan. aka idf. il g =g nvalid segnent retransmssion. drop 4
Ret ransm ssi on Packet dropped.
156. 198. 93. 125 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
Sreaning Engine: TGP Invalid i i ssi
2.54.13.57 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.179.191.25 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67.52. 111 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
194.90.37.52  |Israel 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
77.125.111.5  |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 186 I srael 147.237.76.30 |himsh.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 3
Sreanming Engine: TCP Invalid i i ssi
84.228.151. 195 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109.66.53.74  |israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185. 120. 126. 87 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
46.19.86.158 | srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Russi an . .. . |Streamng Engine: TCP Invalid Invalid segnent retransnission.
130. 193.51.91 eration 147.237.76. 200 |eitan. aka. i df . il Ret I ansmi ssi on Packet dr opped. drop 3
Sreaning BEngine: TQP Invalid i i ssi
2.54.13. 227 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.180. 112. 117 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 3
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A tacker ) .

Attacker Address count ry Target Address |[Ste Signature
Sreaning Engine: TCP Invalid i i ssi

85. 130. 233. 106 |l srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

176.13.22.242  |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.




02-10-2016-23:04:02 to 02-11-2016-00:04:02

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.174. 47 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 189
37.142.64.132 |israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 123
37.142.64.132
46. 19. 86. 85 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 113
2.54.174. 47 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 104
79.182.139.136 |[Israel 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 60
2.54.174. 47 I'srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (403) in Session from Bl ock 39
2.54.174. 47
46. 19. 86. 85 I'srael 147.237.0.19 |nadimatal .idf.il Too Many of the Sane Response Code (404) in Session from Bl ock 35
46. 19. 86. 85
213.57.138.177 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Mainy of the Sane Response Code (404) Bl ock 28
77.127.135.62 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
199. 203. 240. 37 |l srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock
162. 243. 212. 144|thited Sates |147.237.76.86 [navy.idf.il Mil tipl e Uhaut hori zed URL Access from 162. 243. 212. 144 Bl ock
46.118. 155. 216 [Wkrai ne 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 46. 118. 155. 216 B ock
. . Paraneter Type Mol ati on ct| 00$Cont ent A acetbl der 16t xt Enai | in
37.26.149.180 |[lIsrael 147.237.76.42 |refuah.idf.il vowy ref Ua, atal i df .|/ 1518-he! ref uah. aspx B ock 2
207.46.13. 31 Lhited Sates |147.237.77.216|dover.idf.il Mil tipl e Unauthorized URL Access from 207.46.13.31 B ock
109. 253. 134. 185|1 srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
79.178.193.10 [Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut horized URL Access from 79.178. 193. 10 B ock
. . . Unaut hori zed URL Access to
79.178.193.10 [Israel 147.237.77.243|nobi | e. i df . i | mobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
91.204.213.38 |lkraine 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in watikshuv.idf.il/sitelfag. aspx B ock 1
Paraneter Type Mol ation
24.38.103.131 |lnited Sates |[147.237.77.216|dover.idf.il ct 1 00$Cont ent Pl aceHol der 1$ucAr ti ¢l eLobbyCont r ol $l mageButtonl.y |8 ock 1
in wawidf.il/1283-en/ dover. aspx
217.118. 64. 56 RJSIS:;ni on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/story. aspx |B ock 1
) wwv. chamat z. aka. i d ) o
68. 180. 230. 160 |lhited Sates |147.237.77.226 £l Unaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx Bl ock 1
185. 120. 126. 35 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset. css |B ock 1
66. 249. 64. 53 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ robots. t xt B ock 1
156. 198. 93. 125 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to www i df.il/894-ar B ock 1
79.181. 49. 31 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Cpen Mde None 1
. - . Unknown Paraneter searchText in
66.249.78.170  |Israel 147.237.76.200|ei tan. aka. i df . il voww ei tan. aka | df . 1/ 1149-en/ ei t an. aspx None 1
. m ny- kosher - kravi . i _
185. 35.62. 11 Sn t zerl and 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0.17/ Bl ock 1
108. 49. 46. 71 Lhited Sates |147.237.77.216|dover.idf.il Mil ti pl e Unaut horized URL Access from 108. 49. 46. 71 B ock 1
Unknown Par anet er
217.132.114. 170]l srael 147.237.72. 166 |aka. i df . i | ct | 00%$ct | 00$cphMai n$TochenP! acetbl der $ct | 13%ct | 01%ct | 03$chl Ques |None 1
tion$42 in aka.idf.il/nain/giyus/ questionnaire. aspx
. . Unaut hori zed URL Access to
66. 249. 64. 58 I srael 147.237.77. 170 |n@ar achot . i df . i | 147.237. 77, 1700 pdf /11 es/ 4/ 111264, pdf B ock 1
197.37.163.68 |Egypt 147.237.77. 176 |mat pash. i df . i | O stributed PHP Attenpt B ock 1
46.19. 86. 85 I srael 147.237.0.19 |[madimatal .idf.il Too Many 404: Response Code per Session B ock 1
157. 55. 39. 39 Uhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww idf.il/navy/htni/tool fs. asp B ock 1
66.249.78.184 |[Israel 147.237.76.200|ei tan. aka. i df . i | Lhaut hori zed URL Access to waw eitan. aka.idf.il/894-en B ock 1
185. 35. 62. 11 Shi t zerl and 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to www idf.il/blog/ Bl ock 1
37.142.64.132 |Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
108. 49. 46. 71 Uited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df . il/spanish B ock 1
. . Mil tiple Untraceabl e SSL Sessi ons from217. 194. 198. 104 (Prot ocol
217. 194. 198. 104/l srael 147.237.72. 166 [aka. i df . i | viol ation (SSL_OONN APPLI CATI ON DATA EXCHANGE)) None 1
77.127.135.62 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
66.249. 64.229 [Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/1136-he/ atal . aspx  |B ock 1
. . DO stributed Uhaut hori zed URL Access on
197.37.163.68  |Egypt 147.237.77. 176 |mat pash. i df . i | vaw cogat . i df . i 1/ xnht pe. php B ock 1
157.55.39.209 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to vww i df.il/atal 1/izkor/ vi ew text.asp B ock 1
83.68.225.42  [Sneden 147.237.77. 216 |dover . i df . | Paraneter Type \iolation Searchfext in Bock [t
wa i df . i | /1065- en/ dover . aspx
2.54.174. 47 I srael 147.237.0.19 [madi matal .idf.il Too Many 403: Response Code per Session B ock 1
. . D stributed Uhaut hori zed URL Access on
213.8.204. 18 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . . Unaut hori zed URL Access to
66.249.78.216 |[lIsrael 147.237.77.243|nobi | e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1769 B ock 1
185. 35. 62. 11 Shi tzerl and 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/ Bl ock
46.121.232.50 |[Israel 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
. . S Uhtraceabl e Gonnection - Protocol violation
217.194. 198. 104 |l srael 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
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