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Attacker Address

02-10-2016-22:04:09 to 02-10-2016-23:04:09

Site

Device Action

Count

|Attacker Country

Target Address

Signature

109. 67. 50. 138 | srael 147.237. 72. 156 anan.idf.il B ock_UWp Al _Nets drop 18
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 2
185. 130. 5. 224 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 224 147.237.76. 148 gacenter. aka. i df .i | B ock_Udp Al Nets drop 1
185. 62. 188. 131 Net her | ands 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1
185. 130. 5. 224 147.237.76. 176 test.ncore.idf.il B ock UWp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 38 eeneitav.idf.il B ock_UWp Al _Nets drop 1
185. 130. 5. 224 147.237.76. 196 e.sviva.idf.il B ock_Udp Al _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
52.1.90.117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
198. 20. 69. 74 Lhited Sates 147.237.8. 14 e.orchot.idf.il [13840: TLS QpenSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘S’te

‘Signature

195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il |Tehila - Perl LW with fake user agent 5
66.249. 81. 245 |147.237.77.216|thited Sates |[dover.idf.il |ET SCAN NVAP -sA (2) 2
_ _ . |ET SCAN Behavi oral lhusual |y fast inbound Tel net (onnections, Potential
39.72.17.192  [147.237.76.30 [China hi nush. i df .i | 1
Scan or Brute Force
149. 210. 216. 68 |147. 237.76. 30 |Net her| ands hinush.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
109. 64. 114. 23 [147.237. 77. 216 || srael dover.idf.il [portscan: TCP D stributed Portscan 1
149. 210. 216. 68 |147. 237. 76. 34 |Net her| ands yohal an.idf.i [ET SCAN NVAP -sS wi ndow 1024 1
. . |ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potential
116. 54. 193. 203 [147. 237. 76. 31 |Chi na nakchal . i df . i 1
Scan or Brute Force
79.181.27.21  [147.237.72. 166 |l srael aka.idf.il [portscan: TCP DO stributed Portscan 1




02-10-2016-22:04:09 to 02-10-2016-23:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
reamn ine: TCP Invali i i ssi
79.177.112.236 |israel 147. 237, 77, 243 | i e, i o i1 | €M 9 Er?g e T Invalid Invalid segnent retransmssion. drop 42
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.125.110.39  |Israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nvalid segnent retransmssi on. drop 39
Ret ransmi ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 36
Russi an sl -
176.195.108.198|_ -~ ~+ 147.237.77.233|atal .idf.il  |drop First packet isn't SN drop 32
reamng BEngi ne: TCP Invali i i ssi
2. 54.180. 20 I srael 147, 237. 77, 243 i e, i o i1 | €M g =gl he @ Invalid invalid segnent retransnission drop 24
Ret r ansmi ssi on Packet dropped.
2.52.45.177 I srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 13
Sreaning Engine: TGP Invalid i i ssi
2.54.129.212  |israel 147. 237. 76. 200 |ei tan. aka. i df . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
154.121.5.234 |Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
s SN retransmit wth different .
93.173.23.6 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence wi ndow scal e noni t or 10
reamn ine: TCP Invali i i ssi
109. 64. 114. 23|I srael 147. 237,72, 166 |aka 1o 11 | €M NG Engi ne: TCP alid  |invalid segnent retransnission drop 9
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 221. 58 | srael 147.237. 77. 243 |robi | e i df . i | g =g Invalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
212.76.127.219 |lIsrael 147.237.77. 176 |matpash.idf.i1 |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
46. 19. 85. 131 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 7
172.56.6. 18 Lhited Sates 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
5.22.130.241  |israel 147. 237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
173.237.172.93 |Wnited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
Sreamng Engine: TCP Invalid i i ssi
37.26.148.239 |israel 147. 237. 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
80.74.103.112 |l srael 147.237.77.233|atal .idf.il  |Bad TOP sequence I'nval i d AGK nunber alert 6
reamn ine: TCP Invali i i ssi
2.54.166.119 |l srael 147. 237,72, 166 |aka i of 11 | €M NG Engi ne: TCP alid  |invalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
80.74.103.112 |l srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d AGK nunber noni t or 6
reamng BEngi ne: TCP Invali i i ssi
82.80.181.110 |Israel 147.237. 72, 166 |akaicr.i | AMNg Engine: TP Invalid — imvalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.101.30 | srael 147. 237.72. 166 |aka i f . g =g nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dropped.
reamng BEngi ne: TCP Invali i i ssi
46.120.157. 226 |l srael 147.237.77. 243 |moti e i or 1 [ SAMNG Engine: TP Invalid — invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or
46.19. 85. 217 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber aert
179. 43. 212. 244 :;:t;"icca” 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 44 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 217 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
149.88.61.173 |israel 147. 237. 76. 200 |ei tan. aka. i df . | g =g nvalid segnent retransmssi on. drop 4
Ret ransmi ssi on Packet dropped.
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber aert 4
46. 19. 85. 58 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 4
37.46.39.38 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 4
46.19. 85. 58 I srael 147.237.77.216|dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Russi an o Streamng Engine: TCP Invalid Invalid segnent retransmssion.
188. 143. 232. 15 ration 147.237.76.86 |navy.idf.il Ret 1 ansni Ssi on Packet dr opped. drop 4
reamng BEngine: TCP Invali i i ssi
37.26.149.196 |Israel 147.237. 72, 166 |akaicr.i | AMNg Engine: TP Invalid — imvalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
79. 180. 200. 197 |israel 147. 237.72. 166 |aka i f . g =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.176.32.104 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
84.229.37.85  |Israel 147. 237.72. 166 |aka i f . g =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
79.183.50. 145 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
176.13.16.14  |Israel 147. 237. 77. 243 |nobil e.i df .i g =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
77.125.74.191 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
80. 230. 92. 8 I srael 147. 237.72. 166 |aka i f . i g =g nvalid segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dropped.
46. 19. 85. 246 I srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.180. 239. 237 | srael 147. 237. 72. 166 |aka i of . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.35.91  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
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At t acker ) .
Attacker Address count ry Target Address ‘Ste ‘Slgnature
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransnission.
93.158.152.32 [ - oo 147.237. 72. 166 |aka.i df . i | Ret 1 ansm ssi on Packet dr opped. drop 3
5.22.135. 186 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
185. 3. 144. 67 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count
109. 64. 179. 51 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 107
109. 64. 179. 51 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 104
2.54.27.74 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 50
109. 64.179.51 | srael 147.237.0.19 |madimatal .idf.il |00 My of the Sane Response Cde (403) in Session from Bock |34
109. 64. 179. 51
2.54.58.6 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 32
2.54.59. 207 I srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Gode B ock 24
77.127.135.62 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 12
149. 78. 179. 136 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 149.78.179.136 |[B ock 10
46.120.48.53 |Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gde Qharacter in URL B ock 6
2.54.180. 20 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 5
213.8.204.25 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 213. 8. 204. 25 B ock 4
188. 143. 232. 15 gj::;”ion 147.237.76.86 |navy.idf.il Ml tipl e Unauthori zed URL Access from 188. 143. 232. 15 B ock 3
46.19.86.137 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
176.13.16.14 |[Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock
188. 143. 232. 15 ?;3::;”' o 147.237.0.34 |tikshuv.idf.il Mil tipl e Unaut horized URL Access from 188.143.232. 15 B ock 2
46. 19. 85. 88 I srael 147.237.0.19 |[madimatal .idf.il |Ostributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
79.183.111.81 |israel 147.237.72.166 |aka. i df . i | vawn aka. | df i |/ i 1/ gi yus/ cont rol s/ at udal A B ock 2
217.132.46.95 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for www aka. i df.il/main/sachar/fag. aspx  |B ock 2
213.57.105. 174 [l srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
207.46.13.31 |lhited Sates 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew text. asp B ock 2
82.81.17.209 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
. . - Unaut hori zed URL Access to
176.13.16.14 |[Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e, i df i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1071 B ock 2
2.54.190.120 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response (ode B ock 2
79.179.60.48 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 2
85. 65. 202. 64 [l srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 85. 65. 202. 64 B ock 1
68. 180. 228. 170 |Lhited Sates 147.237.72. 156 [anan. i df . i | D stributed Uhaut hori zed URL Access on list.ips.gov.il/robots. txt Bl ock 1
- . Unaut hori zed Met hod HEAD for
149. 78. 179. 136 |l srael 147.237.72. 166 |aka. i df . i | voww aka. i i |/ nai rV sachar/ def aul t . aspx B ock 1
213.8.204.25 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for aka.idf.il/mai n/ gi yus/ def aul t. aspx B ock 1
92. 98. 159. 187 ;:i'”t:tdes” a 147 237.77. 170 |nmarachot . i df .i|  |Oistributed PP Attenpt B ock 1
. . Unknown Paraneter id in
5. 102. 254. 97 | srael 147.237.72.166 |aka. i df . i | wwn aka. i df . i1/ nai n/ gi yus/ nmi yun/ ni yunsel ect quest i onnai r e. aspx None !
197. 160. 65. 18 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhaut hori zed LRL Access on ww i df . il /xnirpc. php B ock 1
185. 3. 147. 130 |[lsrael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock
109. 253. 221. 58 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
. nobile.neitav.idf.i| . .
54.153. 95. 10 Lhited Sates 147.237.76. 39 | D stributed Waut hori zed URL Access on 147. 237. 76. 39/ B ock 1
31.13.112.120 |ireland 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request URL B ock 1
207. 195. 92. 127 |Canada 147.237.77. 176 |mat pash. i df . i | Dstributed Unaut hori zed LRL Access on www cogat.idf.il/xmrpc.php [B ock 1
95. 86. 97. 14 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
Unknown Par anet er
87.68.55.236 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 13$ct | 01$ct | 03$chl Questi o |[None 1
n$83 in aka.idf.il/main/giyus/ questionnaire. aspx
68. 180. 228. 180 |Lhited Sates 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
169. 253.194. 1 |Lhited Sates  [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/894-en/i df gdover . aspx B ock 1
109. 66. 166. 236 |1 srael 147.237.72. 166 |aka. i df . i | MSQ Data Retrieval with Inplicit  Qnversion Erors None 1
92.98.159. 187 Ehé:;desm ab 147.237.77. 170 [maar achot . i df . i | Dstributed Unaut hori zed URL Access on naarachot.idf.il/xmrpc.php [B ock 1
Unaut hori zed URL Access to
8.37.70.37 Lhited Sates 147.237.77.216|dover. i df .i | v i df . i |/ 1038- he/ dover . aspx&usg=al Kj r hj i zxOeybdxv9yysd34u3nf aei |B ock 1
eOw
198.58.103.36 |lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/1294- he/ wan i df . il B ock 1
185. 35. 62. 11 Snitzerl and 147.237.0. 15 kosher-kravi . i df.il|{unauthori zed URL Access to 147.237.0. 15/ B ock 1
Unknown Par anet er
79.183.143.75 |[Israel 147.237.72. 166 |aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wa aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
122. 248. 119. 21 |Wannar 147.237.77.74 [lawidf.il PHP Attenpt B ock 1
. nobi | e. nei tav. i df. i _
54.183. 202. 216 |Lhited Sates 147. 237. 76. 39 | Unaut hori zed URL Access to 147.237.76. 39/ B ock 1
- - Unaut hori zed URL Access to
217.132.96.45 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
Unknown Par anet er
31.44.143.121 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMii n$TochenPl acehol der $ct | 38$ct | 01%ct | 03$chl Questi o |[None 1
n$2 in ww aka. i df .il/nai n/gi yus/ questi onnai re. aspx
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