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|Top Attackers | n DDoS- Def ence |

02-10-2016-21:04:02 to 02-10-2016-22:04:02

Attacker Address |Attacker Country |Target Address | site |Signature |Device Action  |Count |
74.91. 28. 58 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
173.195. 0. 21 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
74.91. 28. 59 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-trafl dr op 1
173.195. 0. 22 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
142.54. 169. 164 Lhited Sates 147.237.77.74 lawidf.il bl ock-sp-traf 1 drop 1
173.195. 0. 23 Lhited Sates 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
142. 54. 169. 164 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1




02-10-2016-21:04:02 to 02-10-2016-22:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
155, 94, 254. 143  [lLnited Sates 147.237.77.205 |prisha.idf.il|16634: HTTP. Apache HTTP Server nod_status Request B ock 1
176.86.179.149  [Spain 147.237.77.216 |dover.idf.il |0008: HITP. Xenu User Agent B ock 1




02-10-2016-21:04:02 to 02-10-2016-22:04:02

|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

Potential Scan or Brute Force

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 5
66.249. 64. 153 [147.237.77.74 [Uhited Sates |[lawidf.il ET SCAN NVAP -sA (2) 2
37.123.100.26 |147.237.0.33 |Turkey idf.il ET SCAN Potential WNC Scan 5900- 5920 1
018 56.46.138 1147 237.76.30 |hi na hivmsh i df i ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185.3.144.69  |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
128.199. 61. 48 |147. 237. 72. 156 |9 ngapore aman.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
115. 124. 64. 250 |147. 237. 76. 86 |I ndonesi a navy.idf.il ET SCAN NVAP -f -sS 1
89.138. 167. 13 |147.237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
81.182.159.29 |147.237.0.16 |Hungary ny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
80.178. 184.19 [147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
218.246.0.97 |147.237.8.28 |China e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
139,170, 164.9 147 237 76.31 |cni na nakehal i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
115. 124. 64. 250 |147. 237. 76. 86 |l ndonesi a navy.idf.il ET SCAN NVAP -sS w ndow 2048 1
94.159. 143. 62 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 3. 84 147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
81.182.159.29 [147.237.0.15 [Hungary kosher -kravi . idf.il ET SCAN NMAP -sS wi ndow 1024 1
24, 4. 215, 84 147 237.76. 30 |United Sates |himshidr il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1




02-10-2016-21:04:02 to 02-10-2016-22:04:02

|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address [Ste Signature
5.102.228.58 |l srael 147.237.76.42 |refuah.idf.il  [Bad TCP sequence S retransmt with different monitor 111
w ndow scal e
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaning Engine: TQP Invalid i i ssi
5.22.135.189 | srael 147.237.72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 21
Ret ransm ssi on Packet dropped.
C e SN retransnmit wth different .
37.26.147.164 |lIsrael 147.237.76.42 |refuah.idf.il [Bad TCP sequence i ndow scal e noni t or 19
173.237.172.93 |Whited Sates  [147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data  |nonitor 19
Sreaming Engine: TCP Invalid i i ssi
46.116. 6. 61 I'srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. | 18
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 156. 27 |Israel 147. 237.72. 166 |aka i df . i | 9 =9 Invalid segment retransmssion. drop 18
Ret ransm ssi on Packet dropped.
. . SN retransmt wth different
37.26.147. 164 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal e alert 17
2.54.156. 113 I sr ael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 17
37.26.149.153 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 12
79.182.136. 193 |lsrael 147.237.72. 166 |aka.i df .il drop Frst packet isn't SYN drop 11
46. 19. 85. 85 I sr ael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 11
Sreaning BEngine: TCP Invalid i i ssi
108. 61. 211. 155 |Ger nany 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 92 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
5.22.130. 95 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.180. 215. 154 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.181.18.210 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
62.90.167.84  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
79.182.29.9 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engine: TCP Invalid i i ssi
66.249.78.5  |Uited Qates |147.237.0.19 |nadimatal .idf.i 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.179.60.48  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid finvalid segnent retransnission. drop 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67.191. 177 |Israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. |y, 6
Ret r ansni ssi on Packet dr opped.
172.245.10.186 |Lhited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data  |nonitor 6
Sreaming Engine: TCP Invalid i i ssi
109. 253. 129. 1711 sr ael 147. 237. 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.128.153  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segment retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 92 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
79.183.48.38  |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dropped.
2.52.11.12 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
79.182.136.193 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HITP Non Conpl i ant Failed to handl e connection data  |nonitor 5
37.46. 39. 165 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor 5
37.46.39. 221 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.147.164 |lsrael 147.237.76. 42 |refuah.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 5
85. 65.102. 249 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
Sreaning Engine: TGP Invalid i i ssi
212.76. 105. 207 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segment retransmssion. drop 4
Ret ransm ssi on Packet dropped.
Russi an C Streaming Engine: TCP Invalid Invalid segnent retransnission.
188. 143. 232. 15 Federat i on 147.237.76.86 |navy.idf.il Ret 1 ansni ssi on Packet dr opped. drop 4
176.12.155.88 |l srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Bngine: TQP Invalid i i ssi
2.52.6. 170 I srael 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
77.125.140.93 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.182.136. 193 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
5.28.169.138  |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.181.108.59 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.129. 41 I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.179.161.77 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176. 168. 197 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
79.183. 116. 141 |Israel 147.237.72. 166 |aka i df . g =g Invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.




Attacker Address

130. 193. 37. 16

02-10-2016-21:04:02 to 02-10-2016-22:04:02

A tacker
Count ry

Russi an
Federation

Target Address

147.237.0.34 |tikshuv.idf.il

Signature

Sreaning Engine: TCP Invalid
Ret r ansm ssi on

Inval i d segnent retransnission.
Packet dropped.

109. 253. 202. 47

| srael

147. 237. 72. 166

Sreamng Engine: TCP Invalid
Ret r ansni ssi on

Inval i d segnent retransnission.
Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.54.31. 206 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 88
2.54. 31. 206 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 61
188. 120. 151. 157 ]I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 56
188. 120. 151. 157|I srael 147.237.0.19 |nadimatal .idf.il Distributed Too Miny of the Same Response Code (404) B ock 23
46.19. 85. 111 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 14
109. 253. 156. 161l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 5
188. 143. 232. 15 :Zg::t”i on 147.237.76.86 [navy.idf.il Mil tiple Unauthorized URL Access from 188.143.232. 15 Bl ock 3
2.54.27.133 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.147.191 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 3
185. 32.179. 229 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.183. 9. 237 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
80.178.157.52 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
85. 250. 193. 214 |Israel 147.237.72. 166 |aka. i df . i | gt;epslsfot‘?”aceab' e S3. Sessions from85.250.193. 214 (Unknown .\ 2
2.52.11.12 I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
94.159.143.62 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/main/sachar/fag. aspx None 1
85. 65. 202. 64 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df . i|/1395-en/ dover. aspx |B ock 1
109. 253. 195. 14 |Israel 147.237.0. 17 g;nlyl kosher-kravi. i1 .. ple I11egal Parameter Encoding from 109. 253. 195. 14 None 1
109. 66. 149. 48 |l srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhaut hori zed URL Access from 109. 66. 149. 48 Bl ock 1
37.26.147.164 |Israel 147.237.76.42 |refuah.idf.il 1D4;t ;';;_“;g‘t;:tu;hgéﬁ;dedlf?eﬁect‘fissss on Bock |1
Unknown Par arret er
217.194.199. 73 |[lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 1
ion$87 in aka.idf.il/nain/giyus/ questionnaire. aspx
87.68.66.249  |Israel 147.237. 72. 166 |aka. i df . i | chaut nor zed Mt fod POST 1 asix Bock |1
80.246.133.45 |[Israel 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwy chi nuch. aka. i df .il/404. htm B ock 1
109. 66. 149. 48 |l srael 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 1
94.178. 207. 163 |krai ne 147.237.77.74 [lawidf.il Dstributed PHP At t enpt B ock 1
85.250.35.18 |l srael 147.237.0.19  |nadi matal .idf.il  [FAE Tf%?_\flc;'ﬁ;é;”hggmoffgzgiﬂ acetbl der1stxtdty in Bock |1
192. 116. 162. 182l srael 147.237.72. 166 |aka. i df .i | Untraceabl e SSL Sessi ons: (pen Mode None 1
128.194.135.73 |lhited Sates |[147.237.72.156|anan.idf.il Lhaut hori zed LR. Access to |ist.ips.gov.il/robots.txt B ock 1
79.176. 168. 197 |israel 147.237.72. 166 |aka. i df . i | mn;’k“; I'z"’f“?’fftn:lr nf;;g?i‘jtgangf‘;Zfégfmhsa‘:har$°t' 09 in None 1
109. 66. 149. 48 |l srael 147.237.76.86 |navy.idf.il Dstributed PHP At enpt B ock 1
91.211. 192, 161 gz::;”i o 147.237.77.74 |lawidf.il \;Pjrwafma\tNeirdfT?’ipﬁt\"egLf; gg,get'ﬁhfgfg;t”ﬂ | s Bock |1
80. 246. 136. 163 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 1
46.117.213.82 |lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 66. 149. 48 |l srael 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal .idf.il/xnrpc. php B ock 1
94.178.207. 163 |lkraine 147.237.77.74 [lawidf.il Distributed Unhaut hori zed URL Access on v | aw i df.il/xmrpc. php |B ock 1
197. 231. 221. 211 |Li beri a 147.237.77. 216 |dover . i df . i | bR 15 fave Foor Dreatory s/ query | query- 14,2, min | o Bock |1
142.54.160. 211 |lhited Sates |147.237.0.17 g; niyl- kosher - kravi . i Unaut hori zed URL Access to www 1916wh. con B ock 1
79.178. 161. 168 |I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtgﬁr&???/g;eggfﬁzm oo/ i sthi I ddocunent of 1362 Bock |1
109. 66. 149. 48 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock 1
Unknown Par anet er
37.142.156. 140 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13%ct | 01$ct | 03%chl Quest [None 1
ion$l in aka.idf.il/nan/giyus/questionnaire. aspx
91.211.192. 161 :Z:::t”i o 147.237.77.74 |lawidf.il \;:,arwalnz\tNeirdfT?'mt\ﬂe%f;; gglégﬁcfen;;;:ﬁn;igspx Bock |1
188. 143. 232. 15 :3::;’} on 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut hori zed LRL Access from 188.143. 232. 15 Bl ock 1
84.108. 136. 101 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwn aka. i df . il/x¢xx?x" B ock 1
Unknown Par arret er
46.120.166.87 |[Israel 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acetbl der $ct | 38%ct | 01%ct | 03%chl Quest |None 1
ion$6 in ww aka.idf.il/nain/giyus/questionnaire. aspx
109. 65.21. 131 |l srael 147.237.72. 166 [aka. i df . i | Uht raceabl e SSL Sessi ons: (pen Mbde None 1
87.58. 110. 55 Denmar k 147.237.77.74 [lawidf.il Dstributed PHP At t enpt B ock 1
208.115.113.82 |thited Sates |147.237.77.176 nat pash. i df.i | Uhaut hori zed URL Access to www cogat . idf.il/894-en B ock 1
109. 66. 149. 48 |l srael 147.237.77. 170 [maar achot . i df . i | Distributed PHP Attenpt B ock 1
94.159. 143.62 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/mai n/ sachar/ def aul t B ock 1
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