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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
142. 54. 160. 211

|Target Address |Site

|Signature |Device Action |Count |
Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl drop 1

74.91. 28. 60 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 dr op 1

115. 239. 228. 10 Chi na 147.237. 76. 197 e. hinush.idf.il JLM Under Attack Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgna1ure Devi ce Action |Oount |

78.191.172. 254  |Turkey 147.237.77.216 |dover.idf.il|@25: HITP. access to adninistrator/index. php -> Quarantine B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature

216.185.58.14 |lLhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 94
Sreamng BEngine: TCP Invalid i i ssi

109. 253. 147. 1181 srael 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 48
Ret r ansm ssi on Packet dropped.

37.26.148.186 |lsrael 147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SN drop 33

41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30

213.8.123.240 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 22

46. 19. 85. 26 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 19
Sreanmng Engine: TCP Invalid i i ssi

109. 253. 206. 88 |l srael 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

2.54. 33,90 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 18
Ret r ansni ssi on Packet dropped.

46.19. 85. 186 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
Sreaming Engine: TGP Invalid i i ssi

79.176.196. 129 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmission drop 12
Ret r ansni ssi on Packet dropped.

46. 19. 85. 186 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 12

46.19. 85. 15 I srael 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
Sreaming Engine: TGP Invalid i i ssi

84.228.112. 113 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 208. 29 |Israel 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

79.181. 162. 174 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.

46.117.71.204 |Israel 147.237. 77. 216 |dover.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 9

37.46.38. 141 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8

98.150.184.18 |lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46. 19. 85. 150 I srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nvalid ACK nunber noni t or 8

213. 8. 204. 64 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8

46. 19. 85. 211 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
Sreaming Engine: TGP Invalid i i ssi

192. 117. 186. 240 |i srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.

54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op Frst packet isn't SN drop 6
Sreamng BEngine: TCP Invalid i i ssi

79.179. 155. 185 I srael 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.

41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 6

46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

79.176.33.191 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 69 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 6
Sreamng BEngine: TCP Invalid i i ssi

194.90. 162. 227 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi

217.132.127.7 |israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

46.19.85.7 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber alert 6

46.19. 85. 211 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 6

46. 19. 85. 69 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6

46. 19. 85. 186 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi

46.19.85.152  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

46. 19. 85. 128 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
Sreaming Engine: TGP Invalid i i Ssi

79.176.215.43 |israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

149.78.173.113 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi

109. 66. 65. 253 |l srael 147. 237. 72. 166 |aka i o . i 9 =g Invalid segnent retransmssion. dr op 6
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

46.19.85.159  |israel 147. 237.77. 243 |nubi l e.i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i Ssi

2.54.56. 102 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46.19. 85. 128 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi

109.65.104.3  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

109. 253. 139. 1371 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.

79.182. 146. 237 |lsrael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi

31.154.8.70 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi

109. 66. 169.50 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 197 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber aert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19.86.205  |[israel 147.237.0.19 |madimatal .idf. |20 & of the Sane Response Code (404) in Session from B ock 631
46. 19. 86. 205
46.19.86.205  |israel 147.237.0.19 |madimatal .idf.i[/°° M of the Sane Response Code (403) in Session from B ock 309
46. 19. 86. 205
46. 19. 86. 205 I srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 120
176.13.13.221 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 27
79.177.107.195 [Israel 147.237.0.34 |tikshuv.idf.il |Dstributed Too Mny of the Sane Response Code (404) B ock 22
2.54.190. 120 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 11
109. 253. 196. 243|| sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 9
149.78.49. 183 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 9
109. 253. 147. 118|I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 8
109. 253. 206. 88 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 3

. . . Paraneter Type Mol ati on NewPassword in
37.26.148.186 |l srael 147.237.77. 243 |nobi l e.idf . il nobi | e. i df .| / sachar/ changepassvor d B ock 3
31.44.131. 96 I srael 147.237.76.31 |nakchal .idf.il |Miltiple Uauthorized URL Access from 31.44. 131. 96 B ock
109. 253. 208. 29 |l srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
176.13.2. 22 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
85. 250. 193. 214 |1 srael 147.237.72. 166 |aka. i df i | gls;lé)r:)e Untraceabl e SSL Sessi ons from 85. 250. 193. 214 (Uhknown SSL None 2
2.54.22.43 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 159 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
85. 65. 99. 231 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
149. 78.173. 113 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 2
46. 19. 85. 198 I srael 147.237.77. 216 |dover.i df . il Abnornal |y Long Request request version Bl ock 1
80. 246. 136. 199 [l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
] - . Paraneter Type M ol ati on PageNumin
68.180.230.29 [Wited Sates |147.237.77.176 @t pash. i df .| vaw cogat i df i | /1043- ar/ cogat . aspx Bl ock 1
] . . . Dstributed Paraneter Type Mol ation on
12.37.9.42 Whited Sates |147.237.0.34 |tikshuv.idf.il v ti kshuv. i of i 1/si tel general . aspx paraneter catld B ock 1
46. 210. 233. 237 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
217.194. 198. 104|l srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock 1
109. 66. 0. 191 I srael 147.237.77.216|dover . i df . i Ostributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
46.19. 86. 205 I srael 147.237.0.19 |[madimatal .idf.i|Too Many 403: Response Code per Session B ock 1
Russi an . . Paraneter Type Mol ation frontate in
188.143.232.15 | oo 147.237.77. 176 |mat pash. idf . il | - cogat . i df .i | / 901- en/ cogat . aspx Bl ock 1
157. 55. 39. 39 LWhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/arr/ B ock
77.125.140.97 |lIsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/vwuw aman.idf.il/ Bl ock
109. 253. 139. 137|I srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
68.180. 228. 112 [Lhited Sates  |147.237.76.86 |navy.idf.il thauthori zed LRL Access to Bl ock 1
waw navy. i df . i1/ consol e/ core/ doc_ngr/ doc_ngr. asp
217.194. 198. 104/l srael 147.237.77. 170 |maar achot . i df . i | |Distributed Uhaut hori zed URL Access on naarachot. i df.il/xnirpc. php Bl ock 1
46.120.70.149 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/xmrpc. php B ock
213.57.139. 187 [Israel 147.237.77. 170 |maarachot . i df . i | |Distributed PHP Attenpt B ock
94 230.86.219 |1 srael 147. 237.72. 166 |aka. i df . i | Unknown _Par gnet er ctl 00sct | OO$§phhAa| n$cphSachar $ct | 37 in None 1
v aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
. . Illegal HITP Version __at uvs=56bb843b6907e0a7000;
46.19. 85. 198 I srael 147.237.77.216|dover . i df . i " at ssc=f acebookIBR3 B ock 1
176.13.2.22 I srael 147.237.77.243|nobi l e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock 1
. - Unknown Par aret er ct| 00$ct | 00$cphMai n$cphSachar $ct 117 in
82.81.28.216 I srael 147.237.72. 166 |aka. i df . i | aka. i o .i 1/ nai v sachar / pays i ps. aspx None 1
68.180.230.29 |United Sates |147.237.77.176|matpash.idf.il ["2ameter Type Molation Pagehumin B ock 1
v cogat . i df . i | /1927- he/ cogat . aspx
Unknown Par arret er
109. 66. 139. 49 |l srael 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acebbl der $bt nAt udaPrint in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
] . . Unaut hori zed URL Access to
54.167.183.116 |lhited Sates |147.237.77.216(dover.idf.il 147. 237. 77. 216/ 1133- 18485- he/ dover . aspx Bl ock 1
217.194. 198. 104|l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal . idf.il/xmrpc. php B ock 1
85. 250. 193. 214 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Unknown SSL Sessi on None 1
212.117.143.29 [israel 147.237.77.216|dover.idf .l Lhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1
40. 77. 167. 80 Lhited Sates [147.237.72.166|aka. i df.i | Uhaut hori zed LRL Access to 147.237.72. 166/ Bl ock 1
’ - - Unaut hori zed URL Access to
157.55.39.92  [Wnited Sates |147.237.76.86 [navy.idf.il W navy. i of i |/ shar ed/ user cont rol s/ header upper/ B ock 1
78.191.172. 254 |Turkey 147.237.77.216|dover . i df . i D stributed PHP A tenpt B ock
68.180.228.170 |Wited Sates [147.237.72.156|anan.idf.il Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock
. . Mil tipl e Uhtraceabl e SS. Sessi ons from46. 120. 158. 119 (Prot ocol
46.120.158. 119 |Israel 147.237.77.216|dover . i df . i viol ation (SSL OONN APPLI CATI ON DATA EXCHANGE)) None 1
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