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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  [Site |Signature |Device Action  |Count |
79.181. 102. 126 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 6
79.178. 56. 146 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
142. 54. 160. 213 Lhited Sates 147.237. 76. 147 chinuch. aka.idf.il bl ock-sp-trafl drop 1
85. 25. 43. 146 Ger nany 147.237.76. 177 ncore.idf.il B ock_Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

88.249.106.23 |147.237.77. 234 |Turkey hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 20. 69. 98 147.237.72. 217 |Whited Sates |e.idf.il ET DROP Dshiel d B ock Listed Source

183 64.161. 26 |147. 237, 0.35  |ni na akave. i il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

125. 212. 232. 144(147. 237.8.50  |M et nam e.tikshw.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
125, 212. 232, 144|147.237.8.50 [V et nam etikshuv.idf.il |ET SCAN NVAP -f -sS 1
109. 64. 9. 116 147.237. 72. 166 I srael aka.idf.il portscan: TP D stributed Portscan 1
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
176.13. 23. 92 147, 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
125. 212. 232. 144|147.237.8.50 |M et nam e.tikshuv.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
114.112.90.54 [147.237.8.28 |China e.mobi | e-ks.idf.i [|[ET SCAN NVAP -sS wi ndow 1024 1




02-10-2016-19:04:06 to 02-10-2016-20:04:06

|Top Attackers In FW |

At acker

Country Target Address |Ste Signature
80. 246.130. 31 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdﬁrsacnjit Wth different moni tor  [139
109.64.50.84  |Israel 147.237.77. 234 |nal ag.i o . i Bad TCP sequence mdge\:,rsa:;rit wth different moni tor |40
41.33.231.90 |Egypt 147. 237. 77. 216 |dover.i df .il dr op SAMrul e drop 34
46. 19. 85. 26 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 30
176. 12. 155. 225 |I srael 147. 237.76. 200 [ei tan. aka i o 11 | €2M NG Engine: TCP Invalid - finvalid segnent retransnission drop 24
Ret r ansni ssi on Packet dropped.
2.54.22.161 I srael 147.237.72. 167 |i shuri maka. i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
81. 39. 182. 46 Spai n 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop 19
46. 116. 249. 133 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 19
109. 64.32. 153 |Israel 147, 237. 76. 200 |eitan. aka. i of i1 | @M NG Bngine: TCP Invalid  finvalid segnent retransnissi on drop 18
Ret r ansni ssi on Packet dr opped.
2.54.22.161 I st ael 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
82.145.221.90 |Europe 147. 237. 77. 216 |dover . i dof . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
109. 64. 191. 207 |Israel 147. 237.72. 166 |aka. i of .11 Streamng Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansnm ssi on Packet dr opped.
80.246.137. 41 |Israel 147.237.72. 166 |aka i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout rej ect 9
80.246.137. 41 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence Sweae el reansm wehdifferent | onitor o
149. 78. 250. 113 |I srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  Jinvalid segrent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
80.246.137. 41 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN - > SYN-ACK -> Ti meout alert 9
77.126.209.51 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 86. 59 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
5.102.254.82 |lsrael 147. 237. 72. 156 |anan. i df . i Bad TCP sequence Invalid ACK nunber noni t or 7
109. 64. 115. 192 || srael 147. 237.72. 156 |anan. i of .| SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
188. 120. 148. 69 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
109. 64. 115. 192 |I s ael 147. 237.72. 156 |anan. i of .| Bad TCP sequence noni t or 7
2.54.22.161 I srael 147.237.72. 167 |i shuri maka.i df .i|SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 6
46.19.85.7 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.183.22.65 |Israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid  Jinvalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
2.54.22.161 I srael 147.237.72. 167 [i shurimaka.i df .i|Bad TCP sequence I'nval i d ACK nunber alert
5.22.131.54 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
46. 19. 85. 186 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
79.179.108.88 |l srael 147. 237, 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
79.183. 149. 132 |l srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence V?':dﬁ;a:;”gt wth different moni tor |6
2.54.22.161 I srael 147.237.72. 167 [i shurimaka.i df .i|Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.22.161 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert
149. 78. 250. 139 |I srael 147. 237.72. 166 |aka i df . i Streamng Engi ne: TCP Invalid —imvalid segrent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.22.161 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid sequence nunber noni t or 6
41.33.232.66 |Egypt 147.237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 6
2.54.22.161 I srael 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
5.22.135.195 |[lsrael 147.237.77. 234 |hal ag. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
2.54.22.161 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
79.179. 195. 124 |I srael 147.237.72. 166 |aka.i df . Streaming Engi ne: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansn ssi on Packet dr opped.
5.22.130.235 |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret ransn ssi on Packet dr opped.
46.19.85.186 |Israel 147. 237.77. 216 |dover.i df .il Bad TCP sequence I'nvalid ACK nunber alert 6
94. 230. 86. 2 I 'srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
109. 64. 115. 192 |l srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber alert 5
80. 246. 133. 144 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 5
31.210.186.19 |[lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
109. 64. 115. 192 |l srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
79.181.129.25 |[Israel 147.237. 72. 166 [aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
195. 34.150. 18 |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
157. 55. 39. 77 Lhited Sates |147.237.77.74 [lawidf.il dr op First packet isn't SYN drop 5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 253. 207. 24 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 8
109. 253. 213. 108|I srael 147.237.77. 243 |nobi | e. i df . i | :;;“It :cl’r(;fsz , t;eggrcy‘isem;esn < ohi | ddocunent o/ 1362 Bock |4
84.229. 38. 83 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
2.52.8.62 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 132. 37 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.22. 43 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
84.108. 211. 143 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
84.108. 184. 144 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
109. 65. 73. 234 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: UWnhknown SSL Sessi on None 2
Pal estini an _ ) Unhaut hor i zgd u1 Access to .
82.205.26.188 [ " tory, Quoupi ed 147.237.77. 176 [nat pash. i df . i | \L/lur/:xg cogat. i df.il/tenpl at es/ homepage/ waww yout ube. cond v/ 3g51ei 5n |Bl ock 2
213. 8. 204. 62 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
79.179.58.147 I srael 147.237.76.42 |refuah.idf.il m:;fbulgzj a}h?g;_hﬁr/i;:?pﬁhsccess on Bock |1
212.179. 3. 44 | srael 147.237.76.30 |hi nush.idf.il Lhaut hori zed URL Access to ww chi nush. atal .idf.il/xnrpc. php B ock 1
5.22.135. 153 I srael 147.237.77. 170 n@aarachot . i df . i | |Ostributed PHP Atenpt B ock
93.173.23.6  [israel 147.237.77. 233|atal . i df . | oy 230 19, 259 1194 et at ol - e Bock |1
79. 96.139. 9 Pol and 147.237.76.86 |navy.idf.il Distributed PP Attenpt B ock 1
207. 46. 13. 41 Lhited Sates 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to 147.237.76. 31/ robots. t xt B ock 1
128.232.110. 28 |United Ki ngdom 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
84.108.50.179 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
Unknown Par anet er
46. 19. 86. 187 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP acetbl der $ct | 13%ct | 01%ct | 03%chl Questi |None 1
on$67 in aka.idf.il/nain/giyus/questionnaire. aspx
37.77.51.35 Iraq 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwidf.il/arr B ock 1
109. 65. 73. 234 |l srael 147.237.72. 156 |anan. i df . i | SSL Wntraceabl e Gonnection - Uhknown SSL Sessi on None 1
79.183.179.89 [Israel 147.237.77. 170 n@aarachot . i df . i | |Ostributed PHP Atenpt B ock 1
212.179. 3. 44 I srael 147.237.77.233|atal .idf.il Ostributed PHP At tenpt Bl ock 1
79.176. 96. 94 I srael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw rag. i df.il/xnrpc. php B ock 1
212.25.119.136 |[Israel 147.237.77. 170 |maar achot . i df . i | [Distributed Wnaut hori zed URL Access on maarachot.idf.il/xmrpc. php |B ock 1
89.138.252.22 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/webhp Bl ock 1
62. 84. 69. 166 Lebanon 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwu i df.il/894-ar B ock 1
176.194.128. 11 |Russian Federation [147.237.77.216|dover.idf.i| mrmarztferl J):an;f:::ts/l 22n§t of i endl sendt of i end. asix Bock |1
84.109. 165. 23 |l srael 147.237.76.86 |navy.idf.il Dstributed PHP At enpt Bl ock 1
81.207.74.195 [Netherl ands 147.237.77. 216 |dover . i df .i | O stributed Lhaut hori zed URL Access on www i df . il /xnirpc. php B ock 1
46.19. 85. 81 I srael 147.237.77.216|dover.idf . il Dstributed Aonormal |y Long Request B ock 1
79.179.58. 147  |lsrael 147.237.77. 170 |maar achot . i df . i | |Dstributed PHP At t enpt Bl ock 1
212.179.3. 44 I srael 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1
5.22.135. 153 I srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed LRL Access to maarachot . idf.il/xnrpc. php B ock 1
94. 230. 86. 2 I srael 147. 237.77. 216 |dover . i df . i | géi‘i egg\lil_sz‘:,;ﬁssci:%sza\i ggg_g;g:;:\l&) None 1
85. 250. 244. 244 |Israel 147.237.77.216|dover. i df . il D stributed Unauthorized LRL Access on wwwvidf.il/https:/wanidf.il/ [B ock 1
79.96. 139. 9 Fol and 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/wp-1ogin. php Bl ock 1
207.46.13.152 [hited Sates 147.237.77. 216 |dover. i df . i | Uhaut hori zed LRL Access to wawidf.il/atal 1/i zkor/ vi ew text . asp B ock 1
46.120.70.149 |Israel 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
157.85. 39. 35 United Sates 147.237.76.30 [hi nush. i df . i V\ux;lw?\tu(t::iorrmljszhéc;t?i ﬁ?CﬁS/St ;:pl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
37.142.197.45 |[Israel 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
79.183.179.89 [Israel 147.237.77. 170 |maar achot . i df . i | [Distributed Wnaut hori zed URL Access on maarachot . idf.il/xmrpc. php |B ock 1
212.179. 3. 44 | srael 147.237.77.233|atal .idf.il Lhaut hori zed LRL Access to waw atal .idf.il/xnhrpc. php Bl ock 1
79.176. 96. 94 I srael 147.237.77. 216 |dover . i df .i | Dstributed PHP Attenpt B ock 1
212.76.97.211 [ srael 147.237.72. 166 |aka. i df . i | m”;(“;iﬁr_?wtn;r nf;;g?ﬁgﬁ?gficgzf;;fcphsamar$Ct' 55in None 1
Unknown Par anet er
89. 139. 244. 253 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenPl acehbl der $ct | 38%ct | 01$ct | 03%chl Questi |None 1
on$l in ww aka. i df.il/nain/gi yus/ questionnaire. aspx
66. 249, 66. 182 [ srael 147.237.0.34 [tikshuv.idf.i] [hauhortzed dﬁlﬁ?ii/sgteger o asp. . 660edoci 472562 Bock |1
185. 27.105. 95 |l srael 147.237.77.216|dover . i df .i | Dstributed Lhaut hori zed UR. Access on wawidf.il/https:/wwidf.il/ [B ock 1
84.109. 165. 23  |Israel 147.237.76.86 |navy.idf.il Mil tipl e Uhaut horized URL Access from 84.109. 165. 23 B ock 1
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