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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count
142. 54. 160. 213 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-traf 1 drop 1
185.94.111. 1 147.237. 76. 42 refuah.idf.il ock_Udp All _Nets drop 1
66. 249. 78. 252 | srael 147.237.0. 19 nadi matal .idf.il SYN H ood unverified cooki e drop 1
142.54. 160. 214 Lhited Sates 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
116. 65. 218. 7 Japan 147.237.76. 34 yohal an.idf.il Bl ock Udp Al _Nets drop 1
142. 54. 169. 164 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
142. 54. 160. 213 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |bl ock-sp-trafl forward 1
185. 62. 188. 131 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il B ock Np Al Net drop 1
14.63.173. 233 Korea, Republic of 147.237. 76. 200 eitan. aka.idf.il JLMPurple Con Linit Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnai ure Devi ce Action |Oount

151. 80. 31. 110 Italy 147.237.77. 74 lawidf.il 228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
66.249. 64. 181 [147.237.77.74 |Wited Sates |lawidf.il ET SCAN NVAP -sA (2) 2
14.63.173.233 |147.237.0.15 ?rea’ RepUbl T € |y sher - kravi i of i1 ET SCAN Potential SSH Scan 1
176. 41. 225. 230 |147. 237. 76. 34 |Turkey yohal an.i df. i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.28.135.174  [147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
121.201.27.61 [147.237.76. 199 |Chi na e.nakchal .idf .il ET SCAN Potential SSH Scan 1
109. 67.193. 11 |147.237.77. 216 |I srael dover . idf.il portscan: TCP Distributed Portscan 1
84.228.175. 63 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
81.218.191.54 |147.237.77.216|lsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.183.198. 93 [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
46.121. 30. 128 |[147. 237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
209. 49. 122, 194 |147.237.76. 44 |Wited Sates [e.refuah.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connecti ons, 1
Potential Scan or Brute Force
37.142.237.31 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 117. 163. 58 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
5.29.126.250 [147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
149. 78. 23. 164 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.22.135.208 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
114.112.90. 54 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
89. 138. 183. 145 [147. 237. 77. 216 || sr ael dover.idf.il portscan: TCP D stributed Portscan 1
81. 218. 226. 231 [147. 237. 72. 166 || sr ael aka.idf.il portscan: TCP D stributed Portscan 1
80.82.78.6 147.237.0.17  [Netherl ands mny-kosher-kravi .idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
217.132. 13. 245 [147. 237. 72. 166 || sr ael aka.idf.il portscan: TCP D stributed Portscan 1
46.19. 85.245  [147. 237.72. 166 |1 srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

37.26. 146. 169 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 406

41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreaming Engine: TGP Invalid i i ssi

2.54.43.105 I'sr ael 147.237.76.31 |nakehal .idf.il 9 =g Invalid segnent retransmssion. Packet . 24
Ret r ansni ssi on dr opped.

2.54.15.173 I srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
Sreaming Engine: TGP Invalid i i ssi

87.68.47.149  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 18
Ret r ansni ssi on dr opped.

82. 166. 0. 86 I'srael 147.237.76.42 |refuahicf.il  [Bad TCP sequence z;‘;e”ansmt wth different wndow opniior |18
Sreaming Engine: TGP Invalid i i ssi

2.54.39. 10 I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Packet . 18
Ret r ansni ssi on dr opped.

46.19. 85. 147 I srael 147.237.72. 167 |ishurimaka. i df .il|Bad TCP sequence Invalid ACK nunber moni tor |13

46. 19. 85. 186 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d AGK nunber noni tor |13
Sreaming Engine: TGP Invalid i i ssi

46.116. 112. 238 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 12
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

2.54.177.129  |israel 147. 237. 72. 167 |i shuri maka.i of . i1 9 =9 Invalid segnent retransmssion. Packet 12
Ret r ansmi ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

31.168.182.99 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 9
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

46.19.86.125  |israel 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. Packet 9
Ret r ansmi ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

79.182. 100. 107 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 9
Ret r ansni ssi on dr opped.

37.46.38. 146 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Inval i d ACK nunber monitor |9
Sreaming Engine: TGP Invalid i i ssi

109. 253. 221. 134/ srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. Packet . 9
Ret r ansni ssi on dr opped.

reanmn ine: TCP Invali i i ssi

176.13.5.25 I srael 147.237. 72. 166 |aka. i df .| Streamng Engi ne: TCP Inval id invalid segnent retransnission. Packet drop 9
Ret r ansmi ssi on dr opped.

185.3.147.118 |l srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or

41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
Sreamng Engine: TCP Invalid i i ssi

37.26.147.246 | srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansm ssi on dr opped.

109. 67.193.38 |l srael 147.237.72. 166 |aka.idf.il drop First packet isn't SYN drop

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreamng BEngine: TCP Invalid i i ssi

79.180.49.124 | srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansm ssi on dr opped.

reaming BEngine: TCP Invali i i ssi

5. 28. 162. 30 I'sr ael 147.237.72. 166 |aka.i df . i Streaming Engi ne: TCP Inval id imvalid segnent retransnission. Packet drop 6
Ret ransmi ssi on dr opped.
Sreamng BEngine: TCP Invalid i i ssi

37.26.148.219 |Israel 147.237.0.34  |tikshwv.idf il 9 =9 Invalid segnent retransmssion. Packet . 6
Ret r ansm ssi on dr opped.

192. 118. 48. 248 |Israel 147.237.72. 167 |ishurimaka i df .il[|Bad TCP sequence Invalid ACK nunber noni t or 6

46.19. 85.91 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence Inval i d AGK nunber monitor |6

79.178.114.85 |lsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6

46. 19. 85. 17 I srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d ACK nunber monitor |6
Sreamng Engine: TCP Invalid i i ssi

176.13.21.185 |l srael 147. 237.77. 243 |mobi l e i i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

84.228.86.159 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

82.166. 182. 213 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansm ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

109. 65. 177. 248 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.182. 241.129 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansmi ssi on dr opped.
Sreaming Engine: TGP Invalid i i ssi

109. 66. 23. 248 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. Packet . 6
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi

212. 199. 152. 166|I srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. Packet 6
Ret r ansmi ssi on dr opped.

140. 180. 244. 105|UWni ted Sates|147. 237. 76. 147 |chi nuch. aka.i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

5.22.129.98 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |5

94.230.86.211 |Israel 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Invalid AGK nunber nonitor |5

37.46.38. 217 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber monitor |5

37.142.210.27 |lIsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5

5.22.130. 70 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |5

176.13.12.172  |Israel 147.237.0.19 |nadimatal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5

37.142.210.27 | srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence SYNCAGK retransmt with different monitor |5

w ndow scal e

46. 19. 86. 50 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

31.210. 187.182 |l srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

148.251.126.37 |Germany  |147.237.77. 243 |mobil e i df .i | 9 =9 Invalid segnent retransmssion. Packet 4
Ret r ansmi ssi on dr opped.

2.52.29.23 I srael 147. 237. 72. 166 |aka.i of .i SYN At tack SYN -> SYN-ACK -> RST rej ect

5.102.242.151 |l srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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A tacker

Attacker Address count ry Target Address |Ste Signature

Streaming Engine: TCP TOP segnent out of naxi mum al | owed

192. 118. 48. 248 |l srael 147. 237. 72. 167 |i shuri maka. i df . i | .
Segnent Limt Enforcenent sequence. Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site dgnature Action ‘Count
37.26.148.250 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 160
37.26.148.250 | srael 147.237.0.19 |medimatal .idf.il (100 MW of the Sane Response Code (404) in Session from Bock |89
37. 26. 148. 250
2.54.167. 123 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 67
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 44
149. 88. 90. 45 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 38
2.54.50.252 |Israel 147.237.77. 243 |nobi | e. i df . i | Paraneter Type M ol ation Repeat Password in Bock  [35
nobi | e. i df . i|/sachar/changepasswor d
176.13.12.172 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 27
. . - Paraneter Type M ol ati on NewPassword in
176.13. 3. 120 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i df . | / sachar / changepassvor d B ock 8
176.13.11.196 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
176.13.13. 162 |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 85. 37 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 46. 19. 85. 37 B ock 5
199.203.215.1 |Israel 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Uhaut hori zed UR. Access from 199. 203. 215. 1 B ock 4
2.54.18. 69 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 4
109. 66. 8. 230 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 3
37.26.147.219 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 123 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 211 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 253.137.5 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
217.132.98.91 [Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.181. 226 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . . Uhaut hori zed URL Access to
46.19.85.20 I srael 147.237.77. 243 nobi | e. i df . i nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock 2
46.19. 86. 125 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
132. 68. 74. 81 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/valtam B ock
157. 55. 39. 195 ;“;tteeg 147.237.77.233|atal .idf.il Paraneter Type Molation &ortDr in atal.idf.il/1335he/atal . aspx Bl ock 1
41.224.110. 127 [Tunisia 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock 1
79.181.53.55  |israel 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
Lhited . . Unhaut hori zed URL Access to
208. 115, 111. 73 g 5t es 147.237.72.166|aka. 1 df . | v aka. i df . i |/ kam ar/ eur| . axd/ 317c2f 2d7daleedd8ad717bast absatal |2 0K [
66. 249. 69. 36 I 'srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
142. 54. 160. 213 ;ﬂ;ttee: 147.237.0.15 |kosher-kravi.idf.il |Unauthorized URL Access to wwwn 1916wh. cond Bl ock 1
46.19. 85. 37 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/f B ock 1
84.108. 188. 118 |l srael 147.237.72. 166 [aka. i df . i | Uhknown Paraneter gfe rd in v aka.idf.il/main/hone/ defaul t.aspx [None 1
68. 180. 228. 175 ;h;:ee: 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
2.54.39.10 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wuwt aka. idf.il/main/ Bl ock 1
50. 63. 197. 202 ;“;tteeg 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 50. 63. 197. 202 B ock 1
157. 55. 39. 209 g‘;tt:: 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/error.htm B ock 1
41.224.110.127 |[Tunisia 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xmrpc. php B ock 1
79.181. 53. 55 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wawu aka. i df.i|/xmrpc. php B ock 1
m ny- kosher - kravi . i |'!!egal Paraneter Encoding .
66. 249. 78. 87 | srael 147.237.0. 17 : VsWaxZX0UY! 9: nRrp: CUt %/CA) S2Z9KLNT*N: B_dHSsf {j 41sveTwA( zl ; 7 |[None 1
df.il 0(vz?)k in mny-kosher-kravi.idf.il/ajax/creat ecapt chai nage. aspx
84.109.17.205 |[lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Gpen Mde None 1
Lhited . - Paraneter Type Mol ati on PageNumin
68.180.230.29 [o. o 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i 1/ 1043- he/ cogat . aspx Bl ock 1
. . D stributed Unhauthorized URL Access on
2.54.44. 205 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
199.203.215.1 |Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/4/ B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 234 |l srael 147.237.77.233|atal .idf.il 147. 237 77. 233/ t enpl at es/ gener al / gener al . aspx B ock 1
109. 253. 221. 134/l srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 1
46.19.85.5 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
31.168.240.21 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenP acekHbl der $ct | 13%ct | 01%$ct | 03$chl Quest i on [None 1
$112 in aka.idf.il/nai n/ gi yus/ questi onnai re. aspx
. . Unhaut hori zed URL Access to
79.182.39.152 |israel 147.237.77. 234 [hal ag. i df . 1 wiw | ogi stics. atal .idf.il/sip_storage/files/ 7/ si ze338x0/ 1877. | pg Bock |1
66. 249. 79. 75 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unaut horized URL Access from 66.249. 79. 75 B ock 1
Unknown Par anet er
149. 88. 106. 101 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetHol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
Unknown Par arret er
87.68.69.92 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPt acetbl der $ct | 38%ct | 01$ct | 03%chl Quest i on |[None 1
$4 in aka.idf.il/nain/giyus/ questionnaire. aspx
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