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02-10-2016-16:04:08 to 02-10-2016-17:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237.72. 156 aman.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 121
213. 8. 204. 60 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 27
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 3
109. 253. 222. 170 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 65. 58. 177 | srael 147.237.72. 156 anan.idf.il Bl ock Udp Al _Nets drop 3
159. 220. 78. 114 I ndia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.91. 28. 59 Lhited Sates 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
159. 220. 78. 115 I ndi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
74.91. 28. 61 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |bl ock-sp-trafl dr op 1
142.54. 169. 162 Lhited Sates 147.237.77.176 nat pash. i df . il bl ock-sp-traf 1 drop 1
159. 220. 78. 116 I ndi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
159. 220. 78. 113 I ndia 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
208. 110. 85. 58 Lhited Sates 147. 237.76. 42 refuah.idf.il Block Np Al Net drop 1




02-10-2016-16:04:08 to 02-10-2016-17:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnaiure Devi ce Action |Count |
155, 94, 254. 143  [Wnited Sates 147.237.72.166 |aka.idf.il 16634: HITP. Apache HITP Server nod_status Request B ock 1
198. 20. 69. 74 Lhited Sates 147.237.76.201 |e.atal .idf.il]13840: TLS (penSS. Heartbeat Packet B ock 1




02-10-2016-16:04:08 to 02-10-2016-17:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste |Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
79.182. 0. 150 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
199. 203. 215. 1 147.237. 72. 166 I srael aka.idf.il portscan: TCQP Distributed Portscan 1
79. 180. 139. 48 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
193. 201. 227. 120 147.237. 0. 200 krai ne rdu. i df i | ET SCAN Potential SSH Scan 1
77.126. 209. 102 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
192. 115, 252. 2 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.19. 86. 164 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
130. 211. 100. 171 147.237.77. 226 Lhited Sates wan chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
37.19.115. 4 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 253. 158. 92 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 65. 48. 157 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
82. 166. 69. 222 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.182.7.3 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
207.232. 46. 209 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.181.9. 110 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 195. 104 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
192.118. 73. 46 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
50. 87. 144. 145 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP DO stri buted Portscan 1
164. 41. 209. 89 147.237.76. 198 Brazil e.yohal an.idf .il ET SCAN Potential SSH Scan 1
46. 19. 85. 30 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
129. 171. 150. 150 147.237.72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
5.28.177. 107 147.237.72. 166 I srael akaidf.il portscan: TCP O stributed Portscan 1
109. 66. 194. 73 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
87.69. 190. 18 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.102. 169. 113 147.237.77.216 I srael dover.idf.il portscan: TCP O stributed Portscan 1




02-10-2016-16:04:08 to 02-10-2016-17:04:08

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
64.237.37.162 |Wited Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 88
64.237.37.162 |Uited Sates |147.237.76. 147 |chinuch. aka.idf.il|SYN At t ack SYN -> SYN ACK -> Ti meout rej ect 88
Sreaming Engine: TGP Invalid i i sSi
79.179.195.97 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. drop 30
Ret ransni ssi on Packet dropped.
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
46. 19. 85. 30 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 30
46. 19. 86. 164 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 26
Sreanmng Engine: TCP Invalid i i ssi
46.19. 86. 46 I'srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansni ssi on Packet dropped.
198.20.91.164 |[lhited Sates [147.237.76. 147 |chi nuch. aka.idf.iI[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 16
198.20.91.164 |United Sates |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 16
R SYNretransmt wth different .
82. 166. 0. 86 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 16
reanming BEngine: TCP Invali i i sSi
192.118.78.57 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on drop 15
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.147.203  |israel 147.237.77. 243 |nubi | e.i df i 9 =9 nval i d segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dropped.
212.179.21.194 |israel 147.237.76.202 |e.halag.icf.il  [Bad TCP sequence SN retransmt wih different monitor |13
W ndow scal e
81.218.241.26 |lsrael 147.237. 72. 156 |anan. i df . i | dr op First packet isn't SN drop 12
Sreaming Engine: TGP Invalid i i sSi
46.19.86.102  |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
37.26.147.181 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segrent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
192. 116. 54. 221 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 10
reanmn ine: TCP Invali i i ssi
46.19.85.152  |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
176.13.2. 18 I srael 147.237. 77. 243 |robi | e. i of . | 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
109. 67. 195. 125 | srael 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 205. 62 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
94. 230. 86. 84 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 85. 94 I srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
85. 64.111. 55 | srael 147.237.76.31 |[nakchal .idf.il dr op First packet isn't SYN drop
reanmn ine: TCP Invali i i ssi
79.178.58.107 |Israel 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
80.179.17.129 |[israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
66.249.78.230 |UWnited Sates [147.237.77.243 |nobile.idf.il 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 206. 88 I srael 147.237. 77. 243 |robi | e. i df . | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
87.68.144.123 |lIsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 85. 21 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
109. 64.21.193 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
112.198. 103. 194|Phi lippines  |147. 237. 72. 166 |aka i df .i 9 =g Inval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
reanmn ine: TCP Invali i i ssi
109. 65. 12. 200 [ srael 147.237.72. 166 |aka. i df . Streamng Engine: TCP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
77.125.2.53 I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
109. 66. 56. 206 |1 srael 147. 237. 72. 166 |aka i of . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
185.27.105. 104 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 21 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
Sreamng Engine: TCP Invalid i i ssi
77.126.1.198  |Israel 147.237.72. 166 |aka. i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i Ssi
194.90.216. 42 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dropped.
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data noni t or 6
Sreaming Engine: TGP Invalid i i sSi
2.54.140.143  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
157. 55. 39. 0 Wited Sates |147.237.77. 243 |nubile.idf.il 9 =g nval i d segrent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.183.4.107  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
46.19. 85. 21 I sr ael 147.237.76.86 |[navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i sSi
79.183.175. 134 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 21 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 5
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A tacker
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Signature

77.125.158.83 |lsrael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
91.200.12.136 |kraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop
94. 230. 86. 84 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.167.123 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 155
2.54.167. 123 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 107
37.26.146.178 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 51
46. 19. 86. 133 | srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 30
109. 253. 156. 161l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 24
2.54.167.123  |israel 147.237.0.19 |madi matal . idf i (|70 VY of the Sane Response Cbde (403) in Session from Bl ock 24

2.54.167.123
89. 139. 170. 199 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 24
109. 253. 205. 62 |l srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 21
46. 19. 86. 46 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
85. 65.167. 127 I srael 147.237.0.34 |tikshuv.idf.il |T°° My of the Sane Response Qode (404) in Session from B ock 12

85. 65. 167. 127
188. 143. 232. 26 F“SS;:I”ion 147.237.76.86 |navy.idf.il Mil ti pl e Unaut horized URL Access from 188. 143, 232, 26 B ock 8
46. 19. 86. 157 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 7
188. 143. 232. 26 RJSf;:I”i on 147.237.0.34 |[tikshuv.idf.il |Mitiple Unauthorized URL Access from 188. 143. 232. 26 B ock 6
37.26.147.203 |lsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 4
176.13. 12. 46 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
46.19. 86. 46 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
50.63.197.202 |Wited Sates |147.237.72.166|aka.idf.il Mil tipl e Unhaut horized URL Access from 50. 63. 197. 202 B ock 4
188. 143. 232. 26 RJSf;;”i o 147.237.76.31 |nakchal .idf.il  |Mitiple Whauthorized URL Access from 188.143.232. 26 B ock 4
37.26.147.209 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
5.29.182.25 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.161. 88 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.52.33.83 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 56 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
95.35.91. 21 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19. 85. 161 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 2
176. 13. 12. 46 I srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 2
109. 253. 205. 62 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 2
2.54.3.251 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.182.38.253 |[Israel 147.237.72.167|i shuri maka. i df . i|Dstributed I11egal Byte Gode Character in URL B ock 2
188. 143. 232. 26 RJSS::{} o 147.237.77. 234 |hal ag. i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143, 232. 26 B ock 2
37.26.149.221 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
176.13.2.18 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock

. . . .|Lntraceabl e SS. Sessions: Protocol violation

79.182.38.253 |Israel 147.237.72.167|i shuri maka. i df . i (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 2
128. 232. 110. 28 LKTI;gegom 147.237.77.170 |m@ar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77. 170/ B ock 1
79.182.38.253 |[lIsrael 147.237.72.167|i shuri maka. i df . i|lll1egal Byte Qxde Character in Header Nane Bl ock 1

Unknown Par anet er
94.159. 177. 181 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP! acehHbl der $ct | 13%ct | 01$ct | 03%cbl Quest i on$ |None 1

7 in aka idf.il/nain/ giyus/questionnaire.aspx
78.58. 67. 148 Li t huani a 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
50.63.197.202 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
188. 143. 232. 26 RJSIS;;ni o 147.237.77. 234 |hal ag. i df . i | Unaut hori zed LR Access to vuwu | ogi sti cs. atal .idf.il/931-he/ B ock 1
82. 166. 0. 86 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ | ayout . css B ock 1
79.182.38.253 |[lIsrael 147.237.72.167|i shuri maka. i df . i|Mil tipl e Abnornal |y Long Request from 79.182. 38. 253 Bl ock 1
46. 19. 85. 155 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1

. . Lhtraceabl e S3. Sessions: Protocol violation

79.182.38.253 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1

Unknown Par anet er
5.28.177. 107 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%cbl Quest i on$ |None 1

61 in aka.idf.il/nai n/giyus/ questionnaire. aspx

. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
2.52.38.83 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ nai v sachar/ nai | box. aspx None 1
85.65. 167. 127  [Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
; . . Uhaut hori zed URL Access to

68.180.228.112 |Uhited Sates  147.237.76.86 [navy.idf.il wwn navy. i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ B ock !
207.46.13.152 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df . il/1560-en/ dover . aspx" B ock 1
79.183.231. 14 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . j|D St7ibuted thadthori zed LR Access on Bl ock 1

ww chi nuch. aka. i df.il/404. ht m
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