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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action

46.19.85. 7 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il |JLMPurple Gon Limt Htp dr op 3
115. 239. 228. 10 Chi na 147.237.76. 176 test.ncore.idf.il |JLM Under Attack Con Htp drop 2
142.54.169. 163 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl drop 1
142.54. 160. 210 Lhited Sates 147.237.0.19 nadi matal .idf.il |bl ock-sp-trafl forward 1
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|Top Attackers In IPS|

At tacker A tacker .
ountry get Address |Site ’Sgnature

187. 38. 150. 123 |Brazil

. .112348: HITP. PHP-OQ3 Query String Paraneter Conmand | njection
147.237.77. 216 |dover.i df . i Wi nerabi | ity
106. 38. 241. 106 |Chi na

Bl ock 1

147.237.72. 166 |aka. i df . i |

Cl03: HTTP: User Agent Sogou-+web+spi der

Bl ock 1
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|Top Attackers In |D|

A tacker

Target Address count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
192.118.73.46 |147.237.77.216 |l srael dover.idf.il portscan: TP D stributed Portscan 2
37.142.68.83  [147.237.72. 166 [I srael akaidf.il portscan: TCP D stributed Portscan 1
218.246.0.97 |147.237.77. 205 |Chi na prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.54.153.214  [147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
194.90.66.15  |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 165 |147.237.76. 176 test.ncore.idf.il [ET SCAN Potential SSH Scan 1
89. 139. 163. 143 [147. 237. 72. 166 [I srael aka.idf.il portscan: TGP D stributed Portscan 1
84.108. 206. 49 [147. 237. 72. 166 |1 srael akaidf.il portscan: TCP D stributed Portscan 1
79.182.242. 46 |147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
79.177. 158. 197 (147. 237. 77. 216 [I srael dover.idf.il portscan: TGP D stributed Portscan 1
40,122 132. 98 1147 237 76.31 |Uited Sates  |nekehal idh.il ET SCAN Behavi Qral Lhusual |y fast Terminal Server Traffic, Potential 1
Scan or Infection
31.210.188.27 |[147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54. 38. 147 147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
185.130. 5. 161 [147.237.0. 15 kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
84.109. 107. 132 [147. 237. 72. 166 |1 srael akaidf.il portscan: TCQP D stributed Portscan 1
81.218.2.118  [147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
79.182. 116. 165 |147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.117.62. 153 |147.237. 72. 156 |I srael aman. i df . il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
100. 47.157.130 |[Uited Sates  |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 479
100. 47.157. 130 |Lhited Sates 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 477
Sreaming Engine: TGP Invalid i i ssi
176.13.12.198 |Israel 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. drop 108
Ret r ansni ssi on Packet dropped.
188.32.23.97  |RSsian 147.237.77. 233 |atal i df .l drop Frst packet isn't SN drop 33
’ : ’ Federati on ’ ’ ’ : ’
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
Sreanming Engine: TCP Invalid i i sSi
81.218. 147. 179 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.177.29.33  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
176.13.9.111 [ srael 147, 237.72. 167 [i shurimaka i i | " @M NG Engi ne: TGP Invalid —invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
R SN retransmit wth different .
109. 65.11. 234 |Israel 147.237.77. 234 |nal ag.i df .i 1 Bad TCP sequence i ndlow scal e noni t or 12
2.54.37.203 I sr ael 147. 237.77. 216 |dover. i df .i | drop SAMrul e drop 10
80. 246. 136. 132 |l srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i ssi
77.127.174.183 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
37.26.147.173 |Israel 147.237.0.19 |nadimatal.idf.il [Bad TCP sequence monitor |9
Sreamng Engine: TCP Invalid i i ssi
185.32.179. 226 | srael 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
reanmn ine: TCP Invali i i ssi
109. 64.17.210  |israel 147. 237. 72. 166 |aka. i df .| Streaming Engine: TCP Invalid invalid segnent retransmissi on drop 9
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.98. 55. 67 Lkrai ne 147. 237. 77. 243 |nobi | e. i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.19. 86. 4 I srael 147.237. 72. 166 [aka.i of .i | Bad TCP sequence Inval i d ACK nunber noni t or 7
62.0.247.129 | srael 147.237. 72. 156 |anan. i df . i drop Frst packet isn't SYN drop 7
46. 19. 85. 217 I sr ael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence I'nvali d ACK nunber alert 6
Russi an D Streaming Engine: TCP Invalid |invalid segnent retransnission.
141. 8.132. 112 ration 147.237.72. 166 |aka. i df.i | Ret 1 ansni ssi on Packet dr opped. drop 6
194.90.132.29 [Israel 147. 237. 7. 216 |dover . i df .i Bad TCP sequence SN retransnt with different monitor (6
w ndow scal e
37.26.148.238 |Israel 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
82.166. 112. 179 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 206 I srael 147.237.72. 167 |ishurimaka i df .il|Bad TCP sequence I'nvalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
62.219.134.37 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 217 I sr ael 147. 237.77. 216 |dover. i df .i | Bad TCP sequence I'nvali d ACK nunber noni t or
37.26.147.173 |israel 147.237.0.19 |nadimatal .idf.il |Bad TCP sequence alert 6
Sreaming Engine: TGP Invalid i i ssi
80.74.121.142 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.146.147 |israel 147. 237. 72. 167 |i shuri maka.i of .| 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.179.49.84  |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219.148.66 |l srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.237  |Israel 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
2.54.11. 219 I sr ael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN - > SYN-ACK -> RST rej ect 6
80. 246. 136. 132 |l srael 147.237.72. 166 |aka.idf . il drop First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
79.179.55.97  |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. |4 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.183.152.96 |l srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
5.102.242. 77 I srael 147.237.72. 166 |aka.i of .i1 Bad TCP sequence Invalid ACK nunber noni t or 5
8.37.227.81 g”;(’;ymus 147. 237.77. 216 |dover. i df .1 Bl ock HTTP Non Conpl i ant Response out of state mnitor |5
80. 246. 136. 132 |l srael 147.237.72. 166 [aka. i of .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect
108. 212.84. 251 |lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
80. 246. 136. 132 [ srael 147.237.72. 166 |aka i df i Bad TCP sequence SINAK retransmt with different 1,0 s
w ndow scal e
Anonynous S . .
8.37.227.68 Pr oxy 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpli ant Response out of state monitor |5
79.180.161.94 I srael 147.237. 72. 166 |aka. i of .| Bad TCP sequence S retransmt wth different moni tor (5
w ndow scal e
80. 246. 136. 132 | srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
37.26.149.246 |l srael 147.237.76.31 |nakchal.idf.il  |Bad TCP sequence noni t or
8.37.227. 69 é{ng(r;yrmus 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Response out of state nonitor |4
. . SYN+AK retransmit with different .
46. 19. 85. 129 I sr ael 147.237.77. 216 |dover. i df .i | Bad TCP sequence vi ndow scal & nonitor |4
189. 218. 208. 202|Mexi co 147.237.76. 44 |e.refuah.idf.il |Geo-1 ocation enf or cenment Geo-1 ocation inbound enf orcenent |drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
213.8.21. 4 I srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bock  |165
213.8.21. 4
185. 3. 144. 31 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 134
46. 19. 85. 109 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 94
37.26.147.173 |lIsrael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 71
46.19. 85. 184 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 64
2.54.3.251 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 60
46.19. 85. 109 | srael 147.237.0.19 |madimatal .idf.il Too Many of the Sanme Response Code (404) in Session from 8 ock 32
46. 19. 85. 109
109. 253. 196. 243|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 28
46. 19. 86. 150 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 18
176.13. 2. 18 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 7
37.26.147.173 |[israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 6
46. 19. 85. 65 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 6
2.54. 34, 167 I srael 147.237.77.243|nobi | e.i df . i | Dstributed Suspicious Response Code B ock 5
. . Unaut hori zed URL Access to
212.117.151. 42 |l srael 147.237.72. 156 |anan. i df . i | v anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned B ock 5
85. 65. 77. 246 I srael 147.237.72.166|aka. i df . i | Uhaut hori zed URL Access to wwu aka. i df.il/main/scripts/css3pie. htc |B ock 5
. . . Paraneter Type M ol ati on Repeat Password in
46. 19. 86. 189 I srael 147.237.77.243|nobi | e. i df . i | nobi | e. i df .| / sachar / changepassvor d Bl ock 4
85. 250. 92. 56 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 85.250.92.56 |B ock 4
84.110.83.170 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
79.179.115. 155 [Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.13.221 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 3
46. 19. 86. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
188. 143. 232. 34 F“SS;:I”ion 147.237.77.233|atal .idf . il Ml tipl e Unaut horized URL Access from 188.143.232. 34 B ock 2
60.50.209.70  |Milaysia 147.237.77. 216 |dover. i df . i | Distributed PP Attenpt B ock
60. 50. 209. 70 Ml aysi a 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to wwn i df.il/xmrpc. php B ock
i www. chamat z. aka. i
188. 143, 232, 40 |USSI & 147.237.77.226| . . Mil tipl e Unhaut hori zed URL Access from 188. 143. 232. 40 B ock 2
Federation df.il
Unknown Par arret er
93.172.244.70 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPt acebbl der $ct | 13%ct | 01%ct | 03%chl Quest |None 2
ion$38 in aka.idf.il/nain/giyus/questionnaire.aspx
46.98. 55. 67 kr ai ne 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
31.168.27.48 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i|/404. htm Bl ock
; . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 |navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
] . . . Unaut hori zed URL Access to
104.131. 69. 104 |Wited Sates [147.237.0.34 [tikshuv.idf.il v ti kshuv. i df . |/ shar ed/ user cont rol s/ header upper / B ock 1
52.16.5.197 Lhited Sates |[147.237.77.216|dover.idf.il O stributed Suspicious Response Code Bl ock 1
207. 46. 13. 63 Lhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed LRL Access to aka.idf.il/news/<a href= B ock 1
Unknown Paraneter docld in
5.29. 254. 39 I srael 147.237.72. 166 [aka. i df . i | aka.idf.il/main/giyus/ main/ gi yus/ resour ces/ i mages/ mast er/ f avi con. gi [None 1
f
79.179. 49. 84 I srael 147.237.77.216|dover. i df . i | D stributed Unaut horized LRL Access on wawwidf.il/error. htm B ock 1
69.195.124.96 |[Lhited Sates [147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to ww tikshuv.idf.il/wp-1ogin. php B ock 1
157. 55. 39. 28 Uhited Sates |147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal . i df . i1/ page. asp B ock 1
213.8.71.26 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from213.8.71.26 B ock 1
. . Unaut hori zed Met hod HEAD for
85. 250. 92. 56 I srael 147.237.72. 166 |aka. i df . i | i aka. i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
Unknown Par anet er
79.182.56.191 |[Israel 147.237.72. 166 [aka. i df . i | ct 1 00%$ct | 00$cphMai n$TochenM aceHbl der $ct | 38%ct | 01$ct | 03$chl Quest [None 1
ion$6 in v aka. i df .il/nai n/gi yus/ questi onnaire. aspx
189. 218. 208. 202 |Mexi co 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to /tnunbl ock. cgi Bl ock 1
176.13.12. 158 |[lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
73.136.215.236 [lLnited Sates [147.237.77.216|dover.idf.il eMai | Hoar di ng B ock
. . Unaut hori zed URL Access to
109. 65. 11. 234 |Israel 147.237.77.234|hal ag. i df . il 147.237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
46.19. 85. 109 I srael 147.237.0.19 |nadimatal .idf.il Too Many 404: Response Code per Session B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
85. 64. 86. 22 I srael 147.237.77. 216 |dover . i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
5.102.220.199 |[Israel 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wawidf.il/https: /wawidf.il/ B ock 1
188. 143. 232. 34 RJF Sﬁ::ﬂ on 147.237.77.233|atal .idf . il Lhaut hori zed URL Access to v atal .idf.il/926-he/ B ock 1
69.195.124.96 |lLhited Sates |147.237.76.86 |[navy.idf.il Ml tiple Unauthorized URL Access from 69.195. 124. 96 Bl ock 1
157. 55. 39. 90 Lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
85. 250. 213. 249 I srael 147.237.76.86 |navy.idf.il thauthori zed URL Access to Bock |1
wwv navy. i df . il/resourcel userfol | ow esource/ creat e/
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