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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action |Count
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185.94.111. 1 147.237.76. 197 e. hinush.idf.il ock_Udp All _Nets drop 1
45, 63. 8. 39 147.237.76. 148 gocenter.aka.idf.il B ock Np All Net drop 1
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Attacker Address

| Target Address

Attacker Country

|Signature

195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
174.37. 194. 144 147.237.77.227 |hited Sates e. hamaz. i of .i | ET SCAN NVAP -sA (2) 3
59. 45. 79. 117 147.237.72. 14 Chi na dover.idf.il(old) |ET SCAN Potential SSH Scan 1
174.37. 194. 144 147.237.77.212  |lhited Sates e.dover.idf.il ET SCAN NVAP -sA (2) 1
46.116.52. 13 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
95. 86. 102. 8 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.142.196. 78 147.237.72.166 [l srael aka idf.il portscan: TCP D stributed Portscan 1
85. 173. 180. 206 147.237.77.227  |Russian Federation e. hamaz. i of .i | ET SCAN Potential SSH Scan 1
2.54.51. 215 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
85. 64. 21. 43 147.237.72.166 [l srael aka idf.il portscan: TCP D stributed Portscan 1
79.181. 119. 170 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
218. 246. 0. 97 147.237.72.217  |China eidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.178. 35. 122 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.77.233  |China atal.idf.il ET SCAN Potential SSH Scan 1
176. 106. 46. 74 147. 237.77. 216 Pal estinian Territory, Gccupied dover.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237.76. 31 (hi na nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 8. 46 (hi na e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
95. 86. 106. 128 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 107 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
85. 173. 180. 206 147.237.77.234  |Russian Federation hal ag. i df .il ET SCAN Potential SSH Scan 1
2.54.149. 107 147.237.72.166  [Israel aka.idf.il portscan: TCP D stributed Portscan 1
85. 173. 180. 206 147.237.77.212  |Russian Federation e. dover.idf.il ET SCAN Potential SSH Scan 1
84. 94. 184. 120 147.237.72.166  [Israel aka.idf.il portscan: TCP Distributed Portscan 1
79. 180. 250. 198 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
217.194.203.100 [147.237.77.216 |[lIsrael dover.idf.il portscan: TCP D stributed Portscan 1
79.177.51. 241 147.237.77.216  |[Israel dover.idf.il portscan: TCP Distributed Portscan 1
188. 120. 151. 249  |147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
59. 45. 79. 117 147.237.76.197  |China e. hinush. i df .i| ET SCAN Potential SSH Scan 1
174.37. 194. 144 147.237.77.235 |lhited Sates sviva idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signhature
reamn ine: TCP Invali i i ssi
81.218.40.194 |Israel 147. 237, 76. 147 |chi nuch aka i of 1| " ST NG Engine: TCP Invalid invalid segnent retransmission drop 96
Ret r ansni ssi on Packet dropped.
100. 47.157.130 |Uited Sates |147.237.72.156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 86
100. 47.157. 130 |Uhited Sates [147.237.76. 147 |chinuch. aka.idf . i I|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 85
Sreamng Engine: TCP Invalid i i ssi
82.166. 140. 117 | srael 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. drop 27
Ret r ansni ssi on Packet dropped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 22
reamn ine: TCP Invali i i ssi
157.55.39.32  |United Sates |147.237.72. 166 |aka i df.il Streaning Engine: TCP Invalid invalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
157.55.39.107 |Wnited Sates [147.237.72.166 |aka idf. il 9 =9 Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
62. 0. 200. 169 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
128.12.253.5 Lhited Sates |147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop
46. 19. 86. 181 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: TCP Invali i i ssi
109.67.237.89  |Israel 147.237.72. 166 |aka. i df . Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
s SYNVACK retransmit with different .
109. 64. 0. 213 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence i ndow scal @ noni t or 6
reamn ine: TCP Invali i i ssi
94.230.93.211 |Israel 147.237.0.34 |tikshv.igr.i1 |27 eamng Engine: TCP Invalid invalid segnent retransmission drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.183.61.79  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
2.54.25. 60 I'sr ael 147. 237 72. 167 | shurimaka i 1| | S NG Bngine: TP Invalid linvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.86.237  |Israel 147.237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
79.178.117.37 |Israel 147.237. 72. 166 |aka. i df . Streamng Engi ne: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
84.85.32.6 Net herl ands  |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reanming Bngine: TCP Invali i i ssi
79.181.48.173 | srael 147. 237. 72. 166 |aka. i df . i Streamng Engine: TCP Invalid —invalid segnent retransnissi on drop 6
Ret ransmi ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaming Engine: TGP Invalid i i ssi
94.230.93.220 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 85. 28 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
94.230.93.131 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.229 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.147.187 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 6
Ret ransni ssi on Packet dropped.
84.109. 112. 133 [l srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
94.230.93.185 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
188. 120. 148. 137|l srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
212. 143. 169. 119|I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
37.142.64. 2 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
82. 80. 196. 44 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
46. 19. 86. 59 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
91.200.12.106 |Ukraine 147.237. 77. 216 |dover. i df i1 drop SAMirul e drop 4
95.199. 9. 219 Sweden 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
89. 138. 228. 203 |l srael 147.237.77. 170 |naarachot .idf .il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
91.200.12.106 |Ukraine 147.237.76.31 |nakchal .idf.il  |drop SAMirul e drop 4
Sreamng Engine: TCP Invalid i i ssi
94.230.93.140 |Israel 147.237.0.34  |tikshwv.idf.il 9 =9 Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
37.142.64.2 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 3
. . SYNPAXK retransmt with different .
85. 130. 132. 159 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 3
5.29.170. 191 I srael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 3
Sreaning Engine: TGP Invalid i i ssi
46.19.86.130  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.21.28  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54. 23, 24 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.133  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
40.77.167.40  |Wited Sates |147.237.72. 167 |i shurimaka i df. il 9 =g Invalid segment retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.213 |Israel 147.237. 77. 243 |robi | e. i df . | 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
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Sreanming Engine: TCP Invalid i i sSi
79.176. 200. 240 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 66. 143. 128 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion drop
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
94.230.93.236 | srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
94.230.93.169 |Israel 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion drop
Ret r ansni ssi on Packet dropped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
37.26.148.161 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 113
2.54.51. 157 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 94
37.26.148.227 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 82
2.54.51. 157 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 82
37.26.148.161 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 77
2.54.48. 155 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 57
176.13. 5. 126 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 50
95. 35, 91. 21 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Suspicious Response Code B ock 48
109. 253. 132. 134]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 41
109. 253. 217. 157|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 40
109. 253. 192. 231/l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 19
37.26.148.227 |[israel 147.237.0.19 |madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 10
37.26.148.161 | srael 147.237.0.19 |nadimatal .idf.il |10 MY of the Sane Response Code (403) in Session from Bock |8
37.26.148. 161
46.117. 160. 233 |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method CPTIONS for aka.idf.il/ B ock 6
176.13.5. 126 I srael 147.237.0.19 |[madimatal .idf.il Paraneter Type Vol alion ct| 00SCont ent A acetdl der 1stxtdty in Bl ock 5
nmadi matal .idf.il/nobil e/ 1088- he/ ner et z. aspx
46.117. 160. 233 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storagel/files/ 9/ B ock 3
2.52.39. 86 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13.17.165 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176.13.5. 96 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
176. 13. 12. 59 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Paranet er Type Mol ation ctl 00$Qont ent A acetbl der 1%t xt H r st Nane i n
84.108.124.64 |Israel 147.237.76.42 |refuah.idf.il v r ef ua. at al i df .i 1/ 1518- he/ r ef uah, aspx Bl ock 2
109. 66. 158.36 |l srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 2
! . . . . [I11egal Byte Code Character in Method <AyA2« AfBUAE
169.229.3.91  |[lhited Sates |147.237.76.39 |nobile.neitav.idf.il 2 Uy x AAS AGR? AnqWA%eA?P] [ #2] ] Bl ock 1
. . Mil tiple Fullwdth/Hal fw dth Lhi code Encodi ng on URY Par anet er (+)
79.178.198.210 |[Israel 147.237.77. 216 |dover . i df . i | from 79 178. 198, 210 B ock 1
. . Dstributed Paraneter Type Mol ati on on
210.245. 25.229 [V etnam 147.237.77. 216 (dover. i df . il v i df i 1/1395- en/ dover . aspx paranet er PageNum Bl ock 1
m ny- kosher - kravi .
169. 229. 3. 91 Lhited Sates |[147.237.0.17 i dfnyi | Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 Bl ock 1
. . DO stributed Uhauthorized URL Access on
109. 253. 130. 155(I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . DO stributed Lhaut hori zed URL Access on
37.26.147.197 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f B ock 1
83.166. 235. 5 RJSS::t”ion 147.237.77.233|atal .idf il Unaut hor i zed URL Access to 147. 237.77. 233/ Bock |1
WV chanat z. aka.i [!!!egal Byte Code Character in Method AmANRRfwhe U [#17] 1 A
169. 229. 3. 91 Lhited Sates |147.237.77.226 h ' T |T3Y[[#8]]1 A4[[#20]] A AxNawA, AtA%4AAE B ock 1
df il ok ~AcR N@P 1] [#12]] A [[ #2]] AL [ #14]] A\ O] [ #29] ] A [ #0]] A—
169. 229. 3. 91 Lhited Sates |[147.237.76.30 |hi nush.idf.il Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
66.249.78.170  |[Israel 147.237.76. 200 |ei tan. aka. i df . i | thaut hori zed LRL /Access to Bock |1
wan ei tan. aka. i df . il /1105- en/ cont act us. aspx
186. 202. 153. 33 |Brazil 147.237.77. 216 |dover.i df .i | PHP Attenpt B ock 1
141.212.122. 177|Wnited Sates |147.237.76.200|ei tan. aka. i df . i | Unaut hori zed URL Access to 147.237. 76. 200/ B ock 1
173.252.90.82 |wited Sates |147.237.77. 216 |dover.idf . il Distributed thaut horized URL Access on wan i df.il/ Bock |1
https:/twtter. cont
91.231.192. 149 [israel 147.237.72.167|i shurimaka. i df .i| |MWItIPle Untraceable SS. Sessions from 91 231.192. 149 (Unknown — f o 1
SS. Sessi on)
Unknown Par anet er
79.182.33.176 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13%ct | 01$ct | 03$chl Questi |None 1
on$42 in aka.idf.il/main/giyus/ questi onnaire. aspx
169. 229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il [Malformed URL Bl ock 1
Kor ea, . . Paraneter Type Mol ation pos in
211. 62. 81. 204 Republ i ¢ of 147.237.77.74 |lawidf.il v | aw i df i1/ 261- 7234- en pat zar . aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.72.166|aka.idf.il Mitiple Illegal Byte Qode Character in Method from 169. 229, 3. 91 Bl ock 1
wwnv. chamat z. aka. i
169. 229. 3. 91 Lhited Sates |[147.237.77.226 df il Illegal Byte Gode Character in URL Bl ock 1
! . . . NULL Character in Method [[#1]]K:AcAYA A [ #0] ] A-TA% [ #3] ] At
169. 229. 3. 91 Wited Sates [147.237.76.30 |hinush.idf.il At [ #25]] 5] [ #23] ] A2 B ock 1
66. 249. 93. 32 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
186. 202. 153. 33 |Brazil 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 1
157. 55. 39. 39 Lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to ww i df . il /1787-he/ dover/ aspx Bl ock 1
174.37.194. 144 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed LRL Access to / Bl ock 1
91.231.192. 149 |Israel 147.237.72.167|i shurimaka. i df . il |[SSL Wntraceabl e Gonnection - Unknown SSL Sessi on None 1
. . D stributed Uhauthorized URL Access on
80.179.223.31 |Israel 147.237.77. 176 [nat pash. i df . i | wiw cogat i df i 1/si p_storagelfi | es/ 9 4629, pg B ock 1
! . . . . |[Unknown HTTP Request Met hod <AvA2e« AfBUAE
169.229.3.91  |thited Sates |147.237.76.39 |nobile.neitav.idf.il 2UR xAuAs ARR?Aaq\WA%A2P] [ #2]] in URL Bl ock 1
46.120. 107. 127 |Israel 147.237.72. 156 |arman. i df . i | Lhaut hori zed URL Access to waw anan.idf.il/https:/ww aman.idf.il/ |Bl ock 1
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