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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
207. 232. 36. 181 | srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 226
207.232. 36. 181 | srael 147.237.77. 216 dover.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 67
134.191.232. 71 | srael 147.237.77. 233 atal.idf.il JLMPurple Gon Limt Htp dr op 10
31.168. 240. 21 I srael 147.237.72. 166 aka.idf.il Block Udp Al Nets drop 3

115. 239. 228. 10 Chi na 147.237.0.19 nadi matal .idf.il Frk Purple Gn_Limt Htp drop 1




02-10-2016-12:04:05 to 02-10-2016-13:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action

51. 254, 121. 184 Lnited Ki ngdom 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 1




02-10-2016-12:04:05 to 02-10-2016-13:04:05

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste \Signature

218. 246. 0. 97 147.237.0. 16 Chi na ny- kosher -kravi .i df . il ET SCAN NVAP -sS wi ndow 1024 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
183. 60. 48. 25 147.237. 76. 147 Chi na chinuch. aka. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
176. 13. 13. 246 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.54.156. 18 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
217.132. 49. 182 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
188. 120. 148. 140 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
183. 60. 48. 25 147.237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
46.116. 198. 104 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1




02-10-2016-12:04:05 to 02-10-2016-13:04:05

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
31. 168. 1. 50 | srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 41
. . s SYNWACK retransmt with .

31.168.1.50 I srael 147.237.72. 167 |i shurimaka.i df .i[Bad TCP sequence G Fferem v ndow scal e monitor |38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 26
Sreamng Engine: TCP Invalid i i ssi

176.13.10.80  |Israel 147.237.0.19  |madi matal .idf.il 9 =g Invalid segnent retransmssion. |, 15
Ret r ansni ssi on Packet dropped.

46. 19. 86. 205 I 'srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 13
Sreaning Engine: TCP Invalid i i ssi

176.13.18.93  |Israel 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. g 12
Ret r ansmi ssi on Packet dropped.

2.50.182. 189 Lhited Arab Emirates [147.237.77. 176 |natpash.idf.il  |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 9
Sreaning Engine: TQP Invalid i i ssi

176.13.16.78 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 9
Ret ransm ssi on Packet dropped.

2.92.183.218 Russi an Federati on 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 8

84.94.164.233 |Israel 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout [reject 8

31.210. 186. 159 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |8

134.191.232. 71 |Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> Tineout [reject 8
Sreaning Engine: TGP Invalid i i ssi

37.26.147.149 |israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.

46.19. 86. 139 I srael 147.237.76.30 |himush.idf.il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreanming Engine: TCP Invalid i i ssi

79.181. 229. 208 |Israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 6
Ret ransmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi

176.13.16.218  |Israel 147. 237.77. 243 |nobi l e i f i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

62.219.227.14 |lIsrael 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi

31.168. 205. 224 |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi

109. 253. 157. 95 |Israel 147.237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | 6
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 65.99.127 |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

84.94.194.66  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 67. 36.169 |l srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.

46. 19. 85. 193 I sr ael 147.237. 72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 5

46.19. 85. 116 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 5

37.204.201.210 |Russian Federation 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 5

46. 19. 85. 116 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber monitor |5

212.143.110. 33 | srael 147. 237.72. 166 |aka i f . i Bad TCP sequence SINFAK retransnit with moni tor |5

di fferent w ndow scal e

46. 19. 86. 23 I sr ael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect

5.102.242.115 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi

89.138.80.40  |Israel 147. 237. 77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.

212.143.110. 33 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4

192.114.23.18 |l srael 147.237.0.34 |tikshuv.idf.il [SYN At tack SYN -> SYN-ACK -> RST rej ect 4

31.210. 186. 159 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber nonitor |4

46. 19. 86. 23 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |4

46.19. 85. 193 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 4

82.213. 13. 242 (F;ajcis;i';'ja” Territony,ly 47, 237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> Timeout |reject 3
Sreaning Engine: TCP Invalid i i ssi

109. 253. 204. 241 || srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

2.52.158. 56 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

212. 143. 127. 135/ srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

84.228.89.230 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.176.60.162 | srael 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

109. 253. 130. 40 |Israel 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

2.54.156.212  |israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi

79.183.152.96 | srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

79.180. 248. 239 | srael 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dropped.

Pal estinian Territory, . . SYNWACK retransmt with .

82.213. 13. 242 Gecup ed 147.237. 77. 216 |dover.idf il Bad TCP sequence G Fferem v ndow scal e monitor |3
Sreaning Engine: TCP Invalid i i ssi

109. 253. 207. 190 i srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3

Ret r ansm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Jte Signature

Sreamng Engine: TCP Invalid [invalid segnent retransnission.
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 239 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 3

2.54.0.215 | srael 147.237.72.166 |aka. i df . il




02-10-2016-12:04:05 to 02-10-2016-13:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.61. 44 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 228
2.54. 61. 44 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 138
176. 13. 10. 80 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 110
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 81
176. 13. 10. 80 I srael 147.237.0.19 |nadimatal.idf.il|[Too Many of the Same Response Code (404) in Session from176.13. 10. 80 |B ock 74
46.19. 86. 224 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 54
37.26.146.234 |lsrael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 52
109. 253. 212. 238|| sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 52
2.54.61. 44 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (403) B ock 39
46.253.189. 222 [Sntzerland |147.237.0.19 |madimatal .idf. i[O stributed Suspicious Response Code B ock 36
109. 253. 131. 219|1 srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 30
109. 253. 158. 66 |l srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 29
109. 253. 202. 120|I srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 29
46. 19. 85. 150 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 27
46.19. 86. 164 I srael 147.237.0.19 |[madi matal .idf.il|Ostributed Suspicious Response Code B ock 16
46. 19. 85. 131 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 12
2.54.61.233 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
109. 253. 203. 150]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 7
213.8.71.26 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from213.8.71.26 B ock 3
109. 253. 195. 168|l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.203 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 157 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
46. 19. 85. 141 | sr ael 147.237.76.42 |refuah.idf.il Distributed Ml formed URL B ock 2
46.19. 85. 141 I srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod B ock 2
46. 19. 85. 234 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
109. 66. 158. 36 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
Unknown Par arret er
46.19. 85. 179 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHbl der $ct | 38$ct | 01$ct | 03$chl Questi on$3 [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
194. 114. 146. 227 |l srael 147.237.72. 167 |i shuri maka. i df . i|untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLO None 1
79.181. 229. 208 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/x?x™x@xex” x™x? Bl ock 1
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ 960. css B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234hal ag. i df . il Mitiple Illegal Byte Qode Character in Mthod from 169. 229, 3. 91 B ock 1
Unknown Par arret er
89.138. 94. 12 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i on$7 [None 1
8 in aka.idf.il/nmain/giyus/questionnaire. aspx
212.179. 161. 238|I srael 147.237.72.166 |aka. i df . i | mnaigi zfa_'fl";en;?;/ S—ac\;'ﬁ\g&gm@ip: N o aspx None 1
66.249.78.190 |l srael 147.237.77. 176 |nat pash. i df . i | muégg;t"ziz(:.%sf;if;;g /i1 6517/ 3067, pcl At Bock |1
169. 229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il Illegal Byte Qde Character in Mthod B ock 1
52.90.226.34  |thited Sates |147.237.76.86 |navy.idf.il Drectory Traversal - 16 B ock 1
46. 19. 85. 204 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_QONN QLI ENT_HELLO None 1
213.8.71.26 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/images/ 1. he/ sear chback. png B ock 1
Unknown Par arret er
80. 178. 230. 181 |l srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $quest i onUpdat e$t xt G her Questi o [None 1
nin ww aka.idf.il/nain/giyus/fag. aspx
198. 20. 69. 74 Lhited Sates [147.237.72. 167 |i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock
61.135.190. 197 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237.0. 34/ styl e/ 1. he/ | angst yl e. css B ock
169.229.3.91  [lhited Sates [147.237.77.234|hal ag.i df .i | Mil tiple NILL Character in Method from169.229. 3,91 B ock 1
132.66.159. 221 |Israel 147.237.72. 166 |aka. i df . i | m”;’kmg Faram o nlcéégr?:}cltgazzfic‘;g'\’:isgfcphsaChar$Ct' S5in None 1
95.86.111. 252 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paranet er ved in waw aka. idf.il/main/rabanut/general . aspx None 1
212.179. 161. 238|I srael 147.237.72.166 |aka. i df . i | m”;’k": i'i;’_??‘;tngr nf;;gﬁ:f;g;gf%gg;fcphsaChar $ct186.y in None 1
176.13.16.218 |Israel 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
66.249.78.216 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
54.244.48.22  [Uited Sates [147.237.76.42 [refuah.idf il (7,50 2o DRI A DR Becess o Bock |1
169. 229. 3. 91 Wited Sates [147.237.77.233|atal .idf.il NULL Character in Mt hod B ock 1
109. 253. 200. 22 I srael 147.237.77. 243|mobi L e i dff i1 [TEC gﬁr;fz_??/tg‘egpgfye;m oo/ <t chi | deocumert &/ 1071 Bock |1
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