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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
80. 215. 198. 132 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
62.117.59. 18 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
77.125.156. 31 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
79.179.25.7 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 64. 43. 164 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
5.22.129. 81 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185.94.111.1 147.237.76. 199 e. nakchal .idf.il ock Wdp Al Nets drop 1
61. 49. 45. 41 Chi na 147.237.76. 199 e.nakchal .idf.il |ILMPurple Gon Limt_Tcp drop 1
185.94. 111. 1 147. 237. 76. 201 eatal.idf.il Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

|Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
2.54.5.14 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 152. 76 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
82. 80. 198. 164 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79. 180. 241. 197 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 149 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
218. 246. 0. 97 147. 237. 77. 61 Chi na e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 62 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
212.235. 98. 139 147.237. 72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 175 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 32. 179. 86 147.237.72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
31.168. 180. 172 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
164. 39. 11. 198 147. 237.76. 30 Uni ted Ki ngdom hi nush. i df . i | ET SCAN NVAP -sS w ndow 1024 1
2.54.6.105 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
112. 196. 49. 101 147.237.76. 177 I ndi a ncore.idf.il ET SCAN NVAP -f -sS 1
84.108. 40. 92 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.182.211. 17 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
79. 180. 196. 198 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 145 147.237.77. 216 | srael dover.idf.il portscan: TCP DO stributed Portscan 1
213.8.53.181 147.237.77. 216 I srael dover.idf.il portscan: TQP D stributed Portscan 1
46. 19. 85. 198 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19. 85. 118 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 79. 168. 204 147.237.77. 235 Uni ted Ki ngdom sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.102. 214. 196 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
112. 196. 49. 101 147.237.76. 177 I ndi a ncore.idf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |
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A tacker
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SWNretransmt wth different

Ret ransm ssi on

Packet dropped.

82.81.163.234 |[Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence . nonitor (37
w ndow scal e
s SYNretransmt wth different .
176.13.19.239 |Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence i ndow scal monitor |30
46.19. 85. 12 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor (30
46. 19. 85. 52 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |26
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 22
Sreaning Bngine: TQP Invalid i i SSi
2.54.156.227  |Israel 147. 237. 72. 167 |i shuri maka. i of . | 9 =g Invalid segnent retransmssion. |, 21
Ret r ansmi ssi on Packet dr opped.
Lhited S —
178. 79. 168. 204 Ki ngdom 147.237.77.235|sviva.idf.il dr op Frst packet isn't SWN drop 15
46.19. 85. 107 | srael 147.237.77.233|atal .idf.il Bad TCP sequence Invali d ACK nunber noni t or 11
Lhi ted .
178.79. 168. 204 Ki ngdom 147.237.77. 235 |sviva.idf.il drop drop 10
reaming BEngine: TCP Invali i i ssi
193.55.99.229  |France 147.237.72. 167 i shrimaka iar i1 || €M NG Engine: TP Invalid finvalid segnent retransnission drop 9
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi
80. 246.130. 65 I srael 147. 237. 76. 200 |6 tan. aka i of . i1 9 =9 Inval id segnent retransmssion. |, 8
Ret r ansni ssi on Packet dr opped.
2.52.163. 246 I srael 147.237.77. 216 |dover. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
5.22.134. 204 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |8
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
37.26.148.187 |lsrael 147.237.77. 176 |nat pash. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreanming Engine: TCP Invalid ' i ssi
46.19. 86. 27 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
31.168.14.94  |israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid ' i ssi
2.54.170.189  |israel 147. 237.77. 243 |mobi l e. i i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.143.66. 129 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
79.180. 227. 139 | srael 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
82. 81. 96. 4 I srael 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid ' i ssi
87.68.76.112  |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
37. 46. 39. 104 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
37.26.148.187 |Israel 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence Invalid ACK nunber aert
. . SYNtACK retransmt wth .
37.26.148.187 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal e nonitor |5
37.26.148.187 |Israel 147. 237. 77. 176 |nat pash. i of . | Bad TCP sequence SYNFACK retransmt with moni tor |5
different w ndow scal e
188. 120. 148. 199/l srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |5
80. 246. 140. 84  [lIsrael 147.237.72. 166 |aka.i df . i1 SYN At ack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e comnection data |nenitor |4
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover. i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 4
82.145.210. 171 |Europe 147.237.77. 216 |dover.i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
178.79. 168. 204 E?';;gom 147.237.77.235|sviva i df.il Bad TCP sequence I'nval i d ACK nunber alert 4
2.54.132.187 I srael 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
176.13.20.195 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber aert 4
188. 247.72. 134 |Jordan 147.237. 77. 176 |nat pash. i of . i | drop First packet isn't SN drop 4
176.13.20.195 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber nonitor (4
54.244.22.103 |lhited Sates |147.237.77.176 |natpash.idf.il dr op First packet isn't SN drop 4
46.19.85.239  |israel 147.237.77. 226 | "}" chamatz.aka.1dt g2 TCP sequence Inval i d ACK nurber moni tor |4
37.26.148.187 |lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
37.26.148.187 |Israel 147.237.77. 176 |nat pash. i of . i | drop First packet isn't SN drop 4
37.26.148.187 |lsrael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.0.133 | srael 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreaning Bngine: TQP Invalid i i SSi
2.52.163.145  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 192. 246 i srael 147.237.72. 166 |aka.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.
37.26.148.187 |Israel 147.237.77. 216 |dover.i df il Bad TCP sequence Invalid AGK nunber nonitor |3
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.174  |israel 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
94.230.85.230 |[lsrael 147.237.72. 166 |aka.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect
2.54.3.245 I srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 148 I srael 147.237.72. 167 |ishurimaka. i of . i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i SSi
109. 253. 222. 230|i srael 147. 237. 72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
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Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
2.54.61.233 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 64
109. 253. 210. 180|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
109. 253. 145. 117|I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 16
77.125.125.99 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) Bl ock 15
185.32.179. 112 |[lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
85. 64. 14. 41 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
80. 246. 136. 229 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 7
2.54.0.133 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
95. 35. 4. 120 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod CPTI ONS for waw aka. i df.il/ B ock 3
46. 19. 85. 188 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.54.4.109 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
199. 203. 226. 21 |l srael 147.237.0.34 |tikshuv.idf.il [Miltiple Unauthorized URL Access from 199. 203.226.21 B ock 2
176.13.0. 63 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unaut horized URL Access from176.13.0. 63 Bl ock 2
46. 19. 86. 216 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
2.54. 63. 147 I srael 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
Unknown Par anet er
149. 88.112. 251 |l srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenM acetbl der $ct | 13%ct | 02%ct | 03t xt Fiel d in None 2
aka.idf.il/nai n/gi yus/ questionnai re. aspx
80. 246. 133. 178 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 80.246. 133. 178 B ock
2.54.128. 120 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock
176. 13. 8. 216 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock
Uhaut hori zed URL Access to
31. 44. 143. 37 I srael 147.237.77. 216 |dover.idf . il W i df . i | /1133-21240- he/ i df gdover . aspx&a=u&ved=0ahukewj x3j g17ezk [B ock 2
ahwf adkht wec1kqf ggj maa&usg=af gj cnf ef no7hnhawhel begbt ov7rj s7na
192.117. 141. 1771 srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df . i |/ mai n/ sachar/ B ock 2
109. 253. 131. 219]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46. 19. 85. 86 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
2.52.4.15 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
147.235.236.1 |Israel 147.237.76.42 |refuah.idf.il [0, 57 buted thaut horized éﬁj‘aﬁcgz;i on HBock |1
66.249.78.197 |lsrael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . i df .il/901-9481- he/ cogat . asp B ock
213.151. 48. 4 I srael 147.237.77. 170 [maar achot . i df . i | {Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/5/ 110435, pdf B ock
46. 19. 85. 204 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None
176.13.19.239 [l srael 147.237.76.42 [refuah.idf.il |50 e hauhori zed éﬁaﬁc‘;ﬁ; on Bock |1
93.172.178.199 [Israel 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for waw aka. idf.il/mai n/ sachar/ mas. aspx B ock 1
Unknown Par anet er
37.26.146.155 |Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acetol der $ct | 38$ct | 01$ct | 03$chl Questi on$2  [None 1
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
169. 229. 3. 91 Lhited Sates |147.237.77. 216 |dover.idf .l D stributed Abnornal Iy Long Request B ock 1
82. 80. 196. 44 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: Protocol violation (SSL_CONN QLI ENT_HALLQ None 1
68.180. 230. 244 |lnited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
162.243.222. 171|Uited Sates |147.237.77.74 |law i df.il Mil tipl e Unaut hori zed URL Access from 162.243.222. 171 B ock 1
109. 253.142. 90 |Israel 147.237.76.42 |refuah.idf.il [0 57 buted thaut horized éﬁaﬁciifx on Bock |1
Unknown Par anet er
62.219.228.23 |[Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetHol der $ct | 38$ct | 01$ct | 03$chl Questi on$3  |None 1
in wwy aka. idf.il/nain/giyus/questionnaire. aspx
85. 93 91. 84 Ger many 147.237.76. 200 |ei tan. aka. i df .i | &aut hori zed URL Access to ww ei tan. aka.idf.il/1093- 7963- he/ xZx?x™ H ock 1
46.19. 85. 95 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
175. 198. 148. 195 gﬁa oo [147-287.77.216|dover . i df .i | Unaut hori zed URL Access to i df .il/<! doctype B ock 1
5.22.134.204 [Israel 147.237.76.42 |refuah.idf.il ﬂ??;g‘;f'f;d4ﬁpsfz?fiutci_i con- pr econposed. png Bock |1
169. 229. 3. 91 Lhited Sates [147.237.72. 156 |anan. i df . i | Mal f or med URL B ock 1
Unknown Par anet er
2.52.7.144 I srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $ct | 38$ct | 01$ct | 03$chbl Questi on$0  [None 1
in ww aka.idf.il/nain/giyus/questionnaire. aspx
149.78.59.15  |Israel 147.237.77. 216 |dover . i df . i | %gtﬁ&%ﬁﬁgﬁ&f‘ﬁaﬂi&g&ﬁ 59.15 (Protocol violation None 1
66. 249. 79. 75 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx B ock 1
Unknown Par anet er
216.72.40.185 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphvai n$TochenP! aceHol der $ct | 13%ct | 01$ct | 03%cbl Quest i on$61 [None 1
inaka idf.il/nain/giyus/questionnaire. aspx
46.19.86.27  |[Israel 147.237.76.42 |refuah.idf.il [0 57 buted thaut horized éﬁaﬁciifx on Bock |1
178. 79. 168. 204 E?i;;gom 147.237.77.235|sviva.i df . i | Unaut hori zed HTTP Met hod B ock 1
95. 35. 4. 120 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 95, 35. 4. 120 B ock 1
82.81.163.234 |l srael 147.237.76.42 |refuah.idf il i;t ;;?f’;g‘ﬁ";“;lhgsiﬁ:rde dtﬁ‘e ;’ectcissi on Bock |1
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