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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
80. 246. 136. 124 | srael 147.237.0. 19 nadi matal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 399

147. 236. 238. 250 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 3

198. 20. 70. 114 Lhited Sates 147.237.76. 30 hi nush. i df .i | ock Udp All Nets Gon Limt drop 3

115. 239. 228. 10 Chi na 147. 237. 76. 202 e halag.idf.il JLM Under Attack GCon Htp drop 2

146. 185. 239. 100 Russi an Federation 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Count
66.176. 172. 168 Lhited Sates 147.237.77. 216 dover.idf.il |0008: HITP: Xenu User Agent B ock 1
194. 114. 146. 227 I srael 147.237.72. 166 aka.idf.il Cl69: Hock - dns poisoning (Qalit) Per it 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry ‘Ste |Signature |Count\
97. 88. 205. 32 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 2
212. 235. 103. 211147. 237. 77. 216 || srael dover.idf.il portscan: TCP Distributed Portscan 1
114.112.90.54 |147.237.0.19 [China nadi matal .idf.i|ET SCAN NVAP -sS w ndow 1024 1
93.173. 146. 2 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
85. 65. 244. 76 147.237. 72. 166 |I srael aka idf.il portscan: TCP Distributed Portscan 1
46.117.110. 165 |(147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
2.52.6.144 147.237. 77. 216 I srael dover.idf.il portscan: TCP D stri buted Portscan 1
194. 114. 146. 227(147. 237. 72. 166 |I srael akaif.il SER/ER APAO_E Apac.he mod_ssl non- S8 connection to SSL 1
port denial of service attenpt
87. 68. 248. 12 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
82.205.122. 157 [147.237.77. 216 gcisgiigéa” Territory, lover.idh.il  |portscan: TCP Distributed Portscan 1
2.52.175.118 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
212.76.127.44  |Israel 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 72
. . SYNHAK retransmit with different .
31.210. 187. 142 |Israel 147.237.72. 156 |anan. i df il Bad TCP sequence vi ndow scal & noni t or 66
31.210.187. 142 [Israel 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 48
212.76.127. 111 |l srael 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 39
31.210.187.142 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SYN drop 37
31.210.187. 142 |lsrael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 35
31.210.187. 142 |israel 147.237.72. 156 |anan. i df .i SYN At t ack rej ect 26
Sreaning Engine: TCP Invalid i i ssi
212.179. 102. 1671 srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansmi ssi on Packet dr opped.
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il dr op SAMrul e drop 24
2.52.163.68 I srael 147. 237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
176.13.6. 1 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |20
W ndow scal e
46.19. 86. 216 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 19
31.210.187. 142 [Israel 147.237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> RST alert 19
31.210. 187. 142 |l srael 147.237. 72. 156 [anan.i df . i | Bad TCP sequence I'nval i d ACK nunber aert 13
46. 19. 86. 226 | srael 147.237.72. 167 |ishurimaka.i of .i|[Bad TCP sequence Inval id ACK nunber noni t or 13
Sreaning Engine: TCP Invalid i i ssi
46.19.85.152  |Israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
2.54.10.53 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 11
46. 19. 86. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 11
5. 29. 40. 43 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence S retransmt wth different monitor |9
w ndow scal e
46. 19. 85. 166 | srael 147.237.77.233|atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or
31.210. 187. 142 |l srael 147.237.72. 156 [anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
reaming BEngine: TCP Invali i i Ssi
109. 253. 157. 44 i srael 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 9
Ret ransm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 132, 182I srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 166 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber aert 9
Sreanming Engine: TCP Invalid i i ssi
109. 65. 153.32 |l srael 147. 237. 72. 166 |aka. i f . i1 9 =9 Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
46.19. 86. 192 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
46.19. 86. 181 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber noni t or 7
2.54.10. 53 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid AGK nunber aert 7
2.54.10.53 I srael 147.237.72. 166 |aka i df .| Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 0. 80. 128 Lhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data noni t or 7
2. 54. 159. 200 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
2.54.10.53 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 7
2.52. 6. 144 I srael 147.237.72. 156 |anan.i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.10.53 I srael 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 6
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 6
149.78.161. 211 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi
77.125.141. 253 i srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.54, 159 I'sr ael 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
109. 253. 218. 1731 srael 147.237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54.143.111  |israel 147. 237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
2.54.11. 204 I srael 147.237.72. 167 |i shuri maka. i df . i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
109. 64. 193. 167 |Israel 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
46.19. 85. 11 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
79.181.217. 210 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
5.102.254.217 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanmng Engine: TCP Invalid i i ssi
77.126.88.140 | srael 147.237.77. 243 |nobi 1 e.i o i 9 =9 nval i d segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
81.218.66.107 |lsrael 147.237.77. 170 |nmarachot . i df .il [dr op First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
2.54.31. 18 I'srael 147. 237. 77. 243 |nubi 1 e. i of . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i sSi
62.219.35.93  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
31.210.187. 142 |israel 147.237.72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout aert 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 147. 244|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 134
109. 253. 157. 23 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 79
80. 246. 136. 124 [Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 49
46. 19. 86. 37 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 44
109. 253. 147. 2441 sr ael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 30
85. 64. 14. 41 I srael 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 25
2.54.189.75 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 2. 54.189. 75 Bl ock 19
185.32.179. 112 |[lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 18
80.246.136.57 |[Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 12
2.54.20.119 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 10
87.68.245.161 |l srael 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from Bock |9
87. 68. 245. 161
37.26.148.154 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 8
80.246.130.23 [lIsrael 147.237.76.42 |refuah.idf.il Suspi ci ous Response Code Bl ock 3
176.13. 21. 42 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2. 54. 166. 229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 147. 244|I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) B ock 3
37.26.147.173 |[israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 56 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.147.187 |[Israel 147.237.77. 216 |dover.idf.i |l Par aneter Type M ol ation SearchText in wwidf.il/1065-he/ dover. aspx B ock 2
2.52.153. 162 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 19. 85. 87 I srael 147.237.76.31 |nakchal .idf.il Abnornal |y Long Request ret hod B ock 1
. . . Unaut hori zed URL Access to
185.32.179. 228 |l srael 147.237.77. 243 nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/|istchil ddocunent s/ 1362 Bl ock !
157. 55. 39. 201 g];::: 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/ B ock 1
79.177.151.89 |Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method HEAD for www aka. i df . i |/ mai n/sachar/defaul t.aspx |B ock 1
Illegal URL Path Encodi ng Gpx” O/2xYx€) ETAYaAY] [ #21] ] 4xx¥%px"
AcdRVR [ #0] 1 [ [#16] ] [[#21] ][ [ #14] ] 4x?x+*al &€ t: A a€'BAY
149. 78. 59. 15 I srael 147.237.77.216|dover.idf .il [[#15]] A2A[[#11]] ox7] [ [ #30] | xcewy 7A- Afr 8,¢@AT9g[ [ #14]1\) k$A; x™  [B ock 1
[[#3]] xele Axxv x! | j A ox?Au[ [ #16] | yf AYAS ~[ [ #18] ] § x£j xau<xzAz
xaf AcvA zCVAVE [ #18] 1 [[#1]1]r1 AMIA aE™[ [#11] ]
149. 78. 59. 15 | srael 147.237.77.216|dover.idf . il Aonornal |y Long Header Line request header nane B ock 1
207.46. 13. 142 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
109. 67. 22. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. ] O stributed Whaut horized URL Access on
176.13.6.1 I srael 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
2.54.31.18 I srael 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code B ock 1
149. 78. 59. 15 | srael 147.237.77.216|dover. i df . il Too Many Headers per Request - 43 Headers Bl ock 1
149. 78.59. 15 I srael 147.237.77.216|dover.i df . il Illegal Byte Gode Character in Header \al ue B ock 1
68. 180. 229. 239 g];::: 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.i|/nain/ gi yus/ undefi ned/ Bl ock 1
' m ny- kosher - kr avi
216. 218. 206. 68 g];::: 147.237.0. 17 i 3]}/ i D stributed Waut horized URL Access on 147.237.0. 17/ B ock 1
46.19. 85. 87 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL B ock 1
. . S Untraceabl e Gonnection - Protocol violation
192.115. 21. 197 |[lsrael 147.237.72. 166 [aka. i df . i | (SSL._CONN_APPLI CATI ON_DATA EXCHANGE) None 1
87.68.245.161 |[Israel 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock
2.54.189. 75 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to wan aka.idf.il/m Bl ock
169. 229. 3. 91 g“;:s 147.237.76.42 |refuah.idf.il Abnornal |y Long Request et hod B ock 1
. . O stributed Whaut hori zed URL Access on
79.177.196.49  |Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
149. 78.59. 15 I 'srael 147.237.77.216|dover . i df . i Ml formed HTTP Header Line 2 B ock 1
149. 78.59. 15 I srael 147.237.77.216|dover.idf .l Distributed Abnornal |y Long Request B ock 1
. . D stributed Uhauthorized URL Access on
62.219.192.39 [Israel 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
212.179.21.194 |[Israel 147.237.77.216|dover.i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . O stributed Whaut hori zed URL Access on
109. 253. 142. 147/l sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
. ] O stributed Whaut horized URL Access on
2.54.156.238  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bock |1
. . O stributed Whaut hori zed URL Access on
150. 70.173. 40  |Japan 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
80. 246. 133. 178 |l srael 147.237.72. 166 |[aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/gious B ock 1
68. 180. 230. 29 Lsh'mt:: 147.237.77. 176 |mat pash. i df . i | Paraneter Type M ol ati on PageNumin waw cogat . i df .il/2065- he/ cogat . aspx |B ock 1
217.194. 197. 154|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
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