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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action |Count |

81. 218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS-renegotiation-Q i dest - r eset 341
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 188
71.6.216. 35 Lhited Sates 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
45. 63. 8. 39 147.237.76. 30 hi nush. i df.i | B ock Np Al Net drop 1
45. 63. 8. 39 147. 237. 76. 147 chinuch.aka.idf.il |Bock Np Al Net drop 1
45. 63. 8. 39 147.237.76. 198 e.yohal an.idf.il B ock Np Al _Net drop 1
115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

212. 235.103. 211 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
80. 179. 223. 31 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
79. 176. 24. 12 147.237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 85. 161 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 130. 5. 249 147.237.77. 170 naar achot . i df . i | ET SCAN Potential SSH Scan 1
79. 180. 154. 113 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
77.125. 148. 194 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
2.54.26.68 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
195. 212. 29. 174 |Eur ope 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 43
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
5. 29. 40. 43 I srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence S retransmt wth different monitor |28
w ndow scal e
81.218.241.26 |[lIsrael 147.237.72. 167 |i shuri maka.i df .i|dr op First packet isn't SN drop 26
. . SWretransnmit wth different .
79. 180. 129. 109 [l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 24
31.210. 187. 142 [l srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
. . SYNPAXK retransnmit with different .
31.210. 187. 142 [l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence vi ndow scal @ noni t or 22
81.218.241.26 |[lsrael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 20
95. 35. 185. 115 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 18
46.19.85.134 |Israel 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence Inval i d ACK nunber noni t or 13
37.26.147.240 |lsrael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
Sreaning Engine: TGP Invalid i i ssi
2.54.58. 6 I srael 147. 237.77. 243 |obi l e. i f . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
2.54.14. 27 I srael 147. 237.77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
Sreanming Engine: TGP Invalid i i ssi
84. 109. 102. 246 || srael 147.237.72. 166 |aka. i of .i | 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
95. 35. 185. 115 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 11
109. 26. 254. 196 |France 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
Sreaning Engine: TGP Invalid i i ssi
80. 246.137. 24 |Israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansm ssi on Packet dropped.
Sreaming BEngine: TCP Invalid i i SSi
37.26.149. 213 [israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
31.210. 187. 142 [l srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack rej ect 9
31.210. 187. 142 [l srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST alert
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreaning Engine: TGP Invalid i i ssi
46. 19. 86. 235 | srael 147. 237. 72. 167 |i shuri maka. i df . i g .g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i SSi
109. 253.211.9 |Israel 147. 237. 72. 167 |i shuri maka. i df . | 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
31.168.151.51 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i SSi
66.249. 64. 139 [Wnited Sates [147.237.77.234|halag.idf.il 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
213.8.122.94  |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i SSi
62.219.120. 45 |Israel 147.237.0.34  |tikshwv.idf.il 9 =g Invalid segent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
81. 218. 251. 252 |l sr ael 147. 237.76. 200 |ei tan. aka. i f . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i SSi
176.13.13. 44 |israel 147.237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segent retransmssion. dr op 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219.121.10 |Israel 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
2.52.35.113 I srael 147.237.76.31 |nakchal .idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreanming Engine: TGP Invalid i i ssi
2.52.131.14  [Israel 147.237.77. 243 |nobi l e. i f . i 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i SSi
46.19.85.139 |israel 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 59 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
Sreaning Engine: TP Invalid i i ssi
195. 212. 29. 174 |Eur ope 147.237.0.34  |tikshwv.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.158. 113 [Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
79. 179. 205. 242 I srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
31.210. 187. 142 |l srael 147.237.72. 156 |anan.i df . il dr op First packet isn't SYN drop 5
46.19.85.226 |Israel 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26.148.176 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
2.52.3.113 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 86. 41 I 'srael 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.26. 148. 210 |Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 5
81.218.241.26 |Israel 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.22.131.2 I 'srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34. 150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data noni t or 4
31.210. 187. 142 |l srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 250 |Wnited Sates |147.237.77. 234 |nal ag.idf i 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
46.19.85.214  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert
46.19.86.105 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
185.32.179. 112 |Israel 147.237.0.19 |nmadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 364
185.32.179. 112 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 113
2.54.58.6 I srael 147.237.0.19 |[madimatal .idf.il|DOstributed Suspicious Response Code Bl ock 102
46. 19. 86. 56 | srael 147.237.0.19 |nmadimatal .idf.il{Ostributed Suspicious Response Code B ock 95
185.32.179. 112 [Israel 147.237.0.19 |nadimatal .idf.il Igc;_'\g_'yl;’; tl?Z Sane Response Qode (403) in Session from Bock |86
176. 13. 8. 149 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 64
46. 19. 86. 56 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) Bl ock 47
46.19. 85. 243 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 24
109. 253. 147. 244|| sr ael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 9
176.13.2. 235 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 8
176. 13. 4. 169 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 8
46. 19. 85. 190 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
2.54.20.119 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 6
195. 160. 242. 40 |l srael 147.237.0.19 |nadimatal .idf.il nL:;“rtnh;ra'Jz_?if _Lﬂ‘/ gﬁ;esdsl;jc;dupdat enakt qaunt . aspx Bl ock 4
37.26.148.227 |israel 147. 237.77. 243 |nobi | €. i df . i | r?;nsit Ir;biué:di I%Z‘:tegg:;fggplﬁesﬁistschﬂ‘ ddocunent </ 1071 Bl ock 3
80. 246.136.57 |[Israel 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock
37.26.146.204 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
82.81.43.72  |[Israel 147.237.0.19  [nadi matal . i df i [| oo er e Mola on ¢ mﬁaﬁf acerbl der 18t xt Street in Bock |3
46.19.86.56  |israel 147.237.0.19 |nadi matal .idf. i | 22" VPe M ‘;'ﬁgﬁlﬁég@”;:{';ffgﬁ;ﬂ der 1txthebile in Bock |3
2.54.129. 190 I srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 3
2.54.29.125 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
46. 19. 86. 236 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 110 |l srael 147.237.0.19 |nmadimatal .idf.il{DOstributed Suspicious Response Code B ock 2
109. 253. 198. 179]I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock 2
46.19.86.76  |Israel 147.237.77. 243 |nobi | e. i df . i | nﬂ;ﬂt:?réfsz . g;eggfﬁimgtes/l tehi | ddocunent s/ 1071 Bock |2
66.249.78.170 |[Israel 147.237.76.200|ei tan. aka. i df . i | |Unknown Paraneter tab in ww eitan. aka.idf.il/938-en/eitan. aspx None 1
2.52.131. 14 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code Bl ock 1
185.32.179. 112 |Israel 147.237.0.19 |nmadimatal .idf.il[Too Many 403: Response Code per Session B ock 1
149. 88. 150. 142 |l srael 147.237.77.216|dover.i df . i Unhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
81.218.241.26 |Israel 147.237.77. 216 |dover . i df . il Mil tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 1
212.117.151. 42 |lsrael 147.237.72.167]i shuri maka. i df . ijMil ti pl e Untraceabl e SSL Sessions from212. 117. 151. 42 (Qpen Mde) None 1
79.179. 205. 242 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response CQode B ock 1
66. 249. 65. 17 I srael 147.237.77. 170 [maarachot . i df . i | |Mil tipl e Unauthorized URL Access from 66.249. 65. 17 Bl ock 1
46. 19. 85. 214 | srael 147.237.76.31 |nakchal .idf.il Abnormal |y Long Request net hod B ock 1
95.119.225.196 |Germany  [147.237.77.176 |nat pash. i df . | \;Pjrwa'lf:ge; .Tiygfe_mlgglé_oe”nff;;fgp; " Bock |1
66.249.78.253 |[Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/list7.htm Bl ock
150. 70.173.10  |Japan 147.237.76.200]ei tan. aka. i df . i | |Unaut horized URL Access to 147.237. 76. 200/ B ock
37.48.74.42 Netherlands |147.237.77.216|dover.idf.il m;;_ﬁe\{é,?]c:reggﬁggcn pts/jquery/jquery-1.4.2.nin.js B ock 1
2.54.58.6 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
212.117.151. 42 |Israel 147.237.72. 167 |i shuri maka. i df . i|SSL Untraceabl e Connection - Qpen Mde None 1
79.180. 129. 109 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 65. 21 I srael 147.237.77. 170 [maar achot . i df . i | |Uhauthorized URL Access to 147.237.77. 170/ pdf/fil es/ 3/ 105953. pdf B ock 1
176.13.22.178 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 1
46.19. 85. 214 I srael 147.237.76.31 |nakchal .idf.il Mal formed URL B ock 1
37.26.147.217 |lsrael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mde None 1
Unknown Par anet er
2.54.28. 46 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13$ct | 01%ct | 03$chl Quest i on$6 [None 1
0 in aka idf.il/nain/giyus/questionnaire. aspx
68.180. 228. 109 [United Sates [147.237.0.34 [tikshuv.idf.il \;P:rwa':ﬁg]u:y?zf\'ﬁftggloﬂeﬁ?ekﬁ:v";pr Bock |1
157.55.30.90  |Whited States |147.237.77.233|atal .idf.il ﬂ?”;g?r'?;egséﬁ‘l :_Cscteosrsaée‘j (i1 68/ 3 2173, pg Bl ock 1
85.65.135.119 | srael 147.237.72.166 |aka. i df . i | mng’lgl';?r ?ﬁe;;rnlg\!hgf;ﬁim?zpi None 1
Unknown Par anet er
2.54.62. 229 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $ct | 13$ct | 01$ct | 03$chl Questi on$l |None 1

17 in aka.idf.il/nai n/ giyus/ questi onnai re. aspx
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