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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count |
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y-TLS-renegoti ati on-Q i dest - r eset 182
59.174. 110. 184 Chi na 147.237. 76. 148 ggcenter.aka. idf.il |JLM Under Attack_Con_Tcp drop 2

185. 130. 5. 201 147.237.76. 201 e atal.idf.il B ock Wp Al Nets drop 1

185. 130. 5. 201 147. 237. 76. 202 e.halag.idf.il Block Udp All Nets drop 1

223. 240. 18. 101 Chi na 147.237.76. 177 ncore.idf.il B ock Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount |

155, 94, 254. 143 Lhited Sates 147.237.77.233 |atal .idf.il[16634: HITP. Apache HITP Server nod_status Request Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

109. 66. 192. 77 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 178. 22. 155 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 67 147. 237.76. 177 Net her | ands ncore.idf.il ET SCAN Potential SSH Scan 1
2.54.53. 224 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
218. 83. 155. 86 147.237. 76. 86 (hi na navy. i df.il ET SCAN Potential SSH Scan 1
208. 115. 111. 73 147. 237. 72. 166 Lhited Sates aka.idf.il portscan: TCP O stributed Portscan 1
149. 78. 18. 192 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
130. 211. 100. 171 147.237.77. 170 Wiited Sates n@ar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
82. 166. 93. 85 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
80.82.78.67 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential SSH Scan 1
45. 35, 64. 142 147.237.77.216 dover.idf.il portscan: TCP O stributed Portscan 1
212.150. 7. 226 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
148. 177. 129. 212 147.237.77.216 Eur ope dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address [Ste Signature
175. 106. 22. 23 I ndonesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
175. 106. 22. 40 I ndonesi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 62
175. 106. 22. 38 | ndonesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 44
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i of . i | drop SAMrul e drop 36
80. 246. 133. 234 I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdroif,rsacr;nlt Wth different moni tor (33
81. 218. 241. 26 | srael 147.237.72. 166 |aka. i df .l dr op First packet isn't SYN drop 18
2.54.133.57 I sr ael 147.237.72. 167 |i shuri maka. i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
2.54.142.198 I st ael 147. 237.72. 166 [aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
80.179.40.62  |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid invalid segnent retransnissi on. drop 12
Ret r ansn ssi on Packet dr opped.
46.19. 85. 23 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 11
46. 19. 85. 23 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
94.242.195.186 |Luxenbourg |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
46.19.85.153  |[israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence V?':dﬁ;a:;”gt wth different monitor |8
2.54.147. 119 I sr ael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.153  |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mdge\:,rsa:;rit wth different aert 8
185.3.147. 248 |Israel 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence I'nvalid ACK nunber noni t or 7
62.219.115.65 | srael 147. 237.72. 166 |aka. i of . i1 Streamng Engi ne: TCP Inval id invalid segnent retransnissi on. drop 6
Ret ransnm ssi on Packet dr opped.
109. 160. 150. 223|i srael 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid finvalid segnent retransmission drop 6
Ret r ansn ssi on Packet dr opped.
46. 19. 85. 59 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
87.68.55.108  |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid  imvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
81.218. 90. 50 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
80.178.101. 232 |[Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |imvalid segrent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 182 I srael 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence I'nvalid ACK nunber alert 6
46.19. 86. 17 I srael 147.237.77. 243 |rwbit e i1 | AM NG Engine: TCP Invalid - finvalid segnent retransissi on. drop 6
Ret ransnm ssi on Packet dr opped.
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
46. 19. 86. 180 I srael 147.237.72. 167 |i shuri maka. i df .i|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
195.200. 205.2  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid |imvalid segrent retransmssion drop 6
Ret ransni ssi on Packet dr opped.
37.26.147.255 |israel 147.237.77. 243 |rbi e i1 | €AM NG Engine: TCP Invalid — finvalid segnent retransnissi on. drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 182 I srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
62.219.21.20  |israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansn ssi on Packet dr opped.
166. 170. 44. 149 |Wnited Sates |147.237.77. 216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 23 I 'srael 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 5
62.128.40.226 [Israel 147.237. 72. 166 [aka. i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
46.19. 85. 23 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
175. 106. 22. 38 |l ndonesi a 147.237. 77. 216 [dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.54.19. 147 | srael 147.237.72. 167 |ishurimaka.idf.i[Bad TCP sequence I'nval i d sequence nuniber noni t or 4
79.181.155. 110 |israel 147. 237. 72. 156 |anan. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
31.154. 29. 98 | srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.146.190 [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence monitor |4
175. 106. 22. 38 |l ndonesi a 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 4
2.54.19. 147 I sr ael 147.237.72. 167 |i shurimaka.i df .i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
175. 106. 22. 38 |l ndonesi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
2.54.19. 147 | srael 147.237.72. 167 |i shurimaka.i df . i |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
2.54.19. 147 I sr ael 147.237.72. 167 |ishurimaka.i df .i[Bad TCP sequence I'nvalid ACK nunber alert 4
175. 106. 22. 38 |l ndonesi a 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 4
2.54.19. 147 | srael 147.237.72. 167 |ishurimaka.idf.i|[Bad TCP sequence I'nvali d ACK nunber noni t or 4
46. 19. 86. 40 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
31.210.187. 142 [Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence SINWAK retransmt with different | oo |3

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.54.24.80 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 105
2.54.24.80 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 100
46.19. 85. 122 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 70
80. 246. 137. 124 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 37
2.52.30. 149 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 30
2.54.170. 197 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 28
109. 253. 157. 96 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 24
80. 246. 138. 222 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 22
2.54.24. 80 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (403) B ock 14
109. 253. 209. 111 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 109. 253. 209. 111 B ock
80.246.136.30 |[Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock
37.26.148.206 | srael 147.237.76.42 |refuah. i df il Pevaneter Type M olat fglg-trllgﬁ?ﬁ;ﬁn;sixaceml deriStxtlasthame in - lgoc |3
46.19. 86. 119 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
46.19. 85. 138 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
46. 19. 85. 184 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Gode B ock 2
23.254.243.17 |Wited Sates [147.237.77.74 |lawidf.il Suspi ci ous Response Code B ock 2
2.54.129. 202 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
66. 249. 65. 25 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 4/ 107374. pdf |B ock 1
46. 19. 85. 153 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
23.254.243.17 |lnited Sates [147.237.76.86 |navy.idf.il Suspi ci ous Response Code B ock 1
109. 253. 209. 111 ]I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/g B ock 1
66.249. 64. 113  |Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
95. 65. 34. 177 :L:g‘i’i' o  [147-287.72.166|aka.idf il Unaut hori zed URL Access to / B ock 1
68.180.228. 112 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.i|/dover/site/ honepage/ asp B ock
141.212.122.177|nited Sates |147.237.0.15 |kosher-kravi . i df.il|unauthorized URL Access to 147.237.0. 15/ B ock 1
66.249.64.182 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | m“mo;l:fﬁd akfi‘ d’:ficffzh;fe 4 user contr ol / header Upper Bl ock 1
40.77. 167. 80 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock 1
109. 66. 159. 116 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to wan aka.idf.il/gius B ock 1
2.54.24. 108 I srael 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
68.180.230.29 [United Sates [147.237.77.176 [nat pash. i df .i | marc'?gz e Mo & on /Pcag;a’\tu.rgigx Bock |1
46.19. 86. 32 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
23.254.243.17 |hited Sates |147.237.77.176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
157.55.30.90  |lhited Sates [147.237.77.233|atal .idf.il ﬂ?ugggr;%ﬁ :fscte;sagtec;fi | es/ 32173, pg Bl ock 1
2.52.38.6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
66. 249. 65. 17 I srael 147.237. 77. 170 |mmar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ robot s. t xt B ock 1
74.82.47.2 Lhited Sates |147.237.76.39 Im)b' le.nei tav. idf. | Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
23.254.243.17 |Wited Sates [147.237.77.216|dover.idf.il D stributed Suspici ous Response Code B ock 1
212.116.184. 33 | srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:cl’rd'fsz , t’;egpgf;sem;es” <t ohi | ddocument </ 1431 Bl ock 1
87.68.55.108 | srael 147.237.77. 216 |dover . i df . i | \'\/A:J'Otli :t' fotft(rgéffbééws_s;pﬁséi?f &f&?;_ggi&()ﬁ ot ocol None 1
66. 249. 65. 21 I srael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 4/ 106504. pdf |B ock
80. 246. 133. 234 [Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock
Unhknown Par anet er
46.117.39.243 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekol der $ct | 13$ct | 01$ct | 03$cbl Questi o [None 1
n$115 in aka.idf.il/mai n/ gi yus/ questi onnai re. aspx
23.254.243.17 |Wited Sates |147.237.77.233|atal .idf.il Suspi ci ous Response Code Bl ock 1
87.68.55.108 | srael 147.237.77. 216 |dover . i df . i | i‘sgtégflﬁa_blgpﬁngﬁf g]\l_-DZTOAthEic;/x\Ingg on None 1
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