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02-10-2016-07:04:05 to 02-10-2016-08:04:05

|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country |Target Address |Site
192. 118. 30. 102

|Signature |Device Action |Count |
| srael 147.237.72. 167 ishurimaka idf.il |Anonal y-TLS renegotiation-di dest - reset 184
45, 63. 8. 39 147.237.76. 200 eitan. aka.idf.il B ock Np Al Net drop 1




02-10-2016-07:04:05 to 02-10-2016-08:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action

206. 180. 246. 167 Canada 147.237.77. 74 lawidf.il Q008: HITP. Xenu User Agent B ock 1




02-10-2016-07:04:05 to 02-10-2016-08:04:05

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 65. 238 147.237.0.15 Lhited Sates kosher -kravi i df.il ET SCAN NVAP -sA (2) 2
185. 130. 5. 249 147.237.8. 46 e. chinuch. i df .i| ET SCAN NVAP -sS wi ndow 1024 1
85.93.5. 64 147. 237. 77. 61 Ger many e.cogat.idf.il ET SCAN Potential SSH Scan 1
78.92.76.221 147.237.8. 14 Hungary e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
185. 3. 147. 189 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
80. 82. 78. 67 147.237.77. 233 Net her | ands atal.idf.il ET SCAN Potential SSH Scan 1




02-10-2016-07:04:05 to 02-10-2016-08:04:05

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 86. 70 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 29
2.54.186. 242 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
reamn ine: TCP Invali i i SSi
109. 253. 209. 251 srael 147.237.72. 166 |aka. i df .i | Stream g Engine P Invalid  ivalid segnent retransnission drop 18
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
81.218.198. 236 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 15
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i SSi
46.19.85.232  [Israel 147.237.72. 166 |aka. i df .i | Stream g Engine P Invalid  ivalid segnent retransnission drop 12
Ret ransni ssi on Packet dr opped.
2.54.186. 242 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 8
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
2.54.186. 242 | srael 147.237.72. 166 |aka. i df .i| Bad TCP sequence I'nval i d sequence nuniber noni t or 8
2.54.186. 242 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Inval i d ACK nunber alert 7
reaming BEngine: TCP Invali i i SSi
37.26.149.237 |israel 147.237.77. 243 |moti 1 e i or iy |1 &M NG Engine: TP Invalid  invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 186 I srael 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TQP Invalid i i sSi
37.26.147.168 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
2.54.186. 242 I sr ael 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46. 19. 85. 91 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or
. . SYNPAXK retransmit with different .
31.210.187.142 |lsrael 147.237.72. 156 |anan.idf . il Bad TCP sequence vi ndow scal e noni t or 5
Sreaning Engine: TGP Invalid i i sSi
109. 186. 187. 129|1 srael 147. 237.77. 243 |robile. i of .| 9 =9 Invalid segent retransmssion. drop 4
Ret r ansm ssi on Packet dropped.
37.26.146.163 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
31.210. 187. 142 |lsrael 147. 237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
213.204.101. 24 |Lebanon 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.186. 242 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 4
reaming BEngine: TCP Invali i i Ssi
46.19.85.142  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid - i ssi
37.26.147.216 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i Ssi
5.28.159. 164  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
184. 63. 76. 22 Lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i sSi
109. 253. 202. 110|1 srael 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i Ssi
80.179.199.52 |israel 147.237.72. 166 |aka. i f .11 g =g nvali d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
5.29.78.38 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
reamn ine: TCP Invali i i Ssi
109. 253. 136. 170|1 srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 18 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
207.232.27.5  |israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.64. 1 I srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
31.168. 154. 241 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 139. 102|i srael 147.237.72. 166 |aka. i df .| 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
2.52. 159. 46 I srael 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid  |invalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.213.72  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
109. 64.32. 186 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.176. 154. 204 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i SSi
109. 253. 197. 78 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Inval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dr opped.
82.102. 169. 113 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning BEngine: TQP Invalid i i SSi
46.19.85.110  |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 125. 138 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi
2.54. 50, 224 I sr ael 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid - i ssi
79.177.161.11 |israel 147. 237.72. 166 |aka. i df . i | 9 =9 nval i d segnent retransmssi on. drop 3

Ret ransm ssi on

Packet dropped.




02-10-2016-07:04:05 to 02-10-2016-08:04:05

A tacker

Attacker Address ountry Target Address |Ste Signature

176.13.2.253  |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP Invalid  Jinvalid segnent retransnission drop
Ret r ansm ssi on Packet dr opped.

2.54.5.191 I srael 147. 237. 72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or

80.179.9.115  [Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect

79.177.174. 203 |Israel 147.237.72. 166 |aka. i of . i SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect




02-10-2016-07:04:05 to 02-10-2016-08:04:05

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
176.13.10.222 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) Bl ock 174
2.54.49.113 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 140
176.13.10. 222 |israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 115
46. 19. 85. 70 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 98
176.13.10.222 |lIsrael 147.237.0.19 |nadi matal .idf.i|Too Many of the Sane Response Code (403) in Session from176.13.10.222 |Bock |70
2.54.49.113 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Miny of the Sane Response Code (404) B ock 52
5.22.131.3 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 51
80.246.136.32 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
2.54.157. 150 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock

46. 19. 85. 70 | srael 147.237.0.19 |madi matal .idf.i|Too Many of the Same Response Code (404) in Session from46.19. 85. 70 Bl ock

2.54. 49,113 I'sr ael 147.237.0.19 |madimatal .idf.i E:rd?’rfz; T’{Z‘:.\iﬂlc/’ﬁgic;llcltégﬁfgn;g';ﬂ;z;g' der 1Stxthobile in Bock |3
2.54.24.122 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bock |3
213. 251. 182. 103 |France 147.237.77. 176 |nat pash. i df . i | m“;:;;t'.ziz(fj.ﬁsfgf;s;;goe/ Fil os/ O i 262204 3410, | pg. s Bock |3
2.54.186. 22 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
46. 19. 85. 24 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
195.154.93. 77 |France 147.237.72. 166 |aka. i df . i | Mitiple Ill1egal Byte Qode Character in Header Val ue from 195, 154. 93. 77 Bock |2
195.154.93.77 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 195. 154, 93. 77 B ock 2
66.249.79.75 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 79. 75 Bl ock 2
195.154.93. 77 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Mthod from 195, 154. 93, 77 Bock |2
109. 67.170. 241 |1 srael 147.237.76.42 |refuah.idf.il  [Tareer Type Molation ot Lgf??g;ﬁ”;;fcem' der 1txtGontent i Bock |2
195. 154.93.77 |Fance 147.237.72. 166 |aka. i df . i | Ml ti pl e Abnormal |y Long Header Line from 195. 154. 93. 77 B ock 2
195.154.93. 77 |France 147.237.72. 166 [aka. i df . i | Ml tiple Abnormal |y Long Request from 195. 154, 93. 77 B ock 2
2.54. 44,126 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code Bock [2
195.154.93.77 |France 147.237.72. 166 |aka. i df . i | Mil tiple Malformed URL from 195. 154. 93. 77 Bl ock 2
195.154.93. 77 |France 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in Header Nane from 195, 154. 93, 77 B ock 2
195.154.93.77 |France 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 195. 154. 93. 77 Bl ock 2
2.52.38.6 | srael 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css Bl ock 1

. . S Uhtraceabl e Gonnection - Protocol violation
195. 154.93. 77  |France 147.237.72. 166 |aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1

Unknown Par anet er

176.13. 1. 99 I srael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphiai n$TochenP acetbl der $ct | 13%ct | 02%ct | 03t xt Fiel d in None 1
aka.idf.il/nain/giyus/questi onnaire. aspx
. . Paraneter Read Qnly Molation in
79.176.154. 204 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ nai n/ sachar/regi strati onw zard/ regi st er. aspx None !
- . Illegal Byte Gode Character in Paraneter Value at 10 for )t_ré€ce
195.154.93.77  |France 147.237.72. 166 [aka. i df . i | dupd] [ #19] ] A x! Ac=f AR UA AERATACA™] X208 A x> Bock |1
176. 48. 183. 59 stls;spion 147.237.0.34 [tikshuv.idf.il [Paraneter Type VMolation catld in vwwtikshuv.idf.il/sitelgeneral . aspx B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to ww i df . il/1503-en/ dover . aspx. B ock 1
A A: x! As=f A A. A AT R : ATM[ s~ALH
195.154.93.77  |France 147.237.72. 166 |aka. i df . i | g’g}z\igf med URL ) t_ra€oedupd] [#19] ] Ai x| A=l AR uf BERAZAAT] x'a€ Bock |1
195.154.93. 77 |France 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod B ock 1
5.39.222. 159 Netherlands |147.237.76.30 |hi nush.idf.il Unaut hori zed URL Access to 147.237.76. 30/ rom 0 Bock |1
2.52.62.200 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
195.154.93. 77 |France 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 39 Headers B ock 1
- — A
195.154.93.77 |France 147.237.72. 166 |aka. i df . i | llegal Byte Code Character in LR.)t_ragoedupd| [#19]J A A AR UA &€ 15 oy

AZA; A™[ x"A€“0s A¢ x>
Unknown Par anet er
185.32.179.9 I srael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01%ct | 03$cbl Quest i on$14 |None 1
in aka idf.il/nain/giyus/questionnaire. aspx

Mil tiple Uhtraceabl e SSL Sessions from195. 154. 93. 77 (Protocol viol ation

( SSL_CONN APPLI CATI ON DATA EXCHANGE) )

Paramet er Type M ol ati on PageNumin

wn ti kshuv. i df.i|/901-he/ti kshuv. aspx

Illegal Byte Qode Character in Header Name AGAS[[#24]][[#24]] 8AuQh
o[[#19]]1 AR [[#18] 1 A A [#31]]

AVA; yj A AYA-A29D! A?A?A; AGA-=( At} A- A, cZA°) AYADM[ [ #26] | AcA—
195.154.93. 77 |France 147.237.72. 166 |aka. i df . i | 83AGA™A?A§AYIASA»\ Aes Ay XA%[ [ #6] 1 AZAY[ [ #6] ] f A° AJA—@R"Af B ock 1
>, AVA? ACA2 YDAC A» A2 Ao FAS[ [ #5]1 AEAL[ [ #3] 11 E, % xAj AuA AceA3 A%oA
[[#17] ] GAELA?AyA—AY; AZA; * QAsAceEA- <AnV q[ [ #23] 1 A,

j PA° A° A SAR[ [ #6] | | A—ATAY

5.39.222. 159 Netherlands [147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76.31/rom0 B ock 1
Unknown HTTP Request Method }[[#7]]Ad AA A2X: A* AMbVAUA,

A oAt Af[ [ #20]] KA [ #24] 1 AEV[ [ #26] ] QAS- Aun] A-A¥w+A, AcaAsAz
[[#30]]! A¥A XS] [ #28]] +A

195.154.93.77 |France 147.237.72. 166 |aka. i df . i | None 1

68. 180. 228. 109 |lhited Sates [147.237.0.34 |ti kshuv.idf.il B ock 1

195.154.93. 77 |France 147.237.72. 166 |aka. i df . i | A x LA AR R Aa R B ock 1
T AQ[#2] 1 K [#29]] ADO) [ #11] ] [[#0] ] yAcAR. - s[[#23]] AAT[#22] ] AAELIA—
6e[ [ #4] 1 A[[#16]] A3 ; T! A AD=At, A¥_A-~A2 ARR¥YA:, JAfnk A—5p[ [ #15] ] AZ
[[#5]1[[#23]1[[#14]]1[[#18]1AEN ; AT[[#30] ] A AR . Aa in URL )t_réa€ce
dupd] [ #19] ] Aj x! A¢=f A®. uA- a€ceAZA; AM[ x"a€“0sA¢ x>
Unknown Par anet er

81.218.141.87 |lIsrael 147.237.72. 166 |aka. i df . i | ct |1 00$ct | 00$cphMai n$TochenP! aceHol der $ct | 13$ct | 01%ct | 03$cbl Quest i on$74 |None 1
inaka idf.il/nain/giyus/questionnaire. aspx

195.154.93. 77 |France 147.237.72. 166 |aka. i df . i | Mil tipl e Mal fornmed HTTP Header Line from 195. 154, 93. 77 B ock

46.120. 106. 173 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for wwu aka. i df . i |/ mai n/ sachar/ def aul t . aspx B ock

195. 154.93.77  |France 147.237.72. 166 |aka. i df . i | I11egal HITP \ersion B ock 1
Unknown Par anet er

185.32.179.9 I srael 147.237.72. 166 |aka. i df . i | ct 1 00%ct | 00$cphMai n$TochenPl aceHbl der $ct | 13%ct | 01$ct | 03$chl Quest i on$7 i n |None 1

aka.idf.il/main/gi yus/ questi onnai re. aspx
02-10-2016-07:04:05 to 02-10-2016-08:04:05




