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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address |Site |Signature |Device Action |Count |
204. 42. 253. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il ock Wp Al _Nets drop 1
71.6.216. 58 Lhited Sates 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 1
184. 63. 76. 22 Lhited Sates 147.237.77. 216 dover.idf.il F Dover Under Attack Con Htp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnalure Devi ce Action |Oount |

185. 130. 5. 207 147.237.76.30 |hi nush.idf.il |20085: HITP. Mi ebl ackcat Security Scanner Initial Request ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

|Signature

41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 4
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
77.85.35. 211 147. 237.77. 235 Bul garia sviva.idf.il ET SCAN NVAP -sS w ndow 3072 1
218. 246. 0. 97 147. 237. 77. 226 Chi na ww chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
50. 204. 188. 142 147.237.77.178 Lhited Sates e. mat pash. i df .i ET SCAN NMAP -sS w ndow 3072 1
185. 130. 5. 207 147. 237.76. 30 hi nush. i of .i SERVER- WEBAPP Set up. php access 1
50. 204. 188. 142 147.237.77.178 Lhited Sates e.matpash.idf.il ET SCAN NVAP -f -sS 1
125. 212. 232. 146 147.237.72. 14 M et nam dover.idf.il (ol d) ET SCAN NMAP -sS wi ndow 1024 1
37.123.100. 26 147. 237.77. 216 Tur key dover.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
125. 88. 182. 238 147.237.76. 34 Chi na yohal an. i df .| ET SCAN Potential WNC Scan 5900- 5920 1
37.123.100. 26 147.237.0.33 Tur key idf.il ET SCAN Potential VNC Scan 5800- 5820 1
104. 128. 144. 131 147. 237.77. 227 Canada e. hanaz. i df .il ET SCAN NMVAP -sS w ndow 2048 1
98. 119. 105. 221 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 2048 1
98.119. 105. 221 147.237.8.24 Lhited Sates elifestyleidf.il ET SCAN NVAP -f -sS 1
220.231. 195. 122 147.237.0. 33 Chi na idf.il ET SCAN NMVAP -sS w ndow 2048 1
80. 82. 78. 67 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 147.237.0.33 Chi na idf.il ET SCAN NVAP -f -sS 1
77.85.35. 211 147. 237. 77. 235 Bul garia sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 204. 188. 142 147. 237.77. 178 Lhited Sates e. nat pash. i df il ET SCAN NVAP -sS w ndow 2048 1
185. 130. 5. 207 147.237.76. 30 hi nush. i df .i | ET WEB_SERVER Mui ebl ackcat scanner 1
125. 88. 182. 238 147. 237.76. 196 Chi na esvivaidf.il ET SCAN Potential WNC Scan 5900- 5920 1
37.123.100. 26 147. 237. 0. 200 Tur key mdu. i df il ET SCAN Potential VNC Scan 5800- 5820 1
125. 88. 182. 238 147. 237. 0. 200 Chi na . idf il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 144. 131 147. 237.77. 227 Canada e. hanaz. i df .il ET SCAN NVAP -f -sS 1
98. 119. 105. 221 147.237.8. 24 Lhited Sates elifestyleidf.il ET SCAN NVAP -sS wi ndow 1024 1
80. 82. 78. 67 147.237.77. 212 Net her | ands e.dover.idf.il ET SCAN Potential SSH Scan 1
220.231. 195. 122 147.237.0. 33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
184. 63. 76. 22 Lhited Sates |[147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 50
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 24
Sreaming Engine: TGP Invalid i i ssi
2.54.151. 33 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. o 12
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.125.145.131 | srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 9
Ret ransni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
46. 19. 86. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
185. 120. 126. 36 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. o 6
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
212. 235. 64. 165 || srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
192. 0. 80. 128 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |5
Sreamng Engine: TCP Invalid i i sSi
87.69.195.133 [l srael 147.237.77. 243 |nobi l e.i df . | 9 =g Invalid segnent retransmssion. |, 4
Ret ransni ssi on Packet dropped.
46. 19. 86. 68 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
128.194. 131. 235|UWnited Sates |147.237.72. 166 |aka.idf.il drop SAMrule drop
41.33.231.90 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
Sreamng Engine: TCP Invalid i i ssi
82.166.239.53 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
213.57.215.42 | srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with monitor |3
di fferent w ndow scal e
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 3
reanming BEngine: TCP Invali i i ssi
2.52.129. 48 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid Jinvalid segnent retransnission drop 3
Ret ransmi ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.181.14.40  |israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
192. 0. 81. 57 Lhited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |monitor
31.210.187. 142 |l srael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
o SYNtACXK retransmt wth .
31.210. 187. 142 |l srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence different vi ndow scal e nonitor |2
94.230. 86. 212 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or
54.241.198.78 |Uited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |[nmonitor
31.210.187. 142 |l srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert
184. 105. 247. 247|Wnited Sates [147.237.8.27 |enadimata.idf.il  [Geo-1ocation enfor cenent Sﬁ?olrzgi'nfn  nbound drop 1
184.105.139.84 |Wited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 186|UWited Sates |147.237.72. 156 |anan.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
216. 218. 206. 111|Wnited Sates |147.237. 76. 198 |e. yohal an.i df . Geo- | ocati on enf or cenent gﬁ?;'rggi'nfn t nbound drop 1
111. 206. 36. 4 Ghi na 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
192.0.100.166 |United Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Gonpl i ant Failed to handl e connection data |[monitor |1
184. 105. 247. 212|Uhited Sates [147.237.77.205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
165.91.12.152 |Lhited Sates |147.237.72.166 |aka idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[monitor |1
141.212.122. 183|Wited Sates |147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 251 |Uhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 111|Wited Sates |147.237.0.35 |akaws.idf.il drop drop 1
141.212.122. 188|hited Sates |147.237.76.31 [nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
128.194. 131. 235(|lhited States |147.237.72. 156 |anan.idf.il drop SAMrul e drop 1
79.177.202. 180 |lsrael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SYN drop 1
184. 105. 247. 215|nited States |147.237.76.200 |eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212. 122. 184|United Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 78 |tited Sates |147.237.76.202 e halag.idf.il Geo- | ocati on enf or cenent ﬁ?;ggi'ﬂf“ i nbound drop 1
93.186.182.35 |Netherlands [147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
184.105. 139, 114U ted Sates [147.237.0.200 [mu.idf.il Geo- | ocati on enf or cenent Geo-| ocat | on | nbound drop 1
enf or cenent
141.212.122. 189|hited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
208.54.37.144 |Uited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 224|Wited Sates |147. 237.77. 226 "‘I”f"’ chamatz. aka. Tdf o\ At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 67 |lLhited Sates |147.237.76.42 |refuah.idf.il drop SAMrul e drop 1
141.212.122. 184|United Sates [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.218.206. 99 |Wited Sates |147.237.76.202 |e. hal ag.idf.il Geo- | ocati on enf or cenent Sﬁ?o'rzgﬁ;uo”  nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Action ‘Count
141.212.122. 177 |Whited Sates [147.237.77.234|hal ag. i df . i| |Unauthorized URL Access to 147.237.77.234/ B ock 1
46.105.98.166 |France 147.237.77. 176 |nat pash. i df . i | m“é:gc’;t'.zi%?.%tfn;f;se;c’share 4 user cont ol header Upper Bl ock 1
186. 202. 150. 213|Brazil 147.237.76.42 |refuah.idf.il [Uauthorized URL Access to refua. atal.idf.il/bl og/ wp-adnin/ B ock 1
69.194.230.99 |lnited Sates |147.237.76.42 [refuah.idf.il [Wauthorized URL Access to refua. atal.idf.il/test/wp-adnin/ B ock 1
157.7.105. 198 |Japan 147.237.76.42 |refuah.idf.il |[Uhauthorized URL Access to refua. atal.idf.il/wp/ wo-admn/ B ock 1
66.249.78.177 |l srael 147. 237.76. 200 |ei t an. aka. i df . junknown Paraneter tab in ww eitan. aka. idf.il/938-he/eitan. aspx None 1
207.46.13.192 |nited Sates [147.237.77. 176 |nat pash. i df . i | |Unauthorized URL Access to 147.237.77. 176/ Bl ock 1
Unknown Par arret er
79.176.126.176 |lIsrael 147.237.72. 166 |aka. i df . i | ct | 00%ct | 00$cphMai n$TochenP acehbl der $ct | 13%ct | 01%ct | 03%chl Quest i on$74 i n [None 1
aka.idf.il/nai n/giyus/questionnaire. aspx
2.54.151. 33 I srael 147.237.77.243|nobi  e.idf .i| |[Ostributed Suspicious Response Code B ock 1
157. 55. 39. 39 Lhited Sates |147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to waw i df .il/1787- he/ dover/ aspx Bl ock 1
66. 249. 79. 75 I srael 147.237.77.216|dover.idf.i|l |Wauthorized URL Access to wwidf.il/international _training/ catal og. asp B ock 1
91.121.93.7 France 147.237.76.42 |refuah.idf.il |Uauthorized URL Access to refua. atal.idf.il/wordpress/wp-adm n/ B ock 1
37.26.149.249 |lsrael 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
157.55.39. 184 [thited Sates [147.237.76.86 [navy.idf.il Unaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock 1
66. 249. 79. 123 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 1133- he/ dover . aspx B ock 1
141.212.122. 177|hited Sates |147.237.76.31 |nakchal . i df.i| |Unauthorized URL Access to 147.237.76. 31/ B ock 1
46.105. 98. 166  |France 147.237.77. 176 [nat pash. i df . i | |Mil tipl e Unauthori zed URL Access from 46. 105. 98. 166 B ock 1
185. 130. 5. 207 147.237.76.30 [hinush.idf.il |Unhauthorized URL Access to 147.237.76. 30/ scri pt s/ set up. php B ock 1
68.180.228. 112 |Wited Sates [147.237.77.216|dover.i df .il Lhaut hori zed URL Access to v i df.il/hebrew organi zati o/ si gnal s/ at ar/ B ock 1
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