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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
113. 108. 189. 51

|Target Address  |Site

|Signature |Device Action  |Count |
Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
115. 239. 228. 10 Chi na 147.237.0. 35 akaws. i df.il Frk Purple Gon Limt Htp drop 1
74.91. 28. 61 Lhited Sates 147.237.76. 31 nakchal .idf.il [bl ock-sp-trafl drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount

206. 180. 246. 167 Canada 147.237.77. 176 nat pash. i df . i | Q008: HTTP: Xenu User Agent B ock 1




02-10-2016-05:04:09 to 02-10-2016-06:04:09

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
59. 45. 79. 117 147.237. 77. 205 [Chi na prishaidf.il ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147.237.77.19 [China lawforumidf.il |ET SCAN Potential SSH Scan 1
59. 45, 79. 117 147. 237. 76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il [ET SCAN Potential SSH Scan 1
129 117 244. 1711147, 237 76. 34 |Tai van yoal an.i o i1 ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147.237.76. 44 |[China e.refuah.idf.il ET SCAN Potential SSH Scan 1
114.112.90. 54  |147.237. 77. 178 |Chi na e.natpash.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76.30 [China hi nush. i df i | ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 8. 28 |Canada e.mobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
59. 45, 79. 117 147.237.8.28 [China e.nobi le-ks.idf.il |ET SCAN Potential SSH Scan 1
80.82.78.67 147. 237. 76. 148 |Net her | ands gqcenter. aka. i df.i |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |[China e.lifestyleidf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 77. 233 |Chi na atal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237. 77. 170 [Chi na maarachot.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 200 |Chi na eitan.akaidf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 197 [Chi na e. hi nush. i df .il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 148 |Chi na gacenter. aka i df.i[ET SCAN Potential SSH Scan 1
115.182.17. 13 |147.237. 77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.76.31 |China nakchal .idf.il ET SCAN Potential SSH Scan 1
114.112.90.54 |147.237.77. 121 |Chi na e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.8.50 |China e.tikshuv.idf.il |ET SCAN Potential SSH Scan 1
103. 35. 151. 192 |147. 237. 72. 217 eidf.il ET SCAN NVAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8.27 |[China e.nadimatal .idf.i|ET SCAN Potential SSH Scan 1
80. 82. 78. 67 147.237.8.46  |Netherl ands e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 [China nadimatal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i of . i | drop SMrule drop 36
Sreaning Engine: TGP Invalid i i ssi
66.249.66.90  |Lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 8
Ret r ansni ssi on Packet dropped.
217.132.96.45 |Israel 147. 237.77. 234 |al ag. i df .i Bad TCP sequence SNretransmt wth different oo |7
w ndow scal e
C e SYNretransmt wth different
217.132.96.45 |Israel 147. 237.77. 234 |hal ag.i of . i | Bad TCP sequence o dow sonl 6 alert 5
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |monitor
91.200.12.141  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
Sreaning Engine: TQP Invalid i i sSi
208.93.207.89 |lnited Sates |147.237.77. 243 |nobile.idf. i1 g =g Invalid segnent retransmssion. | o 4
Ret r ansmi ssi on Packet dropped.
91.200.12.141 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
91.200. 12. 143  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop
85. 117. 64. 224 R‘SIS::I”ion 147. 237. 77. 216 |dover. i of . Bad TCP sequence Inval i d sequence nunber monitor |4
91.200. 12. 143  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor
5.102. 254.211 |l srael 147. 237. 72. 156 |anan. i of . | Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TCP Invalid i i ssi
82. 166. 140. 117 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
66.249.60.93  |Wited Sates |147.237.72. 166 |aka i df il 9 =g Invalid segnent retransmssion. . 2
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
66.249. 74. 6 Lhited Sates |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
68.180.229. 121 |lnited Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | o 2
Ret r ansni ssi on Packet dropped.
128.194. 131. 235|Whited Sates  |147. 237. 72. 166 |aka i of . i | drop SAMrule drop 2
Sreaning Engine: TQP Invalid i i sSi
66.249.65.2  |nited Sates |147.237.76. 200 [eitan. aka i df il g =g Invalid segnent retransmssion. | o 2
Ret r ansmi ssi on Packet dropped.
104.130.78.65 |Wited Sates [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
79.180.173.145 |israel 147. 237.77. 226 }”""“Chamz' aka.1df-11pad TCP sequence Inval i d ACK nurber aert 1
46.19. 86. 120 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
173.236. 152. 135|Lhited Sates  [147.237.77. 176 [nat pash. i df .i | Bl ock HTTP Non Conpli ant Fai l ed to handl e connection data |nonitor
141.212.122. 212|Whited Sates |147.237.0.35 |akavs.idf.il drop drop
208.115.113.89 [tnited Sates  [147.237.77. 226 | chanat z. aka. 1df. 1 |4 o SAMrul e drop 1
184. 105. 247. 208|United Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.102.195.18  |Israel 147. 237. 77. 216 |dover. i of . i | Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 122. 218|Wnited Sates  [147.237.0.200 |mau.idf. il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1
enf or cenent
114.125.57.18 |Indonesia 147.237. 77. 170 |n@ar achot .i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
79.180.173. 145 |Israel 147.237.77. 226 ‘I’“’“"‘Chanmz'aka' "9 1Bad TCP sequence Inval i d ACK nunber monitor  [1
51. 255. 133. 247 LK!i“r::gom 147.237.77. 216 |dover. i df . i | B ock HTTP Non Conpli ant Failed to handl e connection data [monitor |1
184.105.139.79 |[lLhited Sates |147.237.0.200 |[mdu.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
141.212.122. 213|Wnited Sates |147.237.0.35 |akavs.idf.il drop drop 1
184. 105. 247. 239|Wnited Sates  [147.237.77. 121 |e. navy. i of .i1 Geo- | ocati on enf or cenment Geo-l ocati on i nbound drop 1
enf or cenent
146. 185. 239. 102 RJSf::I”ion 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
114.125.57.18 |l ndonesi a 147. 237. 77. 170 |maar achot . i of . i | Bad TCP sequence Inval i d ACK nunber monitor |1
208.115.113.89 |lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 1
66. 215. 100. 183 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
184.105.139. 96 |lhited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
141.212. 122. 213|Wnited sates  [147.237. 76. 196 |e. sviva i df i Geo- | ocati on enf or cenment ﬁ?olr 822;?” I nbound drop 1
216.218.206.82 |lWited Sates |147.237.77.179|e. nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 247|Wnited Sates  [147.237.0.17 ;nlnly kosher-kravi.1d oy At t ack SYN -> SYN-ACK -> RST rej ect 1
165.91.12.152 |United Sates [147.237.72. 156 |anan.idf .i | B ock HTTP Non Conpli ant Failed to handl e connection data [nonitor |1
208.115.113.89 |lhited Sates [147.237.77.74 [lawidf.il drop SMrul e drop 1
184.105. 139. 116|Uited Sates |147.237.76. 201 |e. atal .idf il Geo-1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
5.22.135. 208 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 214|Wnited Sates  [147.237. 76. 196 [e. sviva i df i Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
216.218.206. 84 |lited Sates |147.237.72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47. 58 Wited Sates |147.237. 77. 227 |e. hamaz. i df .1 Geo- | ocat i on enf or cenent Geo-1 ocati on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

Devi ce

A tacker

Country Target Address |Site Sgnature Action ‘Count

213.8.204.1 | srael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 13

72.9.148.10 Lhited Sates [147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. i df . i|/994- 8613- he/ navy. aspx. aspx |Bl ock 2

188. 247. 75. 209 |Jor dan 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw idf.il/arr B ock 2

157.55.39. 177 |lhited Sates |147.237.77.243|nobil e.idf.il Uhaut hori zed URL Access to nobile.idf.il/mlluiniindex B ock 1

66. 249. 64. 229 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1234- he/ at al . aspx B ock 1

208.115. 113. 82 [Lhited Sates [147.237.77. 176 mat pash.idf.il [unhauthorized LR Access to vww cogat . idf.il/894-en Bl ock 1

68.180. 231. 40 |United Sates |147.237.77.74 |lawidf.il mult 2\?\; : ;?.di Ilﬂ:_o:ggleeslsc;roe/ doc. gt/ doc._ . 85 Bl ock 1

165.91. 12. 152 |Lhited Sates [147.237.72.156|aman. i df .| Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock

66. 249. 64. 234 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
Uhaut hori zed URL Access to

178. 255. 215. 87 |France 147.237.77.216|dover.idf .il www. i df . i 1/ engl i sh/ announcement s/ 2002/ j une/ kkkkkkk=ch7c1679kkkkkk [B ock 1
k cb7c¢1679

66.249.69.28 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1

217.132.96. 45 |Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1

157.55.39. 145 |Uhited Sates |147.237.77.216|dover.idf .il Ml tiple Whauthorized URL Access from 157.55. 39. 145 B ock 1

23.94.31.219 [united Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwweidf.il/newsitelenglish/nain. asp B ock 1

68. 180. 228. 175 [Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1

157.55.39. 145 [Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df . il/1560-en/ dover. aspx" B ock 1

40.77.167.0 Lhited Sates [147.237.76.42 |refuah.idf.il D stributed Uhaut horized URL Access on 147.237.76. 42/ robot s. t xt Bl ock 1
Uhaut hori zed URL Access to

208.115.111. 73 |Whited Sates |147.237.77.74 |lawidf.il vy mag. i df . i |/ tenpl at es/ t enpl at econt r ol S/ News/ xoex>xa x'x” X"xZxce Bl ock 1
x?x”

68. 180. 230. 224 [United Sates |147.237.76.31 |nakchal .idf.i| |raneter Type Molation PageNimin Bl ock 1

waw nakhal . i df . i|/1073- he/ nakhal . aspx

02-10-2016-05:04:09 to 02-10-2016-06:04:09




