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Top Attackers

M dover.idf.il

M aka.idf.il

M anan.idf.il

M mobile.idf.il

M navy.idf.il

M nadi matal .idf.i

[ atal.idf.il

Meitan aka.idf.il
nat pash. i df . il

M e. nakchal .idf.il

W 41.33.231.90
176. 43. 205. 109
I 31.210. 187. 142
208. 115. 113. 89
Il 208. 93. 207. 89
M 195. 34. 150. 18
[ 79.181.114.51
M 212. 143.142. 56
41.33.232.66
M 185. 130. 5. 207
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
185.94.111. 1 147.237.76. 30 hi nush. i df . i | B ock Np Al Net dr op 1
185.94.111.1 147.237.76. 198 e.yohalan.idf.il |Bock Np Al Net drop 1
80. 119. 185. 187 Fr ance 147.237.76. 198 e.yohalan.idf.il [Block Wp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 86 navy.idf.il Bl ock_Udp Al _Nets drop 1
109. 0. 136. 52 France 147.237.76. 199 e.nakchal .idf.il |B ock Wdp All Nets drop 1




02-10-2016-04:04:06 to 02-10-2016-05:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Devi ce Action |Count |

185. 130. 5. 207 147.237.76.200 |eitan. aka.idf.il|20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker Gountry

Signature

195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
61. 155. 203. 54 147.237.76. 34 Chi na yohal an.i df . i1 ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147. 237. 77. 205 Chi na prisha idf.il ET SCAN NVAP -sS wi ndow 1024 1
198. 54. 90. 200 147.237.72. 166 Lhited Sates aka.idf.il Tehila - Perl LW with fake user agent 1
185. 130. 5. 207 147. 237. 76. 200 eitan aka idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
61. 155. 203. 54 147. 237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77. 235 Chi na sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
218.246.0. 97 147.237.76. 30 Chi na hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 74 147. 237.72. 167 Lhited Sates i shurimaka.idf.il ET DRCP Dshield B ock Listed Source 1
185. 130. 5. 207 147.237. 76. 200 eitan aka idf.il SERVER WEBAPP Set up. php access 1
183. 61. 109. 189 147.237.76. 176 Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Tar get Address |Ste Signature z\tlii f;
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
176. 43. 205. 109 [Turkey 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 18
208.115.113.89 |Lhited Sates [147.237.77.216|dover.idf.il dr op SAMrule drop 12
208.93.207.89 |Uited Sates [147.237.77. 243 |mbi e ich. il || camng Enginer TGP Invalid invalid segrent retransmssion. | o 10
Ret r ansni ssi on Packet dr opped.
31.210. 187. 142 |Israel 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
79.181.114.51 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
31.210.187. 142 |israel 147. 237. 72. 156 |anan. i df .i Bad TCP sequence m’;@‘sg ;a”S”“ weh different |oonitor |6
41.33.232. 66 Egypt 147.237.77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |monitor
85. 64. 149. 209 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  [nonitor
66.249. 64.203 |Uited Sates |147.237.77. 243 |nobile.iof i1 Streamng Engine: TCP Invalid finvalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
185.3.147.99  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid fimvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
176.13.18.137 |l srael 147. 237. 72. 166 |aka. i f . i Streamng Engine: TCP Invalid invalid segnent retramsmission. | 3
Ret r ansni ssi on Packet dr opped.
79.178.218. 206 | srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid fimvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
128. 194. 131. 235|UWhited Sates |147.237.72. 166 |aka.i df il drop SAMrul e drop 2
74.82.47.10 Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
165.91.12.152 |Lhited Sates |147.237.72.166 |aka.idf.il Bl ock HTTP Non Conpli ant Fail ed to handl e connection data  [nonitor 1
184.105. 247. 208|Uhited Sates |147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent Geo- |l ocation i nbound enf or cenent |drop 1
141.212.122. 216|United Sates |147.237.76.199|e.nakchal .idf.il |Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent [drop 1
74.82.47.12 Lhited Sates [147.237.77.176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
31.210.187. 142 |israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST alert 1
173.30. 108. 156 |Uhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 240|nited Sates |147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.217|United Sates |147.237.76.199|e.nakchal .idf.il |Geo-| ocati on enf or cenent Geo- |l ocation i nbound enf or cenent |drop 1
74.82. 47. 40 Whited Sates [147.237.76.177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
173. 30. 108. 156 |Uhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
115. 230. 124. 164 |chi na 147.237.77. 216 |dover.idf il drop SAMrul e drop 1
141.212.122. 221 |wnited Sates |147. 237. 72. 156 |anan. i df.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.50 Lhited Sates [147.237.0.33 |idf.il dr op drop 1
216.218.206. 118|lhited Sates |147.237.0.15 |kosher-kravi.idf.i|SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.10 Lhited Sates [147.237.0.19 |madimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 222|wnited Sates |147.237. 72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.48.65. 72 Netherlands  [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
216.218. 206. 122|lhited Sates [147.237.0.19 |madimatal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.101. 126. 124|Eur ope 147.237.77.74 |(lawidf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

06

Devi ce

‘Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
66.249.79.75 |[lsrael 147.237.77.216|dover.i df .i | Mil tipl e Unaut horized URL Access from 66.249. 79. 75 Bl ock 2
73.22.155.10 |lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nevsitelenglish/ B ock 2
Unaut hori zed URL Access to
66. 249.78. 222 |l srael 147.237.0.15 |kosher-kravi . i df . i[ww kosher-kravi.idf.il/tenpl at es/ shared/ user cont rol s/ head |B ock 1
er upper/
208.93.207.89 |Lhited Sates 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
68.180.231.40 |lhited Sates 147.237.77.74 |lawidf.il Wnauthori zed URL Access to B ock 1
waw | aw i df . i |/ consol e/ corel doc_ngr/ doc_ngr. asp
2.54.165.116 |Israel 147.237.0.19 |nadimatal .idf.i| [Suspicious Response Code B ock 1
157.55.39.103 |Uhited Sates 147.237. 76. 147 |chi nuch. aka. i df . j ||1authori zed WL Access to B ock 1
virwv chi nuch. aka. i df . i | /tenpl at es/ general / gener al . aspx
216. 218. 206. 66 |Lhited Sates 147.237.0.19 |nadimatal .idf.i| [Uhauthorized URL Access to 147.237.0. 19/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 229 | srael 147.237.77.233(atal .idf.il 147, 237.77. 233/ 925- hel at al . aspx Bl ock 1
. - . - Paraneter Type Mol ation catld in
177.238.32.21 |Mexico 147.237.0.34 |tikshuv.idf.il v ti kshuv, i df i 1/ si tel f ag, aspx B ock 1
66.249.79.121 |[lsrael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
Macedoni a, the Forner . .
92.85.114. 71 |y oq) ay Fepublic of 147.237.77. 176 [nat pash. i df . i | PHP At t enpt B ock 1
Unaut hori zed URL Access to
66. 249. 64. 234 |l srael 147.237.77.233|atal .idf.il 147. 237. 77. 233/ t enpl at es/ shar ed/ user cont r ol s/ header uppe |B ock 1
r/
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | www. i df . i |/ engl i sh/ news/ kkkkkkk=40ee37adkkkkkkk_40ee |B ock 1
37ad
68. 180. 228. 112 |Lhited Sates 147.237.77.216|dover. i df .i | Mil tipl e Unaut hori zed URL Access from 68. 180. 228. 112 Bl ock 1
Macedoni a, the Forner . . . . .
92.55.114. 71 Yugos! av Republ i ¢ of 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to v cogat.idf.il/xmirpc.php  [B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 239 I srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1486- he/ at al . aspx Bl ock 1
. . . Unhaut hori zed URL Access to
185. 130. 5. 207 147.237.76.200|ei tan. aka. i df .i | 147. 237. 76, 200/ scr i pt s/ set up. php B ock 1
68.180. 228. 112 |Lhited Sates 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to www i df.il/navy/ B ock
157. 55. 39. 90 Lhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
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